SDU Bulletin: Natural and Technical Sciences 2021/3 (56)
IRSTI 50.37.23

N. Abdinuroval, M. Sokitbayev 2, T. Suyerbassov®, A. Baimolda®
12345yleyman Demirel University, Kaskelen, Kazakhstan

VULNERABILITIES IN CI-PLATFORMS THAT CAN BE
EXPLOITED FOR CRYPTOCURRENCY MINING AND POSSIBLE
SOLUTIONS TO THIS PROBLEM

Abstract.  The topic of how vulnerabilities on Cl-platforms
that are subject to cryptocurrency mining is relevant. One solution is that the
github has manually set the commit confirmation so that the cryptominer cannot
automate mining.
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Angarna. KpurnroBaatoranb OHJIIpyTe JKaTaTbIH Cl-
iarGopManapbelHAaFkl  OCAIIBIKTAp TAKBIPHIOBI ©3€KTi OOJBIN TaOBLIAIbL.
lemrimaepain 6ipi - GitHUb kemicimai pactayabl KOJIMEH OpHATTHI, OChUTAMINA
KPHUITOBAIIOTA OHAIPYIIICI MAWHUHT OHIIPY/Ii aBTOMATTaHABIPMA/IbI.

TyiiiH ce3aep: KOMIOHEHT, MillliIM/LY, CTHIIb, CTHIIBILY, KIpICTIpY.
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AnHoTanus. Tema 0 TOM, HaCKOJIBKO aKTyalbHBI ysi3Bumoctu Ha Cl-
wiatopmax, KOTOphIE MOABEPKEHBI T00bIYEe KPUTITOBANIOT, aKkTyaidbHa. OqHO
U3 pemieHUH 3akmrovyaeTcss B ToMm, uro GitHub BpyuHyio ycTaHoBUI
MOJATBEPXKJIeHUE (PUKCAIIUHU, YTOOBI KPUIITOMAHEDP HE MOT aBTOMaTHU3UPOBAThH
MAaHUHT.

KaloueBble  cjioBa:  KOMIIOHEHT,  (opmaTupoBaHHWe,  CTHIb,
odopmIleHHE, BCTABKA.

Introduction

At the moment, developers are suffering from the actions of their
unscrupulous colleagues. And this is not due to the direct effect of some on
others. Some developers have started secretly mining cryptocurrency on various
free CI platforms, using their computing power. Why this happens is pretty clear-
making money. There are cases when such miners earned a monthly salary for a
month, while all they needed was Internet access and a computer.
Of course, such actions could not fail to attract attention from the administration
of these sites. And accordingly, the fight against miners has also affected
ordinary users of CI platforms. So why is it not so easy to detect unwanted
actions, and what methods already exist to combat mining? In order to answer
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these questions, you need to first understand how CI platforms and mining
systems work.

I1. Background materials

Most cryptocurrencies utilize proof-of-work for mining. PoW-tasks are
not initially planning for a individual, their arrangement by a computer is
continuously achievable in a limited time, but it requires a parcel of computing
control. At the same time, checking the coming about arrangement
requires much less assets and time. This definition will be valuable to us to
discover a arrangement to the issue with diggers.

Identify applicable funding agency here.

If none, delete this. Moreover, in expansion to the classic mining
strategies, there are more exceptional ones. For case, mining on phones, SSD
drives, and indeed within the computer browser. The goal of CI is to supply a
steady and robotized way to construct, bundle, and test applications. CI stages
offer assistance engineers make completely utilitarian websites by making see
environments and automatically running E2E tests for them. This can be
called CI (Nonstop Integration). VMs on Cl-platform utilize memory
snapshotting to work like Docker holders. They’re quicker and more developer
friendly than a conventional VM. Benefits: simple to form organizing situations
as required, and they can be spun up in seconds since the modern VM
contains a duplicate of the database that was set up within the final run. E2E tests
can be run in parallel rapidly and effectively on the off chance that you’ll copy
the whole test VM, sparing important time for developers We can make
handfuls of VMs per department, since we consequently sleep them when
they’re not in utilize.

I11. Literature review

In this review they perform a comprehensive examination on Alexa’s
Best 1 Million websites to shed light on the prevalence and efficiency of assault
that mining the cryptocurrency. They think almost the websites impacted by
drive-by mining to induce it the methods being utilized to maintain a strategic
distance from area, and the foremost later web propels being mishandled to
beneficially mine cryptocurrency. They depict how to detect cryptocurrency
mining on the location and their approach may well be coordinates into browsers
to caution clients around quiet cryptomining when going to websites that don’t
inquire for their assent.

IV. Methods and materials

Since developers can run arbitrary code on these servers, they often
violate the terms of service in order to run cryptocurrency miners as a “build
stage”  for  their = websites. =~ For  example, the  repository
“testronan/MyFirstRepositoryFlask”. The user “testronan” makes a commit
every hour. The software developer uses 5 platforms at once to test their routing.
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These are TravisClI, CircleCl, GitHub Actions, Wercker, and LayerCl. His Sl
tasks run “listhen.sh”: a shell script that reduces a difficult NodeJS script with,
at first glance, random numbers. However, he is quite experienced in writing
scripts:

(sleep 10; echo 4; sleep 2; echo "tex.webd";sleep 2; echo 7; sleep 1; echo 1; sleep 1; echo
"exit"; sleep 2) | stdbuf -oL npm run commands

“MyFirstRepository-Flask” does not contain anything
shared with Flask or web servers. It contains scripts for mining
cryptocurrency that send WebDollars to an unnamed online wallet. And these
numbers are needed for setting up options, for implementing WebDollar on
NodeJS.

The repository does not use github resources, for example.
Instead, it abuses the “cron” function in order to make one commit every hour
and mine webdollar on these platforms. The user “vippro99” does not hide his
intentions at all. Of the 10 repositories, the majority is related to either
cryptocurrency or browser automation.

The nodejs-monney repository has all sorts of scripts for
running Chrome instances with the well-known Google puppeteer project. This
puppeteer project allows you to run the browser through commands, as well as
test your applications on them.

The idea is simple: cryptocurrency mining in CIl is quite
simple to detect (for example, with support for analyzing executable content),
but browser automation is an ordinary workload in CI.

puppeteer.launch({ headless: true, args: ['--no-sandbox',

.then (async browser => {

.log('-- Running chrome!!"');
const page = await browser.newPage();
await page.goto('https://vippro99.github.io/-meocoder-nodejs-tool');
page.on('console', (msg) => cor e.log(msg.text()));
await page.waitForTimeout (((Math.floor (Math.random()*6)+52)*60)*1000);

await browser.close();

This GitHub Pages site has a simple browser-based miner of the Monero
cryptocurrency, which resembles Coinhive in its idea.
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V. Data and result
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Continuous integration works by sending small chunks of code to your
program’s code base in the Git repository, and each time it clicks, it launches a
pipeline pipeline to compile, test, and verify code changes before merging them
into the main branch. Continuous delivery and deployment consist of the next
step of ClI, deploying your application in a production environment each time
you click on the default repository branch. These methodologies allow you to
detect errors in the early stages of the development cycle, ensuring that all code
deployed in the production environment meets the code standards set for your
application.

Securing your applications and infrastructure is a major challenge for
most organizations. But you need to balance the momentum of continuous
development, maintenance, and deployment with the challenges of keeping these
tasks secure and keeping your deployed programs and infrastructure secure. As
an optimized practice, DevOps automated continuous integration/continuous
delivery (CI/CD) pipelines using tools such as Jenkins, Concourse, or CircleClI
allow you to create assembly, testing, and deployment systems with extensive
customization capabilities. And you’re not limited to compiling and testing:
most CI/CD tools allow you to connect the functionality of other tools, such as
performance profilers and error monitoring. Taking a step forward in DevOps in
Infrastructure as Code (1aC) operations and practices, many teams now use CI/
CD pipelines to manage configuration files to build the infrastructure on which
their applications run. This means that CI/CD tools also handle change
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management, testing and deployment of Docker files, Kubernetes manifests,
Helm charts, etc. While most CI/CD discussions focus on program code -
preventing errors and crashes - moving to 1aC configuration management with
CI/CD tools highlights another potential challenge: managing the secrets needed
to run your applications and systems, the secrets that may end up endangering
and putting your systems at risk. Automating build, testing, and deployment
tasks removes much of the need to store and track secrets from your developers
and administrators, which is a valuable first step, but shifts responsibility for
those secrets to your CI/CD pipeline and related tools. In this article, we will
look at some general concepts and best practices for ensuring the efficient and
secure use of authentication and authorization secrets in CI/CD pipelines. The
first steps in securing your team’s CI/CD pipeline include blocking configuration
managers, repository-based systems, and assembly servers. The pipeline should
be monitored from start to finish, ensuring waterproof access control throughout
the tool chain. Script builds should be checked for vulnerabilities, and source
code should be regularly checked for vulnerabilities before deploying the
application in a production environment. Security of secrets must be applied both
during transportation and at rest. Best practices include the following: Remove
hard-coded secrets from Jenkinsfiles and related CI/CD configuration files. Have
strict security settings, such as one-time passwords, for secrets related to more
important tools and systems.

Distribute secrets among Jenkinsfiles to reduce the potential
target of the attack for each file. Use password managers and change passwords
after each use. Know who has access to what. Whether based on roles, time, or
tasks, there must be a clear access control repository. Another option to consider
is to segment secrets based on access levels. Machine identification
is crucial to protect access to non-human containers. Typically, the authenticator
certifies that the attributes of the container runtime of the container requester
client match the intrinsic characteristics of the valid container. After
authentication, the container can access multiple resources based on defined
rolebased access control policies. You must destroy containers and virtual
machines after use. Make sure that secrets are not inadvertently passed during
the build process for extraction requests through your CI/CD pipelines. Expand
the practice of minimum privileges: provide access only to the necessary
secrets. In addition to employee access, the least privileges also apply to
applications, systems, or connected devices that require privileges.

VI. Conclusion

In addition to quickly finding mining in the code, there are other ways.
One of the solutions that GitHub has taken is to manually confirm commit. That
is not difficult for the developer, since commits are not made so often, unlike
repositories that are aimed at mining. This slows down the development process
a bit, but brings significant hassle to them, unlike the next option. Companies
that provide free CI for individual programmers can become paid, or simply
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limited in operation. Cl platforms such as LayerCl, GitLab, TravisCl, and
shippable degrade or even shut down their free servers due to hidden mining
attacks. There is also a longerterm option. This is a transition from proof-of-
work to proofof-stake. A method of protection in cryptocurrencies, in which the
probability of a participant forming another block in the blockchain is
proportional to the share that belongs to this participant. This means that now
there will be no need to spend the computing power of the systems, thus this
option will repel miners from CI systems. PoS is used in such cryptocurrencies:
Ethereum, Nxt and BlackCoin.
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