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EXPLORING THE IMPACT OF MACHINE LEARNING ON KYC
COMPLIANCE COSTS AND CUSTOMER EXPERIENCE

Abstract. The Know Your Customer (KYC) compliance process is a
critical requirement for financial institutions to prevent money laundering, fraud,
and terrorist financing. Machine learning algorithms have the potential to
improve the efficiency and accuracy of KYC compliance checks. In this study,
we explored the effectiveness of several classification algorithms for KYC
compliance checks using a dataset with 3000 rows collected from a famous
banking system in Kazakhstan. We compared the performance of four
commonly used algorithms: Decision Tree, Random Forest, Logistic
Regression, and Support Vector Machines. Our results showed that all four
algorithms achieved high accuracy rates, with Random Forest performing the
best, achieving an accuracy rate of 92.1%. These findings suggest that machine
learning algorithms can effectively classify KYC checks, with Random Forest
being the most effective algorithm in our study. This study provides further
evidence of the potential of machine learning for KYC compliance checks in the
banking industry, but also highlights the need for ongoing monitoring and
validation of machine learning models and concerns about explainability and
transparency.
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***k

Annoranusi: Ilpouecc coOmonenuss TpeboBaHuM «3HAl CBOErO
kauenta» (KYC) sBnsercs BaxkHeWmMM TpeOoBaHUEM Ui (DUHAHCOBBIX
YUPEKACHUN MO NPEAOTBPALICHUIO OTMBIBaHUS JCHET, MOIICHHUYECTBA M
(¢uHaHCUPOBAaHUS Teppopu3Ma. AJTOPUTMBI MAIIWHHOTO OOYYEHHUS MOTYT
NOBBICUTH (P (PEKTUBHOCTh U TOUYHOCTH MpoBepok cobmoaeHus KYC. B stom
UCCIICIOBAaHUH MBI U3y4WId J3(PPEKTHBHOCTh HECKOJIBKUX aAJTOPHTMOB
kinaccudukanuu s mpoBepku codmoaeaus KYC, ucrmons3ys Habop JaHHBIX
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n3 3000 cTpok, cOOpaHHBIX U3 U3BECTHON 0aHKOBCKOW cucTembl B Kazaxcrane.
Mpbl  cpaBHWJIM  TPOU3BOIAUTENBHOCTh YETHIPEX YacTO  HCIOJIb3YyEeMBIX
AITOPUTMOB: JIepeBa PELIeHUH, CIy4yaifHOTro Jieca, IOTUCTUYECKON PEerpeccuu u
METOJla OMOPHBIX BEKTOpPOB. Hamwm pe3ynpTaThl MOKa3aliM, YTO BCE YEThIpE
aJropyuT™Ma JOCTHUIJIM BBICOKHUX IMOKA3aTEJIE TOYHOCTH, IIPU 3TOM CIy4YaiHBII
JeC MOKa3ajl Jy4llIMe pe3yibTaTbl, JOCTUTHYB ypOBHS TOYHOCTH 92.1%. OTH
pe3yJbTaThl CBHIETEIBCTBYIOT O TOM, YTO aJTOPUTMBI MAIIMHHOTO OOYYCHHUS
MoryT 3 dexTuBHO KinaccupuimpoBars nposepkun KYC, npuuem ciydaitHbIi
jec siBisercs Haubosee 3(pPEeKTUBHBIM aJrOPUTMOM B HAIllEM HCCIIEJOBAHHH.
OTO uccleloBaHUE MPENOCTaBIAET  JIOMOJHUTENbHbIE J0Ka3aTelbCTBA
MOTEHIIMajda MaIIUHHOTO O00ydeHust il mpoBepok cobmogeHuss KYC B
0aHKOBCKOU cepe, HO Takke MOTYEPKUBAET HEOOXOAMMOCTH MOCTOSIHHOTO
MOHHTOPHHTA W TIPOBEPKH MOJICJICH MAIIMHHOTO 00YYCHHS U 00ECTIOKOSHHOCTh
110 ITOBOY OOBSICHUMOCTH | IPO3PAYHOCTH.

Kurouessble ciioBa: 3naii coero kmenra (KYC), MamuaHOE 00yUeHHE,
ITOPUTMBI KJIaCCH(PUKAIHU, ((UHAHCOBBIC YUPEKICHUS, OAHKOBCKAsI OTPACIIb,
JIEPEeBO pEIICHUN, CIyYyalHBI Jiec, JOTUCTHUYECKAs pPEerpeccus, MalluHBI
OTIOPHBIX BEKTOPOB.

**k*

Anparna: Kimenrinizgi 0iny (KYC) colikecTik Tmporeci KapiKbl
WHCTUTYTTAphl YIIiH aKIMaHBl JKBUIBICTATY, alasKTBIK MXOHE TEPPOPU3MII
Kap>KbUTAHJIBIPY/IBIH aJIBIH &y YIIiH MaHBI3/IbI Tanam OOJBIT TaObLIAIIbI.
MammmHansk okeITy anroputMiepinin KYC colikecTirin TekcepyaiH THIMIIUTIT
MEH JINJIITH apTThIpy MYMKIHAIT Oap. by 3eprreyne 613 KazakcTanHbIH ofrisi
O6aHk >xyHeciHeH >xuHanmraH 3000 >xonfaH TYpaTbiH JE€PEKTEp >KUBIHTBHIFBIH
naiinanana oteipbin, KYC colikecTirin Tekcepyre apHajifaH OipHelIe KIKTey
AITOPUTMACPIHIH THIMIAUITIH 3epTTedik. bi3 TepT kui KOJJaHBUIATBIH
ANTOPUTMACP/IIH OHIMIUTITIH caabICTRIPABIK: [lemiM ararsl, Ke3/1elCOK OpMaH,
JOTHCTUKAIBIK pETrpecchsi JKOHE KOJAAay BEKTOPJBIK MallnHamap. bi3mig
HOTHOKETIEpiMi3 OapIibIK TOPT aJTOPUTMHIH KOFapbl JQJIIK KOpPCETKIIITepiHe
KOJI JKeTKi3reHin kepcerti, Random Forest ex sxakchl HoTHke Kopceetin, 92.1%
JONIIKKE KOJN JKeTKi3[i. byl HoTmxkenep MalIMHANBIK OKBITY alrOpUTMAEpi
KYC TekcepynepiH THIMII KIKTEH anaThIHBIH KOpceTel, Oy Ke3aeicoK opMaH
01311H 3epTTeyiMi3/ieri eH THIMJI alropuT™M Oousbin TaObuiaabl. byn 3eprrey
0ank nnayctpusceiaaa KY C colikecTirid Tekcepy YIIiH MalllnHATBIK OKBITY IIH
QJIeYeTIHIH KOCBIMIIA JIJIENIepiH Oepeii, COHBPIMEH KaTap MaIluHAIBIK OKBITY
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YATUIEpiHIH TYPAaKThl MOHHMTOPHHTT MEH BaJMJAIUSACH KAKETTUIITIH KoHE
TYCIHIKTUTIK TI€H allbIKTBIKKA KaThICThI aJIaHIayIIBLIBIKTBI KOPCETE/I.

Tyiiin co30ep: Knuentinizai 61iHi3 (KY C), MalmMHaIBIK OKBITY, XKIKTEY
AITOPUTMACP], KAPKbl MHCTUTYTTapbl, OAHK WHAYCTPHUACHI, MICHIIM aFaIbl,
KE3/ICWCOK OpMaH, JIOTUCTHUKAJIBIK PErpecCHsi, BEKTOPJIBIK MAaIIHHATIAPIbI
KoJay.

Introduction

The process of Know Your Customer (KYC) is a critical component of
financial services, designed to prevent fraud and money laundering by verifying
the identities of customers. However, KYC compliance costs can be high, and
the process can be time-consuming and inconvenient for customers. The rise of
machine learning presents an opportunity to address these challenges, by
automating the KYC process and improving accuracy and efficiency. In this
paper, we explore the impact of machine learning on KYC compliance costs and
customer experience. Specifically, we examine how machine learning can
reduce the time and resources required to perform KYC checks, while also
improving the accuracy of these checks. Additionally, we investigate the impact
of machine learning on the customer experience, including factors such as ease
of use, speed, and security. By analyzing the existing literature and conducting
our own research, we aim to provide insights into the potential benefits and
limitations of using machine learning for KYC compliance, and offer
suggestions for how organizations can optimize their use of this technology.

Background

KYC compliance is a crucial aspect of financial services, intended to
safeguard against fraud and money laundering. The process involves verifying
the identities of customers, as well as assessing their risk profiles and ensuring
they are not on any watchlists or sanctions lists. [1] KYC compliance is typically
performed at onboarding, when a customer first opens an account or applies for
a product or service, and may also be performed periodically to ensure ongoing
compliance. While KYC is a necessary process, it can be costly and time-
consuming for financial institutions. Compliance costs can be significant, due to
the need for manual checks and the involvement of multiple departments.
Additionally, the process can be burdensome for customers, who may need to
provide extensive documentation and undergo lengthy verification procedures.
The rise of machine learning presents an opportunity to address these challenges,
by automating the KYC process and improving efficiency and accuracy.
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Machine learning algorithms can analyze large volumes of data and identify
patterns and anomalies, allowing for more accurate risk assessments and
identification of suspicious activity. Furthermore, machine learning can reduce
the need for manual checks, leading to faster processing times and lower costs.
However, there are also potential limitations and drawbacks to using machine
learning for KYC compliance. For example, some machine learning algorithms
may be opaque or difficult to interpret, leading to questions around transparency
and explainability. Additionally, machine learning may be less effective for
identifying new or emerging types of fraud, as these may not be captured in the
training data. Moreover, there is a need to balance the potential benefits and
challenges of using machine learning for KYC compliance. By analyzing the
existing literature and conducting our own research, we aim to provide insights
into the impact of machine learning on KYC compliance costs and customer
experience, and offer suggestions for how organizations can optimize their use
of this technology.

Literature Review

According to a study by Accenture, the use of machine learning for KYC
compliance can reduce costs by up to 70% and improve customer experience.[1]
The study found that machine learning can automate many of the manual
processes involved in KYC compliance, such as data collection and analysis,
document verification, and risk assessment. This can significantly reduce the
time and resources required for KYC compliance, resulting in cost savings for
financial institutions. In addition to cost savings, machine learning can also
improve customer experience by reducing the time and effort required for KYC
compliance. By automating many of the manual processes, machine learning can
speed up the onboarding process and reduce the need for customers to provide
multiple documents and information. This can result in a more seamless and
efficient customer experience, which can improve customer satisfaction and
retention. Nevertheless, it is important to note that the use of machine learning
for KYC compliance also raises concerns around data privacy and security.
Financial institutions must ensure that the data collected and analyzed by
machine learning algorithms is secure and compliant with data privacy
regulations. They must also ensure that the algorithms are transparent and
explainable, so that customers can understand how their data is being used and
assessed. Also, while machine learning has the potential to significantly improve
KYC compliance, financial institutions must carefully consider the risks and
benefits before implementing these technologies.[3][4] Generally, the existing
literature suggests that machine learning has the potential to significantly impact
KYC compliance costs and customer experience. However, there is a need for
further research to explore the potential limitations and challenges associated
with using machine learning for KYC compliance, and to identify best practices
for optimizing its use in this context.[5][6]
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Methodology

In this paper, we aimed to explore the effectiveness of several
classification algorithms for KYC compliance checks. We used a dataset with
3000 rows collected from a famous banking system in Kazakhstan. The dataset
included various features related to KYC compliance checks, such as customer
information, transaction information, and risk indicators. We compared the
performance of four commonly used classification algorithms: Decision Tree,
Random Forest, Logistic Regression, and Support Vector Machines. These
algorithms were selected based on their popularity and effectiveness in previous
studies on classification tasks. First, we preprocessed the dataset by removing
any missing values and scaling the features to ensure that all features had a
similar range of values. We also performed feature selection using a correlation-
based feature selection method to select the most relevant features for the
classification task. Next, we divided the dataset into two parts: a training set and
a testing set. The training set was used to train the classification models, and the
testing set was used to evaluate the performance of the models. We implemented
the four classification algorithms using the scikit-learn library in Python. We
used the default hyperparameters for each algorithm and applied 10-fold cross-
validation to estimate the accuracy of each algorithm.[7][8] We then evaluated
the performance of each algorithm based on various metrics, including accuracy,
precision, and recall rates. Finally, we compared the performance of the four
algorithms and identified the most effective algorithm for the classification task.
Overall, this methodology allowed us to explore the effectiveness of several
classification algorithms for KYC compliance checks using a dataset from a
famous banking system in Kazakhstan. This approach can be replicated with
other datasets and in other contexts to identify the most effective algorithm for
KYC compliance checks in different settings.

Classification Algorithm Prediction Percentage

Random Forest 92.1
Decision Tree 89.6
Support Vector Machine 89.6

Logistic Regression 87.2

Fig. 1: Used Classification algorithms and their predictions

Result
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In this study, we used a dataset with 3000 rows collected from a famous
bank- ing system in Kazakhstan to explore the effectiveness of several
classification algorithms for KYC compliance checks. We compared the
performance of four commonly used algorithms: Decision Tree, Random Forest,
Logistic Regression, and Support Vector Machines. Our results showed that all
four algorithms achieved high accuracy rates for the classification of KYC
checks, with Random Forest performing the best, achieving an accuracy rate of
92.1%. Decision Tree and Support Vector Machines also achieved high accuracy
rates, with both algorithms achieving an accuracy rate of 89.6%. Logistic
Regression performed slightly worse, achieving an accuracy rate of 87.2%. In
terms of precision and recall rates, Random Forest achieved the highest precision
rate (92.4%) and Support Vector Machines achieved the highest recall rate
(93.2%). Decision Tree and Logistic Regression also achieved high precision
and recall rates, with both algorithms achieving precision and recall rates above
88.9%. Overall, our results suggest that machine learning algorithms can
effectively classify KYC checks, with Random Forest being the most effective
algorithm in our study. These findings are consistent with previous research on
the topic, which has shown that machine learning algorithms can improve the
accuracy and efficiency of KYC compliance checks. In conclusion, our study
provides further evidence of the potential of machine learning for KYC
compliance checks in the banking industry. Financial institutions can leverage
machine learning algorithms such as Random Forest, Decision Tree, Support
Vector Machines, and Logistic Regression to improve the accuracy. However, it
is important to note that the effectiveness of these algorithms may vary
depending on the specific context and dataset used. Therefore, further research
is needed to explore the effectiveness of these algorithms in other contexts and
to develop best practices for their use in KYC compliance checks.

Conclusion

In conclusion, the use of machine learning for KYC compliance has the
potential to transform the way that financial institutions approach compliance
checks. The results of this study, which used a dataset collected from a famous
banking system in Kazakhstan, suggest that machine learning can significantly
increase efficiency and accuracy while reducing compliance costs. However,
financial institutions must also address the challenges associated with using
machine learning for KYC compliance, including ongoing monitoring and
validation of machine learning models and concerns about explainability and
transparency. With appropriate investment in these areas, financial institutions
can realize the full potential of machine learning for KYC compliance and
improve both the compliance process and customer experience. The findings of
this study can serve as a guide for financial institutions seeking to leverage
machine learning for KYC compliance and can contribute to the growing body
of literature on the topic.
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