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A. Zhumekeshov?!, A. Bogdanchikov?
12Suleyman Demirel University, Kaskelen, Kazakhstan

FORECASTING OIL PRODUCTION USING LSTM NETWORKS
CONFINED TO DECLINE

Abstract. Natural resources are limited and very important in our
industrial life and development. Oil is considered as the black gold and it is
included in hundreds of industrial fields. Therefore, forecasting future oil
production performance is an important aspect for oil industry. In this study, we
proposed improvements to the existing deep learning model in order to overcome
limitations associated with the original model. For evaluation purpose, proposed
and original deep learning models were applied on a real case oil production
data. The empirical results show that the proposed adjustments to the existing
deep learning model achieves better forecasting accuracy.

Keywords: Oil Production Forecast, Long-Short Term Memory, Decline
Curve Analysis.

**k*

Anparna. Taburum pecypcrap IIEKTEYll >KoHE OI3/1H OHAIpICTIK
eMipiMi3Jie KoHe JaMybIMbI3Za ©Te MaHbI3Ibl. MyHail Kapa ajiThlH OOJbII
caHasabl )KOHE OJ1 JKY3JIeTeH OHepKacinTe manaanbiHaasl. COHIBIKTAaH MyHai
OHJIIpICiHIH OoJalIaKTarbl KOpCEeTKIITepiH Ooipkay MyHail camacel YIIiH
MaHBbI3/1bI acnekT Oouibin Tabbutabl. OChl 3epTTeyae 013 TYIHYCKa MOJEIbMEH
0aliIaHbICThI IIEKTEYJIepl SHeepy YILUIH KOJJIAHBICTaFbl TEPEH OKBITY MOJEIiH
KETUIIIPYAl YCBHIHABIK. MyHall eHAIPICIHIH HAKThl JIepeKkTepiHae Oaramay
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MaKCaTbIH/Ia YCBIHBUIFaH JKOHE TYIHYCKAJIBIK TEPEH OKBITY MOICIbACpi
KOJJIAaHBUIIABL. OMIOUPHUKAIBIK HOTIDKENEpP KOJIAHBICTAFBI TEPEH OKBITY
MOJICJIIHE YCHIHBIIFAH TY3€TYJep O0JDKaMHBIH JAQJIIITIHE KETETIHIH KOPCETEIl.

Tyiiin ce3mep: Mynaii eHuipiCiHiH OOJDKaMbl, y3aK Mep3imMai Kas,
OH/IIPICTIH TOMEH/ICY KUCHIFBIH TaJIJIay.

**k*k

AnHoTanus. [IpupogHbie pecypchl OTpaHUYEHB] M OYEHD BaXKHBI B HAILLIEH
IPOMBIIIJICHHON >KM3HU W pa3BUTHUU. HedTh cuuTaercss 4epHBIM 30JI0TOM U
UCTIONB3YeTCsT B COTHAX  NPOMBINUIEHHBIX  oOmactsix.  [lostomy
IPOTHO3UPOBaHKUE OyAyIIMX IOKa3aTeneil 1oObYM He(TH SIBIISETCS BAXKHBIM
acCleKTOM JUid He(QTSHOM NPOMBIIIIEHHOCTH. B 3TOM wuccienoBaHuu Mbl
IPEUIOKUIM  YCOBEPILIEHCTBOBAHUS CYLIECTBYIOIIEH MOJAENIM TIyOOKOro
00yueHus1, 4TOObI MPEOI0JIETh OIPAaHUYEHHUSI, CBA3AHHBIE C UICXOJAHON MOJEIBIO.
Jis nenedl OUEHKU MNpeIIokKEHHbIE W OpPUTMHAIbHBIE MOJEIU TIyOOKOro
oOyuyeHuss ObUTM TPHUMEHEHBl Ha pEAIbHBIX JaHHBIX JOOBIYM HEPTH.
OMIIIPUYECKHUE PE3YIbTaThl IOKA3bIBAIOT, YTO IIpEAIaraéMble KOPPEKTUPOBKU
CYIIECTBYIOIIEH MOJAETN TIIyOOKOro oOy4eHHs OOeCIeuuBaOT JyYIIyIo
TOYHOCTb IIPOTHO3UPOBAHUS.

KaroueBbie ciaoBa: [IporHo3 moOeram HedTH, IoJras KpaTKOCpOUYHAs
naMsITh, aHAJIU3 KPUBOH MajeHus JOObIYH.

Introduction

Until the middle of the X1X century oil was produced in small quantities,
mainly from shallow wells near its natural outlets to the surface of the earth.
Since the second half of the XIX century demand for oil began to increase due
to the widespread use of steam engines and the development of other industries,
which posed complex problem of future oil production pattern. Historical and
most common approach in solving this problem is Decline Curve Analysis
(DCA) [1]. By identifying decline rate, DCA extrapolates past production in
order to estimate expected production in the future. The main limitation of this
tool is the linear statistical approach, which generally produce a poor fit on
historical production data. Hence, in order to improve fitting curve, more
accurate nonlinear model is required.

In the last couple of decades, deep learning models have been widely used
with non-stationary data prediction, like economics, weather, stock price, and
retail sales. Similarly, several studies in predicting oil production using deep
learning algorithms such as Long Short-Term Memory (LSTM) were completed.
However, despite its performance, deep learning models are still in infancy stage
and requires further analysis in using during oil production prediction.

6
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In this paper, we analyzed application of the existing deep learning model
[2] on a real case oil field data from the western part of Kazakhstan, and
compared to the proposed model which is a combination of traditional DCA and
deep learning models. Empirical results showed that latter model outperformed
its counterparts.

Related Works

In [3] it was demonstrated that using increased depths of LSTM networks
improve overall performance of time series forecasting. Encouraged by these
results authors in [2] developed Deep LSTM (DLSTM) network with stacked
three LSTM blocks one after another in Petroleum Production Forecasting
(Figure 1: Architecture of DLSTM recurrent network). The paper empirically
shows that proposed model outperforms some other algorithms such as ARIMA,
NEA, RNN, DGRU in describing the nonlinear relationship of petroleum time
series data.

St(n)

LSTM block n

St-l(")

LSTM block 2 St(z)

St-z(z)

PNy

se.1Y LSTM block 1 s5p(1)

Figure 1: Architecture of DLSTM recurrent network

However, two major concerns of this model should be noticed. First one is
an evaluation of a model accuracy using testing data set (original data is split
into train and test sets). Authors created data batches using certain time lag
period and predicted next time series data using the last batch from the dataset
(Figure 2: Included evaluation approach). This is not the best approach in
validating the model, since the assumption of using unseen data during the
testing stage is not valid anymore. The second drawback of the proposed model
is the fact that known trend of any oil production data, which is decline over the
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time, is not captured in the model. This can result in unrealistic output over the
long-term forecasting (Figure 3: DLSTM output results).

Test dataset
1
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Figure 2: Included evaluation approach
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Figure 3: DLSTM output results

Proposed Model

The main reason why DLSTM Model fails in following decline trend is
the fact that during removing the trend of historical production curve difference
of consecutive data was applied. This approach does not constrain the general
curve to decline over the time. In the proposed model, constrain to decline is
achieved by taking the difference between production data and general
exponential decline, and only then apply DLSTM model. Therefore, deviation
of historical production data from general decline curve is modelled.

In addition to that, for making fair evaluation model accuracy was
estimated using mismatch between unseen test data and pure predicted output as
shown in the Figure 4: Proposed evaluation approach below.
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Figure 4: Proposed evaluation approach
Experimental Results
After de-trending historical production data using overall decline and
applying DLSTM model explained in [2], it is possible to achieve better fit to
the test datasets. At the same time, future predictions from DCA-DLSM model
follow general trend of conventional decline pattern (Figure 5: Proposed DCA-
DLSTM output results).
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Figure 5: Proposed DCA-DLSTM output results
To control the learning process and evaluation accuracy of the proposed
method, the root means square error (RMSE) was used. The RMSE is a
frequently used measure of the differences between values (sample or population
values) predicted by a model and the values observed [4]. It represents the square
root of the second sample moment of the differences between predicted values
and observed values or the quadratic mean of these differences.

’1
Erumse = ;Z(}’ - 9)?
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Table 1: Forecasting accuracy

Forecasting Model RMSE
DCA 5.8
DLSTM 3.65
DCA-DLSTM 0.53

As can be seen from the Table 1: Forecasting accuracy, in the assessment
of oil production forecasting, the effectiveness of the DCA-DLSTM model is
better than other algorithms.

Conclusion

In this paper we discussed existing experiments conducted using recurrent
neural networks (DLSTM), which can capture the nonlinear relationship
between the system’s input and output labels. However, it is limited in
controlling overall decline trend of the oil production time series data. Therefore,
we developed better prediction model, which is based on combination of
traditional DCA and described DLSTM. The results show that the accurate
prediction and learning performance of proposed model outperformed its
counterparts.
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SUPERCONDUCTIVITY

Abstract. The aim of this article is to provide a general information about
superconductors. Superconductivity is the weird phenomenon of zero electrical
resistance that occurs when some materials are cooled below a critical
temperature. To get cold enough liquid helium or nitrogen (often as low as -250
°C or -480 F) are used. This article primarily focuses on the history, the invention
and the properties and the areas of usage of superconductors. The phenomena of
superconductivity was first observed by Heike Kamerlingh Onnes in 1908 in
Netherlands. Experimental physicists are now trying to find superconductors at
room temperature. This article also intends to arouse curiosity among physics
students.

Keywords: Superconductors, critical temperature, zero electrical
resistance.

**k*

Anaarna. Ockl MaKaJTaHBIH MAKCaThl CYIEPOTKI3TIIITED Typasbl KaJIlbl
aKmapat Oepy. OTKI3TIIUTIK JereHiMi3 - HONJIIK 3JeKTp KeIepriciHiH
TaHKAJApJIbIK KYObUIBICHI, KEHOIp MaTepuasap CbIHU TeMIepaTypalaH TOMEH
CaJIKbIHJIaFaH Ke3Je naiina Oonaapl. CankplH OO0y YIIIH CYMBIK renuil Hemece
a3oT KonmaHbuianel (kebdinece -250 ° C nemece -480 F). byn makanana ey
IIbIMEH OTKIP OTKI3TIIITEpAiH TapuXbl, O©HEPTAOBICHl kKOHE KacHEeTTepi MeH
KOJIJIaHy cajajiapbl KapacThIPbUIFaH. OTKI3TIITIK KYOBUIBICTAPBIH aJIFall peT
Xetik  Kamepnuur Omnnec 1908  xbiibl  Hupepnanapima — Oalikanbl.
OKCHEPUMEHTTIK ¢busukTep Kasip Oenme TEMIIepaTypacbIHIA
cynepeTkisrimrep/i Tadyra TeIpbicyaa. byn Makana coHbiMeH Oipre ¢(usmka
MIOH1 CTYACHTTEPIHIH KbI3bIFyIIBIIBIFBIH TYABIPMAK.

Tyiiin ce3aep: oTKI3rilmITep, CHIHU TEMIEpaTypa, HONIIK D3JEKTP
Keneprici.

***k

AnHoTanus. Llenpro JaHHON cTaThu SIBISIETCS MpeaocTaBlIeHUe 0OIeit
uHpopManuu O CBEpXMpPOoBOJHUKAX. CBEPXIPOBOIUMOCTh - 3TO CTPAHHOE
SIBJICHUE HYJIEBOT'O 3JIEKTPUUYECKOTO COMPOTUBIIEHUS, KOTOPOE BO3HHUKAET, KOTJa
HEKOTOPBIE MaTepUaAIIbl OXJIAKIAIOTCS HIDKE KPUTHIECKOW Temmneparypbl. UToObI

11
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MOJIYYUTh JOCTAaTOYHO XOJIOAHBIM >KMIKHHN Tenuid uin azotr (dacto mo -250 ° C
win -480 F). Dta crathst B OCHOBHOM (POKyCHpYETCsl Ha UCTOPUH, U300pETEHUH,
CBOMCTBaX H 0OJACTAX  HCIIOJB30BAHHMS  CBEPXIIPOBOJHUKOB. SIBJICHHE
CBEPXIPOBOAMMOCTH BIiepBbie Habmoaan Xaiike Kamepnunr Ounec B 1908 romy
B Hwupepnanmax. ®OU3MKU-IKCIEPUMEHTATOPbl CeHYac TMBITAIOTCS HAWTH
CBEpXIIPOBOJHUKM TMPU KOMHATHOW TemIieparype. OTa CTaThs TakKkKe
HaMepEeBaeTCs BbI3BATH JTFOOOMBITCTBO CPEIH CTYACHTOB-(HU3HKOB.

KiroueBble cj10Ba: CBEPXIPOBOJHUKH, KPUTHYECKAs TeMIiepaTypa,
HYJIEBOE AJICKTPUUYECKOE COMPOTUBIICHHUE.

Introduction

You plug the cable into the prize and run the device by passing the
electrical current through the circuits. Sometimes you even work so hard, when
it comes to your bill, it's like the world is crumbling.

In this article, we will examine the superconductors that shape the
supreme electricity that shapes our lives. We will examine its history, where it
Is not used, its analysis and its physics. 103 years have an annual.

Superconductivity is the fact that the electrical resistance of some
materials is zero below a certain temperature and they push the magnetic flux
out. The history of superconductivity began when Dutch physicist Heike
Kamerlingh Onnes discovered mercury superconductivity in 1911. Since then
many other superconducting materials have been discovered and the theory of
superconductivity has been developed. These issues remain active in the field of
condensed matter physics.

Discovery of ultra-cold phenomenon (until 1908)

James Dewar started. Zygmunt Florenty Wroblewski conducted
investigations of electrical properties at low temperatures, but his investigation
was terminated due to the death of accident results. In 1864, Karol Olszewski
and Wroblewski predicted the phenomenon of electricity as resistance levels
dropped at ultra-cold temperatures. According to this case Olszewski and
Wroblewski evidence was revealed in 1880.

Dewar and John Ambrose Fleming, pure metals can become excellent
electromagnetic conductors at absolute zero (later, Dewar changed his mind,
eliminating resistance, believing that a piece of conductivity would exist in his
time). Walther Hermann Nernst developed the third law of thermodynamics and
states that absolute zero is inaccessible. Carl von Linde and William Hampson
are both commercial researchers. Linde’s patent has been the turning point in a
20-year systematic investigation of proven cases in the regenerative reverse
linkage region. Hampson's designs were also a regenerative method. History as
a liquefaction method in Hampson-Linde [1].
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Onnes bought a Linde machine for his research. On 21 March 1900, a
US patent was issued to Nikola Tesla for the method of increasing the intensity
of electrical emissions by lowering the temperature caused by low resistance, a
phenomenon previously observed by Olszewski and Wroblewski. This patent
describes the increased intensity and duration of electrical oscillations of a low
temperature resonance circuit. Tesla is believed to intend to use Linde's machine
to obtain refrigerant.

On July 10, 1908, Heike Kamerlingh Onnes was the first to produce
liquefied helium at the University of Leiden, the Netherlands with a boiling point
of 4.2 kelvin at atmospheric pressure.

Heike Kamerlingh Onnes and Jacob Clay re-examined Dewar's earlier
experiments on lowering resistance at low temperatures. Onnes began his study
with platinum and gold, then replaced them with mercury. Onnes' research on
the resistance of solid mercury at cryogenic temperatures was achieved by the
use of liquid helium as a coolant. On April 8, 1911, at 16:00, Onnes dropped the
note “Kwik nagenoeg nul “which could be translated as mercury resistance is
almost zero. Onnes observed that the resistance suddenly disappeared at a
temperature of 4.19 K. Onnes discovered his research in 1911 in an article
entitled “About the sudden speed at which mercury resistance disappears”. In
this article Onnes said that “resistivity amount is thousands of times lower in
quantity than the best conductor at the usual temperature. Onnes then reversed
the process and found that resistance to 4.2 K’da returned to matter. The
following year, Onnes published more articles on this phenomenon. Initially,
Onnes called this phenomenon “supra-conductivity” (1913), and only later, he
adopted the term “superconductivity”. Onnes received the Nobel Prize in
Physics in 1913 for his research.

In 1912, Onnes conducted an experiment on the usability of
superconductivity. Onnes gave an electric current to a superconducting ring and
removed the battery that produced it. When Onnes measured the electric current,
he found that his intensity did not disappear over time. The current was
continuous due to the superconducting state of the conductive medium. In later
years, superconductivity was also found in many other substances. In 1913, the
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lead was found to be superconducting at 7 K, and in 1941, niobium nitride was
found to be superconducting at 16 K.

Features

Superconducting materials have very important basic features that make
it technologically prominent. First of all, they show zero resistance to electrically
correct current (d.c.) and have a very high current carrying capacity compared
to normal conductors.

These properties have an important place in the transport, storage,
production of strong magnets, generators and the production of sensitive
electrical devices.

Extremely low resistance at high frequencies, very low signal
distribution and the ability to carry signals at speeds almost close to the speed of
light are important for communication, military purposes (defense industry) and
microwave technologies. The fact that they transmit electrical current without
resistance / loss and show very low resistance even at high frequencies
eliminates the problem of heating on circuit elements or wider circuits / devices.

For normal metals, T (K) = 0 p = p0, while in superconductors, T
superconducting materials have very important properties such as electrical
properties in terms of magnetic properties. For example, their high sensitivity to
magnetic field and their ability to give 1000 times more accurate results
compared to conventional magnetic field detectors and similar measuring
systems are extremely important applications for today's technology. Another
important feature is that they easily exclude even high magnetic fields applied
from outside.

Used areas

High energy physics

Since high magnetic flux density can be achieved by superconductors,
magnetic resonance imaging (MRI) devices, commonly known as absorption,
have been developed and a significant distance has been achieved in the field of
medical diagnostics.

Superconducting cables

1000 KW and 10 GVA, such as the production of high-capacity power
transmission cables, which have never been imaginable, have been realized.
Since these cables are still very fragile, scientific research continues.

Railway transportation

MEGLAYV trains moving through the strong magnetic field obtained by
superconductors have been developed.

Particulate flashers

In the particle colliders used in particle physics experiments, strong
magnets are required to keep subatomic particles moving at speeds close to the
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speed of light connected to the center, but can be made only with
superconductors. Advanced level experiments can be performed.

Electronic circuits

In almost all electronic circuits and especially integrated circuits, the
problems caused by the resistances of the conductors used in the
interconnections are an important cost factor.

From particle accelerator to an nanorobot

Here, an example of the contribution of superconductors to the
development of experimental facilities in scientific research, which has an
important place among the various application areas, should be given. Table 1
gives the temperature values required for some materials to be superconducting.

Table 1. Temperature values for superconducting

Material Te
Gallium 1.1K
Aluminum 1.2K
Indium 34K
Tin 3.7K
Mercury 42K
Lead 7.2K
Niobium 9.3K
La-Ba-Cu-oxide 179K
Y-Ba-Cu-oxide 92K
TI-Ba-Cu-oxide 125 K
References
1 Superconductivity. URL:

https://en.wikipedia.org/wiki/Superconductivity.

2 Temel Ozellikler. URL: http://cesur.ankara.edu.tr/superiletkenlik-
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TRAINING A SINGLE MACHINE LEARNING AGENT USING
REINFORCEMENT LEARNING AND IMITATION LEARNING
METHODS IN UNITY ENVIRONMENT

Abstract. This paper provides a research of Unity plugin that helps to
develop Machine Learning Agents within Unity engine environment. This work
introduces training a single Machine Learning Agent using both Reinforcement
Learning and Imitation Learning methods, comparing the results and
effectiveness.

Keywords: Computer Science, Game Development, Artificial
Intelligence, Machine Learning, Unity.

**k*

Anparna. byn makana Unity yoiiH Tutarwsii 3epTTe€y YCHIHAIBI, OJI
KO3FANTKBIII OPTAChIHBIH 1MIIHAE MalllMHA OKBITY AareHTTEepiH JaMbITyFa
KoMekTeceml. by Kymbic €Ki oicTi MmaijanaHa OTBIPBIN, MAaITWHAIBIK
OKBITYIIBIH JKEK€ AareHTiH OKbITy, HbraiiTy jxoHe MMHTalMsHBI OKBITY,
HOTHOKEJIEp MEH THIMAUTIKTI CalbICThIPY/ bl YChIHAIBI.

Tyiiin ce3nep: Mudopmaruka, Oitein Hambity, Kacanasl UHTemmexT,
Mammnamen OkpiTy, Unity.

**k*

AHHOTauMsl. DTa CTaThsl NPEAOCTABISAET MCCIEJOBAHUE IUIATWHA JJIs
Unity, xotopslii momoraer paspabarbiBath AreHToB MamuaHoro OOydeHwUs
BHYTpH cpenbl nBwkka Unity. Drta pabota mpenocraBisieT TPEHUPOBKY
eauHuYHOro Arenta MammuHoro OOyueHus, UCTOib3ys 00a Metoaa, O0y4ueHus
¢ Ilomkperiennem u OOyuenuss Mmuranumeii, cpaBHEHHE pe3yJlIbTaTOB U
3 PEeKTUBHOCTB.

KawueBbie cioBa: Mudopmaruka, Paspaborka Urp, HckyccTBeHHBIH
Wuremtext, Mammuanoe O6ydenue, Unity.

Introduction

Since the making of computer games, the artificial intelligence
development improvement issue, which would make games all the more
fascinating to play, has consistently been important. Regularly artificial

17



SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

intelligence was sub-par compared to players in abilities, so computer games
turned out to be unreasonably straightforward for them. For this situation, the
game developers, as a rule, turned to different stunts to change the powers of a
human and a computer rival. In cases when we are discussing a racing
simulation, at that point, the alleged "catchup” word is used. The attributes of a
car controlled by a computer are artificially exaggerated. Subsequently, paying
little heed to how handy the player is, the computer can play with him as an
equivalent. Another case - RTS genre games, where the computer is helped by
additional resources. But such solutions seem to be a cheat and reject the player.
That is the reason online games are so mainstream, since playing with a genuine
individual is significantly more interesting. In this manner, the issue is the
amazingly low or absurd degree of insight of computer rivals, which is the
second rate compared to the human. With the help of Machine Learning, it will
take care of this issue and significantly grow the abilities of Al in games. One of
the most popular researches on this subject is the paper of DeepMind
Technologies workers. Using Q-Learning [1], they figured out how to actualize
a calculation fit for playing straightforward Atari 2600 computer games without
knowing anything about them, aside from the pixels on the screen [2]. In the
event that more data is given to the neural system (such as, the directions of game
objects), the use of Al grows. Getting data about the condition of the game world
is a genuinely basic task if the neural network is designed for a game with Al,
which suggests the presence of game sources, rather than the work with Atari
games. In this work, the development and training ML agent, which is able to
control character in a three-dimensional Unity environment, will be considered.
The agent’s tasks include maneuvering to avoid enemy traditional Al and getting
to the aim area.

Fig. 1: The ML Agent is in the field of view and line of sight of the Al, and is
being pursued.
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Background

The Unity game engine was chosen as a tool for the development of a
learning environment. To train agents The Unity Machine Learning Agents
Toolkit (ML-Agents) [3] was used. For learning, two methods will be used one
after another: Reinforcement Learning and Imitation Learning.

Reinforcement Learning

The principle thought of Reinforcement Learning is that the t-agent exists
in a specific S-environment. Whenever the agent may process an action (or more
than one action) from the arrangement of A-actions. Because of this action, the
environment changes its state and the agent gets the r-reward[4]. In light of this
cooperation with the environment, the agent must pick the ideal solution that
boosts its reward. Reinforcement Learning is particularly useful for taking care
of issues related to a decision between long-term and short-term profits. It has
been effectively applied in different fields, for example, robotics, media
communications, lift management. Likewise, Reinforcement Learning is a
decent method to create Al in games. On account of games, the game character
goes about as an agent and his general surroundings and his enemies go about as
an environment. Each time the character plays out an action that approximates
him to win, he gets a fortifying reward. For instance, the car agent on a dashing
track gets a reward after some time if the separation to the finish line is decreased.
This works in the same logic otherwise - when performing ineffective actions,
the agent gets a punishment. All together for the agent to perform effective
actions, it is fundamental for him to get a variety of data describing the condition
of the environment. The measure of this data ought to be sufficient to guarantee
that the operator gets all the vital data about the environment, yet not be
unreasonably huge for the agent to train all the more effectively. Additionally, it
is important to normalize the data, so the estimations of the signals showing up
to the agent were inside the range of [0; 1] or [-1; 1]. There are examples of the
input signal for a car like speed and position on the track. A list of action signals
would be resulted out of the agent's work. Just as input signals, they require
normalization. For example, the input signal for a car could be [0; 1] for the gas
pedal and [-1; 1] for the steering.
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State Action

Figure 2: The Reinforcement Learning cycle

Imitation Learning

Unlike  Reinforcement Learning, which processes with a
reward/punishment system, Imitation Learning uses a framework dependent on
the cooperation between a Teacher agent that executes the task and a Student
agent that imitates the teacher. This is helpful in cases where you don't need your
Al to have machine-like flawlessness, yet you need your agent to act like a real
human being [5]. Imitation Learning Support was introduced in ML-Agents v0.3
Beta. This tool component is a ground-breaking feature that facilitates the
development of a complex Al using fewer resources. All things considered, the
procedure of Al development proceeds like this: there are two agents, one is a
Teacher and another is a Student. Another neural network, a real person or a
deterministic algorithm may go as a Teacher. The most effective outcomes are
accomplished if the Teacher is a human being. Next, the learning procedure
starts. The Teacher plays for some time. The planning shifts relying upon the
task difficulty. For easier tasks, it takes around 4-6 minutes. For complex tasks,
it is required about 2 hours. The learning is that while the Teacher agent plays,
and the Student watches his activities and tries to imitate its Teacher.

Hide and Escape Scenarios

In the first two versions of the environment scenario, the goal for the
agent was to avoid being captured by the traditional Al. The reward was
calculated by how many seconds the agent would manage to avoid the traditional
Al. And in order to enhance learning speed, there were nine parallel
environments with nine agents that trained simultaneously. After performing 3
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million attempts in the first scenario progress of avoiding continuality occurred.
But it was inconsistent and by the time there were still cases when the agent
would be captured too fast. After testing some values of parameters in the
curriculum, increasing buffer size twice, there were improvements in the
learning, and results were more effective than in the first scenario, but still, it
had flaws and inconsistent reward curve after the same 3 million attempts. Then
a new approach of training was decided to perform. There was a problem that it
never is possible to avoid the traditional Al indefinitely in a closed area like our
environment. And even if the agent could eventually train to avoid indefinitely
it meant that there was no win condition for the environment. It was decided that
an agent should have an endpoint and the win condition. In this scenario, the
reward was calculated by 10 minus how many seconds it took for the agent to
reach the aim area. The expected result was achieved after the same 3 million
attempts the agent could reach the aim area in less than a second [6].

nfo/cumulative_reward

Figure 3: Reward graph ’of Hide, Hide2 and Eébape scenarios

Human Escape Scenario

After we reached sufficient results by using Reinforcement Learning it
was time for the next step which is applying Imitation Learning to training ML
agent in the same environment. Although the controls for the environment were
super simple it was very time consuming to record enough data for upcoming
calculations. Also, a flaw occurred in the behavior of a human being since the
aim area is randomly placed in the environment, including the character and
traditional Al, after each attempt. It took some time for a real person to detect its
aim area and the position of the character. While the agent would know the
environment state in the first frame of the attempt. And because of this, the best
result that the agent would achieve after applying Reinforcement Learning was
a little less than 2 seconds, which is three times more than the result of Escape
scenario. But in this scenario, the agent manages to behave like a real person and
if this result is expected by the developers, then one second is not that important
comparing to the realism.
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Comparing the methods

Comparing two methods of learning is difficult since they achieve
different results and behaviors. And the intersection results may only occur for
early training which may be random and not satisfactory. It is obvious that
Imitation Learning approach consumed more time to perform due to recording
realtime human behavior which also consumes human resources more. If the
developers seek the most effective results then Reinforcement Learning method
will be more preferable. And if their intentions are to develop an Al that is close
to human behavior, then Imitation Learning method is the best choice. However
in both approaches there were some cases when even after 3 million steps of
learning, the agent was able to reach the point only when the traditional Al is
gone in a very long distance. And as the traditional Al patrols the environment
randomly, there were cases, when the agent was waiting unnecessarily for a long
time. That happened because the agent does not consider barriers in his path like
walls and also he does not consider the direction of the traditional Al.

Conclusion

This study explores the opportunities and benefits of single use of
Reinforcement Leaning and simultaneous use of Reinforcement Learning and
Imitation Learning in artificial intelligence development for video games. Tools
for creating the Learning Environment and learning Al agents have been
considered. Practical recommendations, allowing to optimize the parameters and
characteristics of the neural network and to conduct more effective training, were
given. In the final result, a video game agent, which controls the character,
effectively uses the available game mechanics and whose behavior is similar to
a human, was created and trained. And also a video game agent who shows the
most effective result was developed and trained.
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PRINCIPAL COMPONENT ANALYSIS AND A MULTILINGUAL
CONSTRUCT TO DETERMINE THE UNDERGRADUATE MAJOR
SELECTION FACTORS

Abstract. In this article, we review mathematics behind well-known
Principal Component Analysis from Linear Algebra implemented in various
applied fields. As an application, we develop a construct to measure factors that
affect college students in their major selection. This is a multilingual construct
given in three languages, namely Kazakh, Russian, and English. To this end, we
prepare a survey consisting of 27 Likert scale items in three languages and it is
conducted among 314 undergraduate students in Kazakhstan. For dimensionality
reduction, Principal Component Analysis is carried in python programming
language which resulted in 9 major scales with only 22 elements. The overall
reliability of the test is calculated to be 0,856. The nine scales are the effect of
Uniform National Testing, state grant affect, personal interest affect, skills
affect, occupation salary affect, teacher affect, external affect, university cost
affect, parent’s affect.

Keywords: Principal Component Analysis, Factor Analysis, Varimax
rotation, Reliability, Major selection, Construct.

**k*

Anaarna. by makanana 613 opTypJii KoyiiaHOabl canagap/ia €Hri31IreH
CBI3BIKTHIK anreOpajiaH Oenriini Heri3ri KOMIOHEHTTI TalJay/blH apThIHIAFbl
MaTeMaTUKaHbl KapacTelpambl3. barmgapiama perinae 013 YHUBEPCHUTET
CTYACHTTEpiHE HEri3ri MaMaHJbIK TaHIay Ke3iHJe acep eTeTiH (hakropiapabl
OJIIIIEHTIH cayajqHama >kKacaiMbl3. bys yimr Tinge, atam aTKaHJa Ka3ak, OpbIC
KOHE arbUIIBIH TUIIEpiHAe OepiireH kenTuldai cayanHama. Ockl MakcarTta
aBTopiap yu Tuige 27 Likert mkanacelHaH TypaTblH cayajlHama JIalbIHIIAbI
xoHe on Kazakcranmarsl 314 cTyneHTTep apachlHaa ©TKI3ULAL. OMMEeMIiTiKTI
TOMEHJIETY YIUiH HETi3r1 KOMIIOHEHTTIK Tajaay Python apkeuiel ecenrteninmi,
HOTWXKECIHJIE 22 HEeT13T1 2JIeMEHTTEP/IeH TYPaThiH 9 ipi KOMIIOHEHTTEP AJIBIH/IBI.
TectTin xxanmsl ceHiMaiiri 0,856 Kypaiiapl. ToFbI3 IIKananap: YITTHIK TECTUICY
HOTHIKEC1 dcepi, MEMJIEKETTIK I'PAaHT HOTHIKECI,JKeKe KbI3BIFYIIBLIBIK dCepi,o3
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KaOUTeTIHIH 9cepi, MaMaH IBIKTBIH KaJIaKbIChl 9CEPi, MYFAIIMHIH 9cepi, CBIPTKBI
acep, YHUBEPCUTETTIH KYHBIHBIHBIH dcepi,aTa-aHaHbIH dcepi.

Tyiiin ce3aep: Heri3ri KOMIOHEHTTIK 9/1iC, PaKTOPIBIK SIC, BApHMAKC
alfHaJIBIMBI, CCHIMJIUTIK, MaMaHIBIK TAaHAAY, KYPacTBIPY.

*k*k

AHHOTanus. B 5Toii cTaThe MBI pacCMaTpUBaEM MaTEMATHKY, JICHKAIIYIO
B OCHOBE XOpPOULIO M3BECTHOIO AHAJIM3A IVIABHBIX KOMIIOHEHTOB W3 JIMHEHMHOU
anreOpel, pealn3yeMol B pa3IMUHBIX TNPUKIAAHBIX oO0JacTsaXx. B kauectBe
MPWIOKEHUsT MBI pa3pabaThiBaéM KOHCTPYKIHIO JUIS M3MEpeHUs (HaKTopoB,
BIUSIONIMX Ha CTYJCHTOB YHUBEpPCHTETa B HX TJIAaBHOM BbIOOpe. ITO
MHOTOSI3bIUYHAs KOHCTPYKIIMS, MPECTAaBICHHAs HAa TPEX SI3bIKaX, a UMEHHO Ha
Ka3aXCKOM, PYCCKOM M aHTJIMKUCKOM. C 3TOM LeJIbl0 aBTOPbI MOATOTOBUIN
OIpOC, COCTOSIIIMM 13 27 MyHKTOB 1IKajbl JIalikepTa Ha TpeX A3bIKax, U OH ObLI
npoBefieH cpenu 314 crynentoB OakanaBpuara Kazaxcrana. J{s ymeHbIeHUs
pa3MepHOCTH ObLT IPOBE/ICH aHAIM3 TJIaBHBIX KOMIIOHCHT B Python, xoTopsbrit
npuBed K 9 OCHOBHBIM MacmitabaM ¢ TOJbKO 22 »3jemeHTamu. OO1mas
JIOCTOBEPHOCTh HCIIBITAHUA, 1O pacyeTram, coctasisier 0,856. JleBsaTh mikai:
BJIUSIHUE €IMHOTO HAIIMOHAJIBHOTO TECTUPOBAHUS, BIUSIHUE JIMYHOT'O UHTEPECa,
BIUSHUE TOCYJapCTBEHHOTO TpaHTa, BIUsSHUE 3apabOTHOW IUIATHI TIO
npodeccuu, BIMSHUAE HABBIKOB, BIUSHHUE MPENOJaBaTelNis, BIMSHHE BHEITHUX
(bakTOpOB, BIUSHUE CTOMMOCTHA YHUBEPCUTETA, BIUSHUE POJIUTEIICH.
KiioueBble cjioBa: aHalv3 TJIABHBIX KOMITOHEHT, (DaKTOPHBIM aHAIM3,
Bapumakc - Bpaienue, 10CTOBEpHOCTh, BEIOOP CHEIIUATN3AlUN, TOCTPOSHHUE.

1. Introduction
Linear algebra is a branch of mathematics that deals with system of linear
equations, vector spaces, linear maps and their properties. Matrices are one of
the building blocks of linear algebra. A numerical data consisting of m cases and
n variable entries for each case can be thought of as m X n matrix. This
representation enables us to carry various manipulations available to us from
linear algebra and interpret the results. When n is large, it often becomes difficult
to derive meaningful conclusions from the data. Principal Component Analysis
(PCA) is one of the widely used techniques from linear algebra that helps with
dimensionality reduction and makes it possible to extract hidden features of the
data (Sanguansat, 2012). Even though this is a century old method invented by
K. Pearson (Pearson, 1901), in its original form and in improved versions it is
still being used nowadays for handling various large datasets. Some of the
research areas where PCA is used include signal processing (Turan, et al., 2018),
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genetics (Li, et al., 2019), quantitative finance (Avellaneda, et al., 2010),
neuroscience (Subasi, et al., 2010), and questionnaire development (Brown,
2010).

Our goal in this article is to review mathematics behind this powerful tool and
show how it can be applied in developing a construct that measures factors
influencing students’ major selection. There are various questionnaires are used
in the literature to analyse factors related to major selection. Factors such as
Interest in major, Peer pressure, Family pressure, Academic ability, Major’s
reputation, Job availability, Job salary, Major’s prestige, Public sector job,
Private sector job were analyzed in (Aldosary, et al., 1996) from 447 students of
King Fahd university and Job availability, Salary, social status and prestige were
found to be the main affecting factors in that order. Another study was carried
with 111 participants to investigate college students’ academic major declaration
(Galotti, 1999). An exploratory factor analysis was carried by Sarwar et al,
(2015) to analyse the variables affecting the specialization selection of 300
business graduates in Lahore resulting 6 main factors: academic factors, social
capital factors, future prospect factors, human capital factors, market demand
factors and finally job prospect factors. This 31-item construct is calculated to
have high reliability of 0.845. Another study was carried (Fizer, 2013) at the
University of Tennessee, Martin to determine the variables that influence
agriculture students’ choices in deciding their career path. The findings show
that the main variable (22%) is family influence followed by a factor “a career
that is personally rewarding” (21%).

In the next section, we provide the methodology used to develop our
construct. More specifically, we will brief on the participants and the
questionnaire conducted, and review the background information needed to
understand PCA methodology. The section 3 contains the application of PCA to
extract main factors via dimensionality reduction. The paper ends with
discussion and conclusion section where we interpret our findings and highlight
the possible future research directions.

2. Methodology
1.1. Participants and questionnaire
The main purpose of this study is an attempt to reduce the number of factors
and define main aspects of the resulted construct. The survey is prepared by
using various sources like (Singh Swapnika), (Sarwar, et al., 2015) and adapted
to the context of Kazakhstan. An online survey questionnaire is consisting 27
questions. The survey is prepared languages,namely Kazakh, Russian, and
English and send out to students from 16 universities within the country and
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received 314 students participants. Students took as a sample through non
probability convenience sampling technique.First part of questionnaire is
directed to collect demographic data and items related to major selection were
in the second part of the survey. Table 1 provides demographic information on
participants. The number of respondents in the Kazakh language is 109,in
Russian 93 and in English 112.

Table 1
Language Age group Gender University GPA
Kazakh 16-18y Male 3.5-4.0
34.7% 18.5% 45.9% 43.3%
Russian 19-21y Female 2.5-34
29.6% 42.7% 54.1% 46.2%
English 22-24y 1.5-24
35.7% 25.1% 9.55%
24-more 1.0-1.4
13.7% 0,95%

Most respondents are between 19-21 years old students. They took 42.7% (134
students) from total. However, 24 years or older than 24 years are 13.7% from
314 students. Students of the engineering speciality took part in the survey by
21.3% (67students) and it is the highest frequency of respondents. Then comes
students majoring in pedagogy and mathematics with 20% (63 students). The
minimum size of the surveyed participants are attended by journalists and fine
and applied art. They took only 1% (3 students from each).

Figure 1. Major distribution of participants
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Figure 2 provides information about the number of students surveyed by more
than 16 universities. The majority of respondents are students of SDU
university.Number of participants from SDU is 197.In the second is KazNu with
28 participants, and the NU with 22. Small number of students from different
universities are counted as a one group with 26% from total.

Figure 2.University
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1.2. Instruments
Participants answered to questions by online form. Responses are evaluated
using the Likert Scale. Items are graded from 1 to 5 points. Accordingly, 1-
‘strongly disagree’, 2-‘disagree’, 3-‘neutral’,4-‘agree’,5-‘strongly disagree’.
The answers are translated into Kazakh and Russian languages accordingly with
this grading system.
In order to check the internal consistency of scale items, Chronbach alpha
reliability analysis is performed.
For dimensionality reduction factor analysis through Principal Component
Analysis is implemented with Varimax rotation. The Kaiser-Meyer Olkin
sampling Adequacy index is a figure showing the proportion of variation in your
variables that could be caused by underlying factors.
Scree plot is used to plot eigenvalues of a data and to determine the number of
factors of principal components. By using the rotation methods such as
VARIMAX, we have additional tools which make easier the interpretation of the
factors, and which can thus improve the relevance of the results.
1.3. Principal Component Analysis
Principal component analysis (PCA) is a technique that is useful for the
compression and classification of data variables. The goal is to reduce the
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dimensionality of a data set (sample) by grouping the intercorrelated variables ,
possibly obtaining smaller than the original set of variables, that nonetheless
retains most of the sample’s information. A PCA is an application of linear
algebra where one rotates and shifts the coordinate axes to obtain more suitable
representation of data helpful for feature extraction one that presents important
information. PCA requires a small background of linear algebra. So, we now
discuss some basic concepts of linear algebra, in particular algebra (Lindsay,
2002) used to apply in PCA.
Basic Linear Algebra Review:
Eigenvectors and eigenvalues are important properties of matrices that are
fundamental to PCA.
Definition 1. Let A be an n X n real matrix. A complex number A is called an
eigenvalue of a matrix A if there exists an n dimensional non-zero complex
vector ¥, called an eigenvector, such that
AX = AX.
To determine eigenvalues one needs to solve the characteristic equation:
D(1) =det(A-Al)
By solving the equation for 2, we will have eigenvalues 4,4,... .By
substituting A's into the vector equation, we can obtain eigenvectors.
Eigenvectors belonging to different eigenvalues are easily seen to be linearly
independent. If a matrix is symmetric then in fact distinct eigenvectors are
mutually orthogonal. We now make these notions more clearer. Orthogonality is
important because it means that you can express the data in terms of these
perpendicular eigenvectors, instead of expressing them in terms of the x and y
axes. We will be doing this later (Lindsay, 2002).
Definition 2 : A mxn matrix A=[a,,a,......a,] is said to be orthogonal:
T, _ (1 ifi=]
Ty = { 0 otherwise
where each a,i=1,23...,n is a column vector of m rows.
Theorem 1: The inverse of an orthogonal matrix is it’s transpose (Shlens, 2014).
Definition 3 : A mxm square matrix A is said to be symmetric if A; = A, i.e.,

ji
row index and column index are interchangeable: A" = A.
Theorem 2: For any mxn matrix of real numbers A ,m x m matrix A" Aand the

n x n matrix AAT are symmetric (Shlens, 2014).
Proof :

Let’s take the transposes of AA' .We apply properties of transpose operation.
Then:
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(AAT)T —ATTAT — AAT
We repeat this analysis for ATA :

(ATA) =ATAT = ATA
Definition 4: A matrix A is said to be diagonalizable if there exists some E such
that A= EDE", where D is a diagonal matrix and E is some special matrix that
diagonalizes A. Additionally, if E is orthogonal, then A is said to be orthogonally
diagonalizable .
Theorem 3: A matrix is symmetric if it is orthogonally diagonalizable (Shlens,
2014).
Proof: Suppose A is orthogonally diagonalizable. Let us compute A7,

A" =(EDE") =E"D'E' =EDE' = A

Hence, if A is orthogonally diagonalizable, it must also be symmetric
Theorem 4: If A is symmetric (meaning A’ = A), then A is orthogonally
diagonalizable and has only real eigenvalues. In other words, there exist real
numbers A; ...A,(the eigenvalues) and orthogonal, non-zero real vectors

V1 ... ..... Uy (the eigenvectors) such that for each i =1,2.....n. (Jauregui, 2012):
AV, = AV,
Let A be a square n x n symmetric matrix with associated eigenvectors {e; } i,
and E=[e...cc..... e ]
Then:

Theorem 5: A symmetric matrix A is diagonalized by a matrix of its orthonormal
eigenvectors (Shlens, 2014).
Proof: This theorem asserts that there exists a diagonal matrix D such that

A=EDE'. Let A be any matrix, not necessarily symmetric, and let it have
independent eigenvectors e; (i.e. no degeneracy).
AE =[Ae,............ Ae 1=[Ae€.com. A,n] = ED.

Since AE =ED, it follows that A=EDE™.
Calculation of PCA:
Step 1. Get some data
Suppose we take n individuals, and on each of them we measure the same m
variables. In this case, we say that we have n samples of m-dimensional data.
For the i—th individual, record the m measurements as a vector x, belonging to
R™ (Jauregui, 2012).
Step 2. Subtract the mean

Using notation from Step 1, we can store the mean of all m variables as a single
vector in R™:
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1
A==+t E)

For PCA to work properly, you should standardize the dataset.The mean
subtracted is the average across each dimension. It is common ‘re-centering’ the
data so that the mean is zero. It is working by subtracting mean j from each
sample vector x,. Let A be the m x n matrix whose i-th column is x, —
& (Jauregui, 2012):

A=[x —ul..[x — 4]

Then define covariance matrix.
Step 3. Calculate the covariance matrix

In mathematics and statistics, covariance is a measure of the relationship
between two random variables.Covariance is a measure of how changes in one
variable are associated with changes in a second variable. Covariance is always
measured between 2 dimensions. If you calculate the covariance between one
dimension and itself, you get the variance. So, if you had a 3-dimensional data
set (X, Y,z), then you could measure the mxn covariance between the x and y

dimensions, the x and z dimensions, and the y and z dimensions. In fact, for an

. . ! . .
n-dimensional data set, you can calculate (n_nz),z different covariance values

(Lindsay, 2002). Formula for covariance matrix S (which will be m x m)
(Jauregui, 2012).:

S=——aa"
n—1
By Theorem 2, our S is symmetric. Since S is a symmetric matrix, it can be
orthogonally diagonalized by Theorem 3. This connection between statistics
and linear algebra is the beginning of PCA. The other point is that since
cov(a,b) =cov(b,a), the matrix is symmetrical about the main diagonal
(Lindsay, 2002).
Step 4. Calculate the eigenvectors and eigenvalues of the covariance matrix
Since the covariance matrix is square and symmetric, we can calculate
by Theorem 4 the eigenvectors and eigenvalues for this matrix. This is very
important for PCA.Apply the Theorem 4 , and let A; = --- > A, = 0 be the
eigenvalues of S (in decreasing order) with  corresponding
€1gq v ve woe wee e o €lgy Orthonormal — eigenvectors by theorem 5. These
eigenvectors are called the principal components of the data set (Jauregui, 2012).
Step 5. Choosing components and forming a feature vector
If you originally have n dimensions in your data, and so you calculate n
eigenvectors and eigenvalues, and then you choose only the first p eigenvectors,
then the final data set has only p dimensions. What needs to be done now is you
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need to form a feature vector, which is just a fancy name for a matrix of vectors.
This is constructed by taking the eigenvectors that you want to keep from the list
of eigenvectors, and forming a matrix with these eigenvectors in the columns
(Lindsay, 2002). .
Feature vector = (eig,,eig,,eigs, ...eigy)

Step 6. Deriving the new data set

This the final step in PCA, and is also the easiest. Once we have chosen the
components (eigenvectors) that we wish to keep in our data and formed a feature
vector, we simply take the transpose of the vector and multiply it on the left of
the original data set, transposed.

Final data = Row feature vector X Row data adjust
where Row Feature vector is the matrix with the eigenvectors in the columns
transposed so that the eigenvectors are now in the rows, with the most significant
eigenvector at the top, and Row data adjust is the mean-adjusted data (centered
data by Step 2) transposed, i.e. the data items are in each column, with each row
holding a separate dimension (Lindsay, 2002).
Final data will give us the original data solely in terms of the vectors we chose.
Our original data set had two axes, x and y, so our data was in terms of them. It
Is possible to express data in terms of any two axes that you like.If these axes
are perpendicular, then the expression is the most efficient. This was why it was
important that eigenvectors are always perpendicular to each other. We have
changed our data from being in terms of the axes x and y, and now they are in
terms of our 2 eigenvectors. In the case of when the new data set has reduced
dimensionality,we have left some of the eigenvectors out, the new data is only
in terms of the vectors that we decided to keep (Lindsay, 2002).
Step 7. Getting the old data back
Recall that the final transform which can be turned around so that, to get the

original data back:

RowDataAdjust = RowFeatureVector * x FinalData

However, when we take all the eigenvectors in our feature vector, it turns out
that the inverse of our feature vector is actually equal to the transpose of our
feature vector by Theorem 1. This makes the return trip to our data easier,
because the equation becomes:

RowDataAdjust = RowFeatureVector' x FinalData

However, to get the actual original data back, we need to add on the mean of that
original data. So, for completeness (Lindsay, 2002),

RowDataAdjust = (RowFeatureVector' x FinalData) + OriginalMe an
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3. Analysis and Results

In applying the Kaiser-Meyer-Olkin’s (KMO) overall measure of sampling
adequacy (MSA), a score of 0.850 is recorded which is in the acceptable range
based on a KMO overall MSA greater than 0.60 being considered acceptable, (
Tabachnick.B.G., 2013).Kaiser-Meyer-Olkin (KMO) Barlett’s test of sphericity thr
eshold is high and a high significant chi-square (\chi*2=2102.9 (1 d. p.), p<0.0
001).

Chronbach’s Alpha reliability was performed ,to check consistency of the sca
le items.Particular sample with the value of 0.856 Chronbach’s Alpha shows a
high level of internal consistency for our scale.

PCA finds principal components in descending order of variations explained.
The first components account for more variations than the later ones. The 1st
principal component accounts for the maximum amount of variations possible
in data, and the 2nd principal component extracts the maximum possible
variations in data after excluding what was explained by the 1st component.
Extractions can be done until all the by the last principal variations are accounted
for components. So, we decided to consider (Kaiser, 1960) the first 6 factors
which resulted in 27 Items. From the Table 2 Total Variance Explained it is clear
that the 49,97% of the variance is explained by the first six components.

Table 2.Total variance explained

PC# | Eigenvalue | % of Variance Exp | Cumulative %
1 5.951 22.04% 22.04%
2 2.485 9.20% 31.24%
3 1.472 5.45% 36.69%
4 1.327 4.92% 41.61%
5 1.217 451% 46.12%
6 1.041 3.86% 49.97%

A scree plot and a bar chart for the cumulated percentage of variance are
drawn in the same graph as shown on Figure 3 (Mulhern, et al., 1998).
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The next analysis (Table 3) shows how factor loadings. Among the principal ¢
omponents (PCs), at the beginning only the first 6 are selected. The loadings m
atrix in output shows the relationship between old variables with new principal
components by calculating the coordinate of the old variables along the PC (pri
ncipal component) axes:

Table 3.Component matrix

PC1 PC2 PC3 PC4 PC5 PC6

1 0.182 -0.025 -0.127 0.184 0.137 0.53
2 0.376 -0.399 -0.33 -0.049 0.445 -0.084
3 0.426 -0.295 0.314 0.195 0.256 0.143
4 0.319 0.36 -0.148 0.396 0.291 -0.2
5 0.413 -0.259 0.382 0.175 0.059 -0.241
6 0.458 -0.108 0.459 0.173 0.243 0.138
7 0.432 0.214 0.059 -0.253 0.134 0.071
8 0.442 0.244 -0.471 0.029 0.216 -0.287
9 0.505 0.173 0.029 0.226 0.341 0.072
10 0.561 0.101 -0.132 0.011 0.218 0.118
11 0.553 -0.341 -0.197 -0.248 0.042 0.011
12 0.475 -0.176 -0.27 -0.092 -0.169 0.297
13 0.254 0.497 -0.161 0.15 -0.028 0.308
14 0.609 -0.253 -0.028 -0.22 0.024 -0.213
15 0.434 -0.034 -0.187 0.351 -0.429 0.214
16 0.07 0.66 0.308 -0.216 0.052 0.123
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22
23
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0.548
0.726
0.695
0.478
0.134
0.339
0.553
0.606
0.525
0.542
0.295
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0.138
0.13
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-0.014
-0.019
-0.032
-0.262
0.009
0.02
0.314
0.117
-0.06
0.267
0.318

-0.209
-0.173
-0.197
0.027
0.153
0.561
0.042
-0.215
-0.004
0.163
-0.289

-0.223
-0.196
-0.246
-0.061
0.04
-0.388
-0.08
-0.089
0.004
-0.137
0.054

-0.126
0.022
-0.005
-0.227
0.004
-0.079
-0.084
0.077
0.156
-0.297
0.138

PCA often needs rotation for easier interpretation. The current we used the mo
st popular method called VVarimax rotation. Varimax orthogonal rotation tries to
maximize variance of the squared loadings in each factor so that each factor has
only a few variables with large loadings and many other variables with low loa
dings (Singh Swapnika), Only loadings greater than |0.40| are considered. Results o
f Varimax rotation is shown on Table 4. From rotated component matrix, we e
liminated questions 7,10,13,21,26 (Appendix 1) with lowest loadings. We obtai
ned components with a Chronbach’s alpha greater than 0,6.Components 1,2,3 a
re satisfied to condition. We considered each elements in components 4,5,6 sep
arately, because these components reliability scale less than 0,6.

Table 4. Rotated Component Matrix

Component
1 2 3 4 6

19.Alumni's presentations influenced my 0,68
choice 2
18.Presentations of currently enrolled 0,67
students made a great impact in my 0
choice
11.My relatives affected my choice 0,64

7
14.1 wanted to follow my parents’ 0,62
footsteps 8
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24.0pinions of my peers affected my 0,61

selection 7

17.1 was influenced by various 0,55
advertisement sources (e.g. news, social 9
media, etc)

12.University location can be considered 0,53

as a factor which affected my choice 8
25.Current situation in my family 0,48
affected my selection 9

6.1 was encouraged by a teacher because 0,69
I was good at my main subjects. 2
3.My high school career advisor 0,64
influenced my choice 7
5.My religious convictions influenced the 0,61
selection of my choice 2
23.My high school teacher asked me to 0,50
specialize in this field as it has high 9

demands nowadays

8.Upon graduation good salary affected 0,702

my choice
4.The job's accessibility affected my 0,689
choice

20.Prestige of profession affected my 0,565
selection

9.My academic performance at High 0,460
School affected my choice

16.My personal interest was the strongest 0,75
factor when choosing a major 8
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27.My skills were major effect in my 0,67
choice 5
2.1 was influenced by my parents in my -
choice 0,48

1
22.My UNT result was important when | 0,707
selected my major

15.The major which | had selected 0,635
provided more state grants than others

1.University costs played a major role in 0,608
my choice

Factor 1: External Influences

External influence factor has 8 items .As a result, external factors play an
important role in choosing a profession for a child. It has loadings from 0.682 to
0.489. All these factors are more related to external influences like influence of
peers and relatives, and situation of family, also advertisement of specializations.
Reliability scale is 0,810(Chronbach alpha).
Factor 2: Teacher influences
Second component gave information that students can influence by school
teachers. Reliability scale is 0,638.1t is given with loadings 0.692 to 0.509. That
is why,parents should make sure that the teacher is a person of good level.
Always be in close contact with the teacher.It has 4 items
Factor 3: Influence of occupation salary
The third is important component and it covers job accessibility and prestige of
major, also salary. Also, it has 4 items. The child thinks that studying for a
prestigious and popular specialty will be received on the highest salary.
Influence of occupation salary factor is given with loadings ranging from 0.702
to 0,565.Chronbach’s alpha is 0,624.
Since the Chronbach alpha of the other 3 components is very low,we considered
each element as a separate factor.Components between 4 and 9 covers only one

factor of the study that is:
Factor 4: Personal interest influences

Factor 5: Personal skill influences
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Factor 6: Parent’s affect

Factor 7: National test affect

Factor 8: State grant affect factor
Factor 9: University cost affect factor

Hence we might conclude that factors between 4 and 9 on a very strong level can
influence ones career decision all on its own.

4. Discussion and Conclusion

The factors found in this article show results similar to (Sarwar, et al., 2015)
,despite the fact that two studies used samples from different study fields and
different countries (Kazakhstan, Pakistan). The similarities include the factors
such as personal interest affect, skills affect, occupation salary affect, teacher
affect, external affect, parent’s affect. However, due to the fact that the
educational system of the two countries are completely different, (Sarwar, et
al., 2015) did not considered some of the facts like UNT results, state grant, cost
of the university. Another study which can prove reliability of our study is
(William J.Crampton, 2006). They did not work with dimensionality reduction,
but defined important factors which influences to choice.

One shortcoming of the study is that majority of participants were from ony
city, Almaty. However, we note that Almaty is the largest city in Kazakhstan
with many major universities.In order to improve the generalizability the study
should be replicated at other universities from different cities. The biggest
disadvantage of the our survey is that one third of participants are SDU students.
That can change a lot of results. Also, reliability scale of component 2,3 are
somewhat low.The results may be improved by increasing number of students
participating in the survey and ensuring that there are different universities and
majors. In the future work, we can make hypotheses testing between factors and
demographic data and determine own concepts. Also, in the future research
could look into the relationship between factors on the one hand and students’
satisfaction with the choice made and the study success in the bachelor program
on the other hand. Also, the way in which data was collected limited the study.
Subjects were allowed to sign up to participate in the study and take it online at
their own convenience. Administering this type of survey could be more
successful if done in person. If any questions arose on the influence listed, having
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a researcher available to answer questions or clarify the factor listed could
provide more accurate data which in turn would lead to more accurate results.
Academic consideration factor was not provided in our work. It includes course
description, instructors.

The purpose of study was to identify main factors that influence the selection
of major field. Principal factor analyses method conducted to reduce number of
factors and we decreased factors from 27 to 9.The result of analysis gave 9 main
factors. Also, this article shows all the steps needed for PCA along with Python
code beyond varimax rotation. Therefore, this would help anyone who wants to
run PCA at a deeper level. Teachers and parents can use the results of this study
to focus their efforts on supporting students facing the decision about a major.
The five-scale translated questionnaires are proved in the Appendix.
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Appendix

English

Russian

Kazakh

University costs played a
major role

[nara 3a 0Oy4eHue B
YHUBEPCHUTETE
ChIrpaa O0JIBIIYIO
poJIb B MOEM BhIOOpe

MeHiH TaHIayBIMIA
YHHUBEPCHUTETTIH OKY aKbIChI
YJIKEH peJI aTKap/Isl

I was influenced by my
parents

Ha mens noBnusiim
MOW POIMTEIN B
MoeM BEIOOpe

MeHiH TaHIaybIMa aTa-aHaM
acep erTi

My high school career adv
isor influenced my choice

KoHncynbranT 1o
Kapbepe B MOel
IIKOJIe TTOBIIUSUT HA
MO¥ BBIOOD

MeHiH TaHIaybIMa
MeKTeOIMIErT MaMaHIBIK
TaH1ay OOWBIHINA KeHECII
acep erTi

The job's accessibility affe
cted my choice

JocTymHOCTh paboThI
MOBJIHIA HA MOH
BBEIOOD

JKYMBICTBIH KOJDKETIMIILTIT]
TaHAaybIMa dcep eTTi
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5 My religious convictions i | Mou penauruo3ubie MeHiH JiHu ceHiMIepiM
nfluenced the selection of | yGexnenus moBnusiiu | TaHgaybIMa dCep €TTi
my major Ha MOH BBIOOp
6 I was encouraged by a Ha menst moBusit Maran MeKTen MyFajiMi acep
teacher YUHTEINb, IOTOMY 4TO | €TTi, ceb6ebi MeH Heri3ri
because | was good at my | st GBUT XOpOII B CBOMX | MOHIEPIEH KAKCHI GOJIBIM.
main subjects. OCHOBHBIX
npenMeTax.
7 My Life Experiences have | Moii coGcTBeHHBIH MeHiH eMipitik ToxXipuOeM
affected me (eg. You want | »u3HEHHBIH OTIBIT TaHAaybIMa dcep eTTi
to be a doctor, because a MOBJIMAJ HA MOU (mbIcanbl, MeH napirep
doctor saved someone’s BEIOOp (Hamp. A xouy | OOJFBIM Keleni, OfTKeHi
life in your family) OBbITh BpPauoM, IOTOMY | JOpirep MeHiH 0TOacChIMAaFrbI
YTO Bpad crac 4bk0-To0 | OipeynaiH eMipiH cakTam
KU3Hb B MOCI ceMbe) | KaJabl)
8 Upon graduation good sal | Hamuuue xopouieit OKy[bl asiKTaFraHHAH KeHiH
ary affected my choice 3apIuIaThl MOCie JKAKCHI XKaJTaKbl ATy
OKOHYaHUS yIeOBI MYMKIHIITi TaHIaybIMa ocep
TIOBJIMSLIIO HA MOM eTTi
BEIOOD
9 My academic performance | Mos ycieBaemocTs B | MeHiH opTa MEKTENTET
in High School affected CpeiHei 1Koe YJIrepiMiM TaHaybiMa acep
the selection MOBJIHsIIA HA MO eTTi
BEIOOD
10 | Duration of schooling (e.g | IIpogomkurensaocts | OKy Y3aKTHIFBI TAHAAYBIMA

. the major will require fur
ther training like a master'
s degree)

00ydeHus OBIHsIIA
Ha MO¥ BBIOOD
(mammpumep,
npodeccus
motpedyer
anbHEHIIEro
00y4YeHHs, KaK
CTENIEeHb MarucTpa).

acep eTTi (MbICabl,
MaMaH/IBIK MarucTp JAopexeci
CEeKUIJIi OZ[aH opi OKYIBI
Tanam eTemi
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11 | Extended family members | Mowu poacTBeHHUKH MeHiH TybICTapbIM
affected my selection TOBJIMSUTA Ha MO TaHAaybIMa dCep CTTi
BBIOOD
12 | University location can be | Pacmonosxenwe YHHUBEPCUTETTIH OPHAIACYBIH
considered as a factor VHHBEPCUTETA MOYKHO | TaHIaybIMa dcep €TKEeH
which affected my paccMaTpuBarh Kak (akTop periHme KapacTepyra
selection (bakTop, MOBIHUABIIMNA | GONAIBI
Ha MO¥i BEIOOp
13 | Reputation of the Penyrarust TangaypIM YIIiH
university was important | yauBepcuTeTa OblLia YHHUBEPCHUTETTIH Oeeni
for me B&KHA IS MCHS B MaHbI3/bI OOJIIbI
MoeM BEIOOpe
14 | | wanted to follow my 51 xoTena noiitu mo MeH ara- aHaMHBIH 13iIMEeH
parents footsteps CTOTMaM POAUTEIEH JKYPriM Kei
15 | The major which I had Ipodeccus, kotopyro | backanapra kaparaHia MeH
selected provided more st BIOpaJI, JaBaja TaHJarad MaMaHbIK
state grants than others Ooutbie OoiibIHIIa KOOIpeK
rOCyIapCTBEHHBIX MEMJIEKETTIK TPaHTTap
IPaHTOB, YeM apyrue | Oepinmi
16 | My personal interest was Moii nuuHbIi HHTEpeC | MeHiH )keke
the strongest factor when | GbuT caMbIM CHITBHBIM | KBI3BIFYIIBLIBIFHIM
choosing a major bakTopom mpu MaMaH/IbIKTHI TAHIAYIA €H
BhIOOpE YJIKeH (akTop OOJIbI
CTICIHATTBHOCTH
17 | Academic assessment of Ha mens nosmusim MaraH Typi )KapHama

the major that | had
selected based from
printed or online
information

paziudHble
HUCTOYHUKU PEKIAMBbI

(Hampumep, HOBOCTH,
COIMAaJIbHBIE CETH U T.
1)

Ke371epi acep eTTi (MbICaIHl,
JKAaHAJIBIKTAp, AICYMETTIK
JKeJIiiep sxoHe T. 0.)
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18 | Presentations of currently | Ilpe3enraruu Kasipri Tagma coi MaMaHJIbIK
enrolled students made a 3aUKCIIEHHBIX OOIBIHIIIA OKBIII )KATKAH
great impact CTYAEHTOB OKa3aju CTYZIEHTTEPiHIH

GOJIBIIIOE BIUSIHUAE HA | MPE3EHTAIHsIIaPhI
MO BBIOOP TaHIaybIMa YJIKEH 9cep €TTi.

19 | Alumni's presentations inf | [Ipe3enTarmn Tynexrepain

luenced my choice BBIITYCKHUKOB Mpe3eHTAIHSIAPBI
MOBJIMSIIA HAa MO TaHIaybIMa dcep eTTi
BBIOOD

20 | Prestige of profession Ipectmx npodeccun | MamaHABIKTBIH Oeaei

affected my selection MOBJIMAJ HA MOU TaHJaybIMa dcep eTTi
BEIOOD

21 | | assumed S cunraro, 9yTo MeHiH OHMBIMIIIA, OCBHI
that professionals in this fi | npodeccuonais: B canajarsl MaMaHaap
eld can 9TOM 00JIaCTH MOTYT eTIMI3IH JaMybIHA
help develop my country [TIOMOYb Pa3BUTHIO KOMEKTECE ajiaibl

MO€H cTpaHbl

22 | My school graduation Moii pesynsrar EHT | MaMmaHIbIFbIMIBI TAHIaFaHIa
exam result was important | Obu1 BaxkeH, Koraa s ¥ BT-HbIH HOTUKEC1 MaHbI3bI
when | selected my major | BeiGHpai cBOO 00T IBI

CIEHATbHOCTh

23 | My high school teacher Moii yuurensb MeHiH opTa MeKTe
asked me to specialize in CpEJIHEM IIKOJIBI MYFaiMiM MaFaH OChI
this field as it has high HOHPOCHUIT MEHS caJlaHbl MEHIrepyre KeHec
demands nowadays CreNraIu3upoBaThecst | Gepi, ce0ebi o Kazipri

B 3TO 00JIacTH, YaKbITTa KOFaphl CYPaHbICTa
ITOCKOJIBKY OHa MMeeT | Gap cana
BBICOKHE TPeOOBAHUS
B HACTOSILEE BPEMS
24 | Opinion of my peers MHeHHs MOuX MeHiH KypAacTapbIMHBIH

affected my selection

CBEPCTHUKOB
THOBJIYSIA HA MOU
BEIOOD

HiKipJiepi TagIaybIMa ocep
eTTi
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25 | Current situation in my Texymas curyauusi B | MeHiH 0TOACBIMHBIH COJI
family affected my MOEH ceMbe TIOBJIUSIIA | YAaKbITTAaFbl KaFIaibl
selection Ha Moii BBIOOD TaHIaybIMa dcep eTTi

26 | Famous personalities who | 3HameHuTHIE Ocsl canaza MaMaHIaHFaH
had the same JIMIHOCTH, KOTOPBIE TaHBIMAJ TYJIFaNap Heri3ri
specialization in that field | umenu Ty xe TaHIaybIMa dcep eTTi
affected my major CIIELUaIM3aI1I0 B
selection 3TOM 00IaCTH,

MOBJIMSJIA HA MOU
OCHOBHOM BBIOOD
27 | My skills were major Mowu HaBbIKH OKa3anu | MeHiH KabinerTepim

effect in my choice

0oJbLIOE BIIUSHHE HA
MO BEIOOP

TaHJaybIMa YJIKEH ocep eTTi
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S. Dauylov?, A. Bogdanchikov?
12Suleyman Demirel University, Kaskelen, Kazakhstan

INTRODUCE PREDICTIVE ANALYTICS USING THE NEXT BEST
ACTION (NBA) MODELS INTO THE BANKING SYSTEM

Abstract. NBA - is an approach in which each client is initially
considered purely individual. It has a close correlation with Predictive analysis.
Predictive or prognostic analytics is a set of techniques and methods for
analyzing data to build a forecast of future events. The banking system is
currently using the method to obtained certain business results from its
customers and has increased loyalty, increased income, found new growth
points, etc. The classical model of marketing was rather different, it repelled
from its existing product line and its parameters. But new models repels from
customer’s inclination to purchase a particular product. The aim of this project
is to investigate the field of deposit accounts of the banking system by using
NBA approach and to show the benefits and possible outcomes. This approach
was tested on various aspects of the banking system and showed a number of
solutions which can predict the probability of a customer to create a term deposit
account.

Keywords: Next Best Action, Predictive analysis, mplementation,
Banking System, Term Deposit, Predictive analysis.

**k*

Anparna. NBA - Oyn op kinueHT OacTamkplia Keke TysiFa OOoJIbII
caHajaThIH TOCLI. BomkaMIpIK TayaymMeH THIFBI3 Oaitnanbic Oap. bomkamms
Hemece O0JDKaMJIBIK aHAJTUTHKA - OyJ1 OoJaliak OKUFagapAblH O0JKaMbIH KYPY
YIIIH MOJIIMETTEpJl Tajjaay SAICTepl MEH oMICTepiHIH KUBIHTHIFBL. Ka3zipri
yakbITTa OaHK Kyileci 3 KIMEeHTTepiHeH Oenriii 6ip OM3HeC HOTHXKENEpiH aly
OMICIH KOJJIaHaJbl JKOHE aJalJIbIKThl apTTHIPAbI, KIpICTI YIFAWTTHI, jKaHa €cy
HYKTEJIEpiH TamlThl KOHE T.C. MAPKETHHITIH KJIACCHUKAIBIK MOJENI MYJJIEM
e3rernre OOJIIbI, OJ1 ©31HIH KOJIIAaHBICTaFbl OHIMI MEH TIapaMeTpiIepiHeH o3Tele
60761, Bipak skaHa Mojesbiep TYTHIHYIIBIHBIH Oeriii 6ip eHIMAl caThbIn alyFa
Jered OediMuumiriHeH apeuiTaabl. byn skoOanbiH makcatel - HBA Tocimin
KOJIJaHa OTBIPHIN, OAHKTIK XYHEHIH JEMO3MTTIK IIOTTaphbl CaJachblH 3epTTEY
YKOHE OHBIH apTHIKIIBUIBIKTAPEI MEH MYMKIH HOTIDKENEpiH KepceTy. byt tocin
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0aHKTIK JKYHEHIH OpTYpsi acrekTiiepi OOWBIHINA CHIHAIIBI JKOHE KIUEHTTIH
Mep3iMJi JETMO3UTTIK MIOTTHl KYpPY BIKTUMAIIBIFBIH OOJDKANTHIH OipKaTap
HIeIrMaIepi KOpPCeTTi.

Tyiiin ce3mep: Next Best Action, Gomkamabl Tangay, eHrily, OaHK
JKy#eci, Mep3iM/Ii cabiM, OOJDKaM/IbI TaIIay.

*kk

Annoramusi. NBA - 3T0 moaxoa, mpu KOTOPOM KaKIbIH KIUEHT
M3HAYaJIbHO CUUTAETCS CYry0O MHIUMBUIYAIbHBIM. JTO UMEET TECHYIO CBSI3b C
IIPOTHO3HBIM aHaNU30M. [Iporno3upyroias i NporHoCTUYECKask aHATUTUKA -
3TO HA0Op METOJ0B M METOJOB aHAIM3a JAHHBIX JUIsl COCTaBJICHUS MPOTrHO3a
Oynyumx coObiTuil. baHKOBCkas cucTemMa B HACTOAIIEE BPEMsI HCIIOIb3YET
METO/T JIJIsl TIOJYYSHUS ONPEICIICHHBIX OM3HEC-Pe3yIbTaTOB OT CBOMX KIIMEHTOB
Y MMEET NMOBBIIICHHYIO JIOSUIbHOCTh, YBETUUEHHBIM JI0XO/l, HallJICHHbIE HOBBIC
TOUYKH pocTa u T.1. Kitlaccuueckast MoJienb MapKeTHHra Obljla HECKOJIBKO MHOM,
OHa OTTAJIKMBAJIACh OT CYLIECTBYIOIIEH JIMHENKU MPOAYKTOB U €€ MapaMeTpoB.
Ho HOBBIE MOAENM OTTAJIKHUBAIOT OT CKIOHHOCTM IIOKyNaTens IOKyNaTh
KOHKPETHBIN ToBap. L{eb10 JaHHOTO MpOEeKTa SBIIIETCS UCCIe0BaHUE 00IaCTH
IETIO3UTHLIX CYETOB OAHKOBCKOM CHCTEMEI C MCIIOIb30BanneM nmoaxona HBA u
JEMOHCTpAIMs IPEUMYIIECTB U BO3MOXKHBIX PE3yNbTAaTOB. JTOT MOAXOA ObLI
ONpoOOBaH B PA3MYHBIX AaCMEKTaX OaHKOBCKOM CHCTEMBI U TOKa3asl Psij
pElIeHU, KOTOPBhIE MOTYT IIPEACKA3aTh BEPOATHOCTh TOTO, YTO KIMEHT CO3/1aCT
CPOYHBIN JIETIO3UTHBIN CYET.

Kurouesble ciioBa: Next Best Action, mporHO3HBIN aHANN3, BHEJPEHNUE,
0aHKOBCKasi CUCTEMA, CPOUHBIN JICTIO3UT, TPOTHO3HBIE AaHATU3HI.

Introduction

The theme of emotion and customer experience has been worrying
bankers for quite some time. The tightening of regulations and requirements
prompted banks to look for new sources of competitive advantage, in the US for
example, 92% of millennials claim to have a lack of confidence in the traditional
banking system and increasingly use new services. Customer experience is an
indirect characteristic that translates into financial results of a bank through
customer loyalty, a desire to continue to serve all of them at the same bank even
in conditions of high consumer awareness and low switching costs to other
financial companies. 78% of bank managers around the world surveyed by the
IBM Institute for Business Value argue that customer engagement and
understanding customer's needs are key conditions for the best customer
experience and successful creation of new products and services.
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Aim and objectives of the research

As a successful, the whole process of the research, find the dataset which
will contain attributes of Bank System. Then preprocessing data, which means
replace empty fields or putting default value. A good result will be comparison
several prediction methods. Also it will be nice if each step can contain a pretty
graph. In the future go to practice with a big amount of data and using a stack of
technologies from Big Data tools.

Background of literature review

At the beginning of the research, have been found a couple of interesting
scientific papers which are a little be related to our topic, also some solutions
that are ready for use. There are several finished offers, from free to paid.

One of the companies in New Zealand used a lot of data for improving
credit scoring models. They construct a baseline model based solely on the
existing scoring features obtained from the loan application form, and a second
baseline model based solely on the new bank statement-derived features. A
combined feature model is then created by augmenting the application form
features with the new bank statement derived features [1].

Microsoft offers Veripark’s [2] Next Best Action (N.B.A.) is a leading
customer-centric technology that considers all the possible actions during a
customer interaction and recommends the next best one thereby increasing the
likelihood of positive response.

RapidMiner [3] is a software platform for analytics teams that unites data
prep, machine learning, and predictive model deployment, also one of the
solutions is Next Best Action. Their slogan is “One platform, does everything”,
they mean visual workflow, team collaboration, model management,
deployment and work with technologies like Hadoop and Spark.

Cloud Sense [4] platform has a good interface, tutorials and before using
it, you can see the demo version. For an organization that uses Salesforce, a most
popular CRM system, CloudSense easily can be integrated.

Pega [5] they’re a software solution called Pegasystems. Good company
with a couple of success cases. In the platform, they have Customer Decision
Hub, Intelligent Guided Selling, Contextual Next-Best-Action Marketing
Intelligent Guidance for Customer Service.

NGData [6] offers the solution of Next Best Action as a whole marketing
system. This decision is an excellent solution for the organization that works
with clients and they need a CRM System.

Jacada [7] prefer a flexible system for working with their platform. Also,
they have a nice intelligent chatbot. Their Agent Desktop is prime real-estate in
the bid to win and keep customers.
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Also, early in this year, there was a good article [8], about how Sberbank
works with BigData and what kind of tools they are using. Their tools and
methods can be as good for a start.

Methods and materials

The main tool to support this project was the Jupyter notebook, which
consists of various libraries for applying of the machine learning approach. Data
was collected from the open-sourced repository “UCI: Machine Learning
Repository” [9]. In this database were used 45211 instances and 21 attributes.

I.  Attribute Information - to some of them was presented detailed graphs

for better representation (Figure 1).
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Figure 1. Attributes Information Marital Status
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Il.  Implementation
Stage 1: Import of Library and Data
Stage 2: Preprocessing of data
Stage 3: Development of Predictive Model

50



SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

After preprocessing data development of the model can finally start. Data
was divided into standard proportions: train - 0.8, test - 0.2
Here will be comparing several types of machine learning classifiers:

1. K Nearest Neighbors Classifier [10]

An object is classified by a majority vote of its neighbors, with the object
being assigned to the class most common among its k nearest neighbors (k is a
positive integer, typically small). If k = 1, then the object is simply assigned to
the class of that single nearest neighbor. K = will be choosing just brute-forcing
neighbors from 1 to 25, and getting categories where the accuracy of prediction
was tested. Thereby was selected an optimal number of neighbors.

2. Random Forest Classifier [11]

Random Forest Classifier is an ensemble algorithm. Ensembled
algorithms are those which combine more than one algorithms of the same or
different kind for classifying objects. Random forest classifier creates a set of
decision trees from a randomly selected subset of the training set. It then
aggregates the votes from different decision trees to decide the final class of the
test object. Basic parameters to Random Forest Classifier can be a total number
of trees to be generated and decision tree related parameters like minimum split
criteria etc.

3. Naive Bayes Classification [12]

Naive Bayes classifier calculates the probabilities for every factor ( here
in case of email example would be Alice and Bob for given input feature). Then
it selects the outcome with the highest probability.

Data and results

In this study were tested three types of classifiers. Random Forest
classifier showed 90.0% of accuracy, NaiveBayes has shown 85.0% and highest
among them is K Neighbors Classifier with remarkable 90.4% of accuracy.
During the study 22 neighbors were selected due to their high accuracy. In
comparison to more traditional methods of product-based marketing, this model
allows finding potential customers with high accuracy due to a predictive
selection of them (Figure 2).
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The optimal number of neighbors is 22 with 90.4%
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Figure 2. Selection of best numbers of neighbors

Discussion

In this paper, the NBA approach was presented and implemented into the
banking system cases. The proposed approach correlates between Marketing and
Data Science, to develop new models of working with clients. The performance
of the NBA method in comparison to more traditional methods has shown
remarkably well. In the future this might be used as the main model of working
with clients. This is significantly increasing the popularization of Data Science
among young developers and creates better ground for further investigation.

Conclusion

In this paper, the NBA approach was presented and implemented into the
banking system cases. The proposed approach correlates between Marketing and
Data Science, to develop new models of working with clients. The performance
of the NBA method in comparison to more traditional methods has shown
remarkably well. In the future this might be used as the main model of working
with clients. This is significantly increasing the popularization of Data Science
among young developers and creates better ground for further investigation.
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IMPROVING INDICATORS OF DIGITAL MARKETING
USING ARTIFICIAL INTELLIGENCE

Abstract. In recent years, artificial intelligence (Al) has become a
growing trend in various fields: medicine, education and the automotive
industry. Al also reached a business, namely the marketing department of
various businesses. The goal of the article is to research how deeply Al is used
in digital marketing. The authors asked two research questions - which areas of
Al are used in marketing and what are the positive effects of chat bots on a
business. To answer these questions, the authors conducted a study of secondary
data with examples of Al used for marketing purposes. An analysis of the
collected examples shows that Al is widely implemented in the field of
marketing, although applications are at the operational level. This may be the
result of the careful implementation of the new technology, still at the level of
experimentation with it. The uncertainty of the results of the implementation of
Al can also affect caution when applying these innovations in practice. The
collected examples proved that Al affects all aspects of the marketing structure,
affecting both consumer value and the organization of marketing and business
management. This document is important for the business, especially the idea of
introducing artificial intelligence into marketing, developing innovation, and
ideas on how to incorporate new skills into the marketing team needed for new
technology.

Keywords: artificial intelligence, machine learning, big data, digital
marketing, marketing strategy.

**k*

Anparna. Courbl KbuLgapsl sxkacanasl wHTEWICKT (OKM) oprypmi
calajmapja: MeIuIlMHa, OLTiM >KOHE aBTOMOOWIIL ©OHEPKOCiOiHAe ecim Keie
xaTkaH ypaicke aitHamasl. XKW consiMeH Katap Oip OM3HECKe, aTam alTKaHIa
OpTYpiIi OM3HECTIH MapKEeTUHT OeiMiHe KeTTi. MakanaHbIH MaKcaThl - CAaHIBIK
MapkeTuHrTe KM KaHIMAIBIKTBI TEPEeH KOJJIAHBLUIATBHIHIABIFBIH 3EpTTEY.
ABTOpHap €Ki 3epTTey CypakTapblH KoWael - Mapketunrre KU-miH kait
OarbITTaphl KOJAHBLIABI KOHE OM3HECKe YaT OOTTapJbIH OH dcepi KaHmai?
Ocel cypakrapra jkayan Oepy YIIIH aBTOpiap MapKETHHITIK MakcarTapiaa
navganansurad XKW Mpicanmapel 6ap KaiiTanama IepeKkTepAl 3epTTey KYPri3il.
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Kunanran wbicanmapapl Tangay KW mapkeTHMHr canacklHOa KEHIHEH
KOJIJIaHBUIATBIHBIH KOPCETE/Il, IETCHMEH KoJIaHOaap oneparusiblK JeHrene.
By ’xaHa TeXHOJOTHSIHBI TOKIpUOE JEHIeHiHIe 1 1€ MYKHST 1CKE achIpyIbIH
HOTIKecT Oomysl MyMmkiH. JKW eHrizy HOTHXKeNepiHiH OeNrici3miri Je OcChI
JKaHAJIBIKTapAbl TOKIpuOeae KoJaaHy Ke3iHIe cak Ooiyra ocep €Tyl MYMKiH.
Kunanran Mbicannap KM TYTBIHYIIBUIBIK KYH/IBUIBIKKA 11, MapKETHUHI IIE€H
Ou3HecTi Oackapyra J1a ocep €TETIH MapKETHUHT KYPBUIBIMBIHBIH OapiIbIK
aCITIeKTUIepiHe ocep eTeTiHAIriH aanenaei. by Kyxar Ou3Hec yIIiH MaHbI3IH,
acipece MapKeTHUHTKE ’KacaH (bl HHTEJUIEKT €HI13y, MHHOBAIUSHBI ITAMBITY, )KaHa
TEXHOJIOTHSIFA KaXXET MApKETHHITIK TOMKA JXaHa IaFaplIapbl Kajail eHrizy
Typabl uaessap.

Tyiiin ce3aep: XacaH[Ibl HMHTEJUIEKT, MAIIWHAIBIK OKBITY, YJIKEH
MOJIIMETTEp, CaHJbIK MAPKETUHT, MAPKETUHT CTPATETHSICHI.

**k*

AnHoTtanus. B nocneanue roapl uckycctBeHubiit naTesuiekT (M) cran
pa3BUBAIOIIEHCS TEHACHLIUEH B Pa3JINYHbBIX O0JIACTIX: MEUIIMHA, O0Opa30BaHKE
u aBToMoOunectpoenue. MU Ttaxke poctur Ou3Heca, a MMEHHO OTJIENa
MapKeTUHIa DPa3IMYHbIX Ou3HecoB. Llenbio craThu SBIAETCS MCCIEIOBAHUE
TOTr0, HacKoJIbKO riryooko MU npumensiercs B unppoBoM MapKeTUHTE. ABTOPBI
3aJaJid JIBa BOIIpOca HcCcieloBaHMs - Kakue obmactu MM ucnonb3yroTcs B
MapKETHHIe U KaKHe MOJIOKHUTEIbHbIE MMOCIEICTBUS YaT OOTHI J1al0T OU3HECY.
YrToObl OTBETUTH Ha 3TU BONPOCHI, aBTOPBI IPOBEIIN UCCIIEOBAHUE BTOPUYHBIX
JaHHbIX ¢ npuMmepamu MU, uCnonb30BaHHBIMM B MapKETHHIOBBIX LENSX.
AHanu3 coOpaHHBIX NPUMEPOB MoKasbiBaeT, uro MU mmpoko BHenapsiercs B
00yacTu MapKETHHTa, XOTsI IPUIJIOKEHNS HaXOASTCS Ha ONEPAllMOHHOM YPOBHE.
3T0 MOXeET OBbITh CJIEICTBUEM TILATEIILHOTO BHEIPEHUSI HOBOW TEXHOJIOTHUH, BCE
euie Ha ypOBHE DKCIIEpUMEHTOB ¢ Hell. HeompeneneHHOCTh pe3ynbTaToB
BHeApeHnsa MU Taxke MOXET NMOBIMATH HA OCTOPOXKHOCTH NPU NPUMEHEHUU
STUX HOBOBBeJIeHUHN Ha npaktuke. CoOpaHHBbIE NpUMeEpH! Aokasanu, yro MU
BIMSET HA BCE AaCHEKThl CTPYKTypbl MAapKETHMHIA, BIHAd Kak Ha
NOTPEOUTENBCKYI0 LIEHHOCTh, TaK W Ha OpPraHM3alMl0 MapKeTUHIa H
yIpaBJIeHUIO OWU3HECOM. ITOT JOKYMEHT HMeeT 3HaueHue s OusHeca,
O0COOEHHO HJIeW N0 BHEJPEHHI0 HMCKYCCTBEHHOI'O WHTEIJIEKTa B MApKETHUHT,
pa3paboTKe MHHOBALIMI U UJIEH O TOM, KaK BKIIOUUTH HOBBIE HABBIKA B KOMAaHy
MapKeTHHra, HEOOXOAUMBIE /1711 HOBOM TE€XHOJIOTHH.

Ki1roueBble €j10Ba: MCKYCCTBEHHBIH MHTEIIEKT, MalIMHHOE O0OyueHHe,
OombiIKe JaHHbIE, HUPPOBOM MapKETUHT, MAPKETHUHIOBasi CTPATErHsl.
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Introduction

The essence of marketing has not changed, but the way of
communication has changed marketing. It changes every day. That is where the
big shift happened. The art of storytelling is plentiful, but the key to this is how
we tell the story and the means by which we tell the story. The big changes that
will happen in marketing, as well as in business, are artificial intelligence and
machine learning. - Sanjiv Mehta, CEO and MD of Hindustan Unilever Ltd.

It is not so difficult to say that in the future marketing will increasingly
use Al. Even today, the components of an artificial intelligence-based approach
are pretty much in place. Modern marketing is becoming more quantitative,
targeted and tied to business results. Ads and promotions are increasingly being
adapted to individual consumers in real time. Companies use several channels to
access customers, but they are increasingly using digital content. The company's
marketers still work with agencies, many of which have developed their own
analytical capabilities. - Thomas H. Davenport.

Main part

Al has so far attracted the attention of engineers, IT experts and analysts,
but now it goes beyond its traditional fields of activity, making an increasingly
noticeable footprint in the field of management and marketing. The ever-
growing volume of consumer data available online, in big data systems or mobile
devices, makes Al an important marketing ally, since it is based on data analysis
in almost all areas of its application. Marketing takes advantage of the data to a
large extent - from studying consumer needs, analyzing the market,
understanding customers and competition information, conducting events in
various communication or distribution channels, and measuring the results and
effects of adopted strategies. Marketing is becoming a natural beneficiary of the
development of information technology. The proximity of both domains allows
for a synergistic effect. Therefore, it seems important to emphasize the potential
of artificial intelligence and available Al-based tools and discuss the commercial
application of Al in the field of marketing.

In 2013, the American Marketing Association approved a new version of
the definition of marketing. According to the association, “marketing is an
activity, a set of institutions and processes for creating, exchanging, delivering
and exchanging offers that are valuable to customers, customers, partners and
society as a whole”.

A critical aspect of marketing is providing value to customers, while
value can represent various aspects of a product, such as products, ideas,
services, information, or any type of solution that satisfies customer needs.
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McCarthy proposed the idea of a “marketing mix” as a conceptual
framework that brings marketing planning to life. Although the marketing mix
is not a scientific theory, its tools can develop both long-term strategies and
short-term tactical marketing programs. McCarthy refined Borden's previous
concept of target market satisfaction. He grouped 12 Borden elements (product
planning, pricing, branding, distribution channels, personal sales, advertising,
promotion, packaging, demonstration, service, physical processing, fact finding
and analysis) into four elements called 4P: product, price, promotion and place.
Further improvements have been made in the concept of marketing, such as the
addition of another P - people, processes, physical evidence, although the idea
of 4P is still widely used and accepted. Al could be used in Promotion part of
4P, because this part covers advertising, messages, conversation, a lot of data,
where Al could show results.

Diagram

THE 4 P'S OF MARKETING MIX

=i ==
Marketing
Mix

Figure 1. The 4 P’s of marketing mix
Source: Author

Methods

Before companies can begin implementing Al marketing solutions, it is
better to understand the parts and components of Al and how they make them
work faster, easier and more efficiently. The following are explanations of Al
components based on Brookings Institutions definitions:

Artificial intelligence is a collection of machines that respond to
stimulation in the same way as humans. He can make decisions that usually
require human experience. For example, chat bots in messenger, that
automatically answer for customers questions.

Machine learning is a technology that analyzes huge amounts of data to
identify trends and receive information. It provides Al systems with the ability
to automatically learn and improve. For example, Smart Bidding in Google Ads.
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Smart Bidding is a subset of automated bid strategies that use machine learning
to optimize for conversions or conversion value in each and every auction—a
feature known as “auction-time bidding”.

Data science is the study of where information comes from, what it
means and how it can be interpreted. For example, there are a lot of data in
Google Analytics and Yandex Metrika of each company.

Typically, all three of these technologies go hand in hand. They give
marketers the opportunity to understand the sheer volume of data in order to
inform them of creative and strategic decisions.

Most companies already know about live chat bots or artificial
intelligence systems that you communicate with in instant messaging, and many
already use this feature on their site. But have you ever thought about updating
traditional chats with Al-based chat bots? The time has just come to do this.
Recently, National Australian Bank launched a customer support chat chat to
help customers find answers to common banking requests. The bot is able to
answer more than 200 common questions related to banking.

There are a huge number of programs for creating business logic for chat
bots in the Facebook, Telegram and WhatsApp messengers. After analysis and
a series of tests of these programs, the most stable and successful was revealed,
and this is Xenioo.

ONTHETOR V.
Blank Bot { R e R o B S R O @
Your Main Bot Behaviou . |

Figure 2. Logic of sample WhatsApp chat bot in Xenioo
Source: Author
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As the experiment we developed WhatsApp bot and forwarded people from
Facebook and Instagram ads to this chat bot. Before it was just usual WhatsApp
of company, where manager answered for questions of clients only at the
working hours. But companies launches ads around the clock and everyday. It
means that customer could write to manager of company at anytime, it could be
early morning or late night. As the experiment shows WhatsApp chat bot have
positive effect to customer relationship.

ONTHETOR o oy 0)
Restore of Restore of... Sial ﬂ Buid A L Convarsation Reports Helg. @J

/
/

Figure 3. WhatsApp chat bot in Xenioo
Source: Author
In Figure 4 is screenshot of how WhatsApp chat bot works. For this research

authors developed simple chat bot, we could make it more complicated and
complex, functionality depends on goals of business.
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20:49 Q

«@n

Hello!

Thank you for contacting us! Please
enter your name to continue:

Johnny
Hello Johnny
Thank you for testing WHATBOT
Whatsapp Chatbot Software.

To continue the demo just enter a
number listed below:

1 - View Test Static

2 - Our Offers

3 - Work with us

4 - Change Your Name

5 - Remove Your Registration

°Q

Figure 4. How WhatsApp chat bot works
Source: Author

Results

In the Figure 5 we see how many click Facebook Ads campaigns get.
Totally it is 3 352 clicks and all people, when clicked to the button in the ads,
were forwarded to usual WhatsApp and chat bot. And the huge number of click
of ad campaigns were gotten at the evening, after 7PM till 6 AM. Using
WhatsApp chat bot we have automated communication with client and managers
got more conversional leads, because requests from clients were qualified and
they are ready to buy product of company. Lead processing time reduced from 1
working day to 8 minutes without losing quality.
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Figure 5. Facebook Ads Manager. Source: Author

According the research of “99 Firms” that 79% of customers prefer chat
for getting their questions answered quickly. Here are the benefits of customer
service using WhatsApp chatbots from our research:

* Zero customer wait time
» 24X7 availability
* Ever-expanding knowledge database

+ Chat bots have the ability to route complex queries to human
Bots can also announce new product launches and share information about
discounts and coupons to drive user engagement up. The data collected by these
chatbots throughout customer interactions helps marketers develop insight on
consumer behavior and mindset — and, again, they do this at scale.

Thus, ML-powered chatbots not only help digital marketers save money,
but also ensure better business outcomes.

Discussion

Implications for marketing

The authors analyzed the collected examples and synthesized how these
examples reflect the marketing structure. The findings are presented in Table 1.
Each proven example shows that Al affects every area of the marketing program.
This penalty is especially important for practitioners who are responsible for
developing innovations, since Al affects the entire spectrum of marketing
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activities. In addition, Al applications that extend the core product require an
innovative design approach to find ideas that fit ideas that go beyond a product
or even a category. This is important for the implementation of Al in the field of
“product” and “promotion” in the marketing mix program.

Table 1. Areas of the impact of Al on marketing mix Source: Author

Product Promotion Place (Sales and
(Brand) Distribution)

New product Price management Creating a unique Convenient shopping
development experience
Hyper Dynamic price Personalised The faster and
personalisation matching to communication simpler sales process
customer profile
Automatic Creating the wow 24 /7 customer
recommendations factor and offering  service (chatbot)
benefits
Creating additional Elimination of the = Purchase automation
value process of learning
product categories
Additional solutions Positive impacton  Service-free shops
beyond product the customer
category
Minimised Consultant-less
disappointment customer support
New distribution
channels
Merchandising
automation

The analysis of the collected cases shows that Al activities have a two-way
impact on marketing. On the one hand, the consumer is the beneficiary of the
changes, but on the other hand, new solutions affect all ongoing marketing
activities.

Conclusion

When it comes to marketing management, Al has a significant impact on
contemporary practices, and will surely require a new approach to tasks fulfilled
in marketing teams:

o  Elimination of laborious and time-consuming activities. Al automates
routine and repeatable tasks (e.g. data collection and analysis, image
search and adaptation/processing).

e Bigger significance of creative and strategic activities. Precise analyses
performed by Al increases the role of creative and strategic activities to
build competitive advantage.
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Developing new competences in the marketing team. Al requires
incorporating data scientist skills as well as an understanding of the new
technology possibilities in the marketing team.

A new marketing ecosystem. The complexity of Al increases the role of
companies producing Al solutions. Due to the current level of Al
advancement, there is a need to develop a new model of cooperation with
Al entities offering data engineering or ML tools.
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USING ARTIFICIAL INTELLIGENCE TO IMPROVE DIGITAL
MARKETING STRATEGIES

Abstract. The use of artificial intelligence (Al) will provide huge
advantages in the digital marketing strategy of each company. This is a new face
of productivity, efficiency and profitability. Making decisions about the start of
a new era based on artificial intelligence should not replace the work of
marketers or advertisers. It is here to unleash their true strategic and creative
potential. For a business executives and marketers, the time has come to identify
the problems facing the business or the marketing campaign, and how accurate
ideas can solve these problems. This study discusses how Al could affect to
effective of marketing strategies, shows real cases of using Al tools, and how
companies could increase their profit.

Keywords: artificial intelligence, machine learning, big data, digital
marketing, marketing strategy.

**k*

Anparna. XXacanapl MHTEIJIEKTTI Nai1anany op KOMIIaHUSHBIH CaHIbIK
MapKETUHITIK CTPAaTErHsAChIHAA YJIKEH apTHIKIIBUIBIKTAp Oepeai. by
OHIMIIIKTIH, THIMIUTIKTIH >KoHE NaWIalbUIBIKTBIH KaHa Ke3zeHi. JKacaHmbl
WHTEJUICKT HET131H/Ie JKaHa Jdyip/iH 6acTalysl Typalibl MIEHIIM caTylIbliap MEeH
*KapHama OepyIIiIep/iH *KYMBICBIH aJIMacTelpMaybl kKepek. byn skepne cizzig
IIBIHAWBI CTPATETHSJIBIK JKOHE IIBIFAPMAIIBUIBIK QJICYETIHI3AI alry Kepek.
KocinopslH ~ Oacmibulapbl  MEH  MapKeToJIorTap YIIiH Ou3HecKe JKoHe
MapKETUHITIK KaMITaHUSAFa Tar OOJaThIH MpoOieManapabl aHBIKTAHTHIH JKOHE
HAKThI UESUIapAbIH OChl MOceNenep Al Kalail MeneTiHiH OUIeTIH YaKbIT kKETTi.
byn 3eprreyne KM MapkeTHHITIK cTpaTerusulapAblH THIMAUIITIHE Kajall acep
eretiHi, KU KypannapbIH KOJIJaHyAbIH HAKTHI XKaFAaiapbl )koHe KOMITaHUSIIAP
OHBIMEH 63 KIpiCTepiH Kalail apTThIpa alaThIHbIFbI TYPajibl Al ThLIAIbI.

Tyiiin ce3aep: >xacaHJbl WHTEIUIEKT, MAIIWHAIBIK OKBITY, YJIKEH
MOIIIMETTEP, CAaH/IBIK MAPKETHHT, MAPKETHHT CTPATETHSCHI.
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**k*k

AnHoTanus. Vcnons3oBanue wuckyccTtBeHHOro unreiiekra (UMW)
oOecrieunBaeT OrpOMHBIE MPEUMYILECTBA B CTpAaTeruu HU(POBOrO0 MapKEeTHHTa
KaX/I0M KOMITaHUH. DTO - HOBBIH ATaIl MPOU3BOAUTEIBHOCTH, YIPPEKTUBHOCTH H
npuObuibHOCTH. [lpuHATHE pemeHuii o Havajge HOBOM 3pbl Ha OCHOBE
UCKYCCTBEHHOTO MHTEIUIEKTA HE JIOJDKHO 3aMEHHTh paboTy MapKeTOJIOTOB WU
pexnamonareneii. MMeHHO 37ech, 4YTOOBI  pPacKpbiTh CBOM  HCTUHHBIN
CTpaTeTHYECKUH M TBOpYECKHH mnoTeHuuan. s pykoBomuteneil ¢upm u
MapKeTojoraM, MPHUILIO BpeMs ONpeAeNuTh MpoOJeMbl, CTOSIIUE TMeper
OM3HECOM M MAapKETHHIOBOM KaMIIaHUEH, U BBISICHUTH, KAK TOUHBIE UJEH MOTYT
pemuTh 3TU mpobiieMbl. B aToM uccrnenoBanuu oOcyxkaaercs, kak MM moxer
BIHATH Ha () (PEKTUBHOCTH MAPKETUHTOBBIX CTPATETHUH, TOKA3BIBAIOTCS PEabHbIC
Clly4yau UCIOJb30BaHUSI MHCTPYMEHTOB M M Kak KOMIIAHMM MOTYT YBEJIUYHUTh
CBOIO IPUOBLIB C IOMOIIBIO HETO.

KitoueBble cJioBa: HCKYCCTBEHHBIM HMHTEIEKT, MAlIMHHOE OOy4YeHUE,
0oJbIIME JaHHbIE, HUPPOBOM MaPKETUHT, MAPKETHUHIOBasi CTPATETrUs

Introduction

One of the major innovations in the digital marketing industry is the
introduction of artificial intelligence tools to help streamline marketing
processes and make businesses more effective. According to QuanticMind, 97%
of leaders believe that the future of marketing lies in the ways that digital
marketers work alongside machine-learning based tools.

As machine learning and artificial intelligence become more
commonplace in the digital marketing landscape, it’s imperative that best-in-
class digital marketers learn how to apply machine learning to their digital
marketing strategies.

Main part

The aim of research is how Al algorithms and tools could change the
results of digital marketing strategies and campaigns, could Al improve results
or not.

For now, Al helps marketers become even more effective at targeting
high-value customers, driving conversions and generating sales. Here are three
ways you can leverage Al to transform digital marketing campaigns:

1. Turn big data into action. Big data is nothing without the ability to
translate it into actions that drive business outcomes. Predictive analytics and
propensity modeling help marketers use customer behavior to execute more
effective campaigns. The beauty of this model is that the more information it
receives, the better it gets at producing results.
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2. Use Chatbots to give customers the speed and service they command.
2016 saw the first wave of chatbots deployed at cutting-edge organizations. By
many measures, consumers responded favorably, which is prompting other
organizations to follow suit. A national survey in the USA of 1000 consumers
revealed that 49% of respondents prefer conducting all customer service
interactions via text, chat, or messaging app instead of with customer service
agents. Millennials’ preference for using chatbots was the highest (54%) of any
subgroup, indicating that businesses must consider these and other Al-powered
tools for the long term.

3. Create personalized digital experiences that drive engagement and
sales. Tech savvy consumers expect personalized experiences that are
seamlessly integrated across devices. Google’s Audience Solutions is poised to
help marketers do just that while providing higher click-through rates and sales.
How? With the power of machine learning. Google tracks user activity across
several digital properties and combines it with other user data to identify key
sales opportunities for relevant vendors.

As we understood, in digital marketing we have a lot of data and Al
allows marketers to analyze more data than a human mind could comprehend,
respond to an audience’s preferences better, and using natural language
processing to understand the target market.

We have been using Al almost every day for quite some time, after all.
For example:

e Google Maps analyzes anonymous data from smartphones. Every time
you use it, the app uses machine learning-powered insights to help you
avoid traffic congestions.

e Another of Google’s Al platforms, Rankbrain, interprets your search
queries. It helps the search engine understand your search intent.
Rankbrain then uses those insights to deliver you the right information.

e Gmail uses machine learning to protect you from spam.

e Credit card processors use artificial intelligence to detect fraud.

e Various brands offer Al-powered platforms to help us with such
mundane aspects of our work lives as project management or time
management.

e Many business platforms use machine learning to deliver personalized
content, offers, and so much more to enrich your customer experience.

e And Al-powered marketing analytics platforms let you analyze
unbelievable amounts of data to drive the marketing ROI further.

e Yet, in spite of the above, little evidence suggests any negative impact of
Al on marketing, in general.
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Plenty of evidence confirms the positive impact of Al to digital
marketing:

e 84% of marketing companies have implemented or expanded their use of
Al in 2018.

e Next year, 40% of digital transformation initiatives within organizations
will include artificial intelligence.

e By 2020, 30% of companies will use Al in at least one of their sales
processes

Furthermore, Al helps drive meaningful results and an incredible ROI:

e 3 of 4 companies that have implemented Al achieved a 10% or more
boost in sales.

e For 75% of organizations, using Al has helped drive customer
satisfaction by 10% as well.

e Finally, a report by Forrester revealed that, in just two years, businesses
using Al to power data-driven insights in marketing would grow to $1.2
trillion combined.

Methods and Materials

Al opens up incredible opportunities for marketers. It can be hard to
realize its full potential. Particularly, when you try to imagine how you could
use it in your work. Let me show some of the ways to use artificial intelligence
to enrich marketer work.

Case #1. Better Customer Segmentation and Personalization. Today’s
customers expect a personalized marketing experience. In fact, to even consider
buying from you, they want you to make them feel as if you knew them in person.
And the minimum prerequisite to meeting those expectations is delivering the
right message to the right customer. And at the right time, at that. Which is quite
a challenge. That’s especially true, if you try doing it without having a deep
understanding of various customer segments your brand can serve.

That is where Al comes in. Artificial intelligence allows marketers to
analyze their customer data in detail. Such insight helps create precise customer
segments. And also, map those to the entire customer journey. But that is just a
start. Such in-depth data analysis could also reveal each segment’s motivations,
desires, and pain points. Correlated with other data points, it could even help
predict the customers’ next moves. For example, it could help forecast each
segment’s buying pattern throughout the year per product or service.
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And with such information, marketers can launch campaigns designed to
engage a specific segment. And do so with a message tailored to those
customers’ needs, and perfectly-timed.

For example, this is screenshot from Ads Manager of Facebook, which 1
used for my work. There are a lot of ad campaigns. Each campaign has specific
goal and they were used algorithms of machine learning of Facebook. As the
result, when people see ads 2-3 times with specific offer, effect of campaign
Increases.

2
£
)

OBHoanena Tomko 4ta )

| igr ' d cignin Ads nger Facebook
Source: Author

Case #2. Improving the Depth of Marketing Data. For most marketers,
the benefits of data-driven marketing remain limited by their ability to access,
and then, analyze the information. Incorporate artificial intelligence to help
process and correlate large data sets to obtain deeper insights. Al platforms can
help marketers spot and understand anomalies in the market behavior or
campaign performance. In turn, they could act and tackle problems before they
escalate.

Having a deeper understanding of the data could help predict future
campaign performance as well. It could even aid forecast the growth and set
realistic, achievable expectations. For example, here is screenshot of Yandex
Metrika, where we can see number of visitor from each ad type and we could
optimize which ad type give conversion and sales and which not.
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Figure 2. Statistics of web-site at the Yandex Metrika
Source: Author

Data and Results

As the result we can see how brands use Al in digital marketing:

1. Dynamic Product Recommendations
By far, the most recognizable example of artificial intelligence in marketing is
Amazon using Al to recommend products for users.

Amazon’s Al analyzes a person’s past purchases and viewing history, and
identifies products they are the most likely to buy next.

2. Dynamic Pricing

Car rental companies, hotels, and many other organizations use Al to
monitor buying trends and determine the most competitive pricing. By doing
so, they can offer customers prices based on external factors and their buying
trends.

Similarly, many e-commerce stores use Al to monitor competitor prices
as well as internal factors (like costs, etc.) to adjust pricing to an optimum point
of competitiveness. For example, analyzing demand for our item and if it
increases, we can increase price and as the result we can increase profit. The
implementation is in progress.
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Static Pricing
(Single Price Point)

Dynamic Pricing
(Multiple Price Points)

P -
ProFiT _

REVENUE - REVENUE

Figure 3. How Static and Dynamic Pricing could change revenue
Source: blog.prisync.com

3. Personalization

Spotify’s Al analyzes each user’s listening history to suggest other
artists, records or playlists that should match their taste in music. And they use
quite a sophisticated algorithm to do that. In our project we can give discount for
people, who visited web-site 3 times and did not buy yet.

Discussion

Analyzing results we understand that Al in digital marketing has 3
advantages:

1. Faster data analysis. With artificial intelligence, marketers can analyze
complex data sets faster than a human. But this increased speed doesn’t mean
greater efficiency only. Or the ability to gather and act on insights faster. It also
suggests that organizations could reduce the time associated with processing
information manually. As a result, they could launch more effective campaigns
faster and deliver higher ROI at a lower cost.

2. More accurate insights. Using Al opens up the possibility to conduct
a more in-depth analysis of the data. A machine-learning algorithm could break
down complex data sets, correlate them with other information and deliver
deeper insights. For a marketer, the above means finally having the ability to
utilize more insights when planning campaigns. And also, being able to act much
faster on those findings.

3. Greater efficiency. For them to work, today’s marketing campaigns
must be 100% relevant to the target audience. Unfortunately, many marketers
lack data and insights to launch an initiative capable of engaging their intended
audience. With Al, they can acquire all the insight they need and increase the
efficiency of their efforts.

But Al in digital marketing also has disadvantage. It is creativity. In spite
of many attempts, Al is still incapable of being creative. Machine learning
algorithms can’t act on the data in the same manner as a human would. And what
goes with it, their ability to create something based on those insights remains
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severely limited. That is just one reason why Al-created content lacks the magic
touch making a blog post, article or even a Facebook Ad engaging.

Conclusion

In the end, it is clear that machine learning, big data and Al will help
marketers do their job. From analytics to forecasting and endless optimization
possibilities, digital marketing job will look a lot different in 10 years from now.
Joe Pulizzi, founder of the famous Content Marketing Institute, has a very clear
vision for the future of content creation: “In 10 years the majority of content will
be generated by software. In 20 years, humans will wonder why we wasted so
much time on content creation. I can’t see any other way around this.”
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COMPUTER ANALYSIS OPTICAL COHERENCE TOMOGRAPHY
IMAGES BY USING UNSUPERVISED MACHINE LEARNING
ALGORITHM

Abstract. In recent years, computer image analysis has been developing
rapidly. In the field of medicine has been identified to a new level that has greatly
helped for the diagnostic system. There are many information systems in the
field of ophthalmology and cardiology. Advanced technologies not only
accelerate the work of doctors but also help to diagnose the disease in a timely
manner and prescribe the treatment. In this research paper was carried out an
analysis of the machine learning algorithm using a database of tomographic
images of blood vessels in the eye system. Were studied the used methods for
calculating several reasons in order to select a specific model, methods for
calculating its properties and advantages. The main goal of this research is that
doctors can not only check the current condition of the patient’s eye but also
diagnose certain diseases, such as diabetes and anemia.

Keywords: linear discriminant analysis, subretinal fluid segmentation,
level set, local Gaussian pre-fitting energy.

**k*

Angarna. CoHFBI XKbULIAPBI CypeTTepl KOMIBIOTEPIIIK aHAIU3 XKacay
KapKbIH/Bl JaMbII Keje KaTblp. MeaulnHa callachlHAa JIMarHo3 Kok Kyheci
YIIIH KONTEereH KOMEriH TUTri3y apKbUIbl jKaHa JeHrelre mbirapisl. Kaszipri
TaH/a O(TaIbMOJIOTHS JKOHE KapAMOJIOTHS cajlachlHJAa aKMapaTThIK Kykernep
KenTen Kes3zaecendi. JlaMbIFaH TEXHOJOTHSIIAD JOpIirepiepaiH >KYMBICTapbIH
TE3JIETINl KaHa KoWMail aypy jkKarlailblH epTe aHbIKTal, €M TarailblHaayFa
KeMeKkTeceal. byn FpUIBIMEM Makanana kKe3 KyHeciHAeri KaH TaMbIpJapbIHbIH
TOMOTPaQUSIIBIK CYPETTEpiH JEPEeKKOPBIH KOJIJaHa OTBIPBII MAaIlWHAIBIK
OKBITYJIbIH aJITOPUTMJICPIHIH aHalu31 >KacaiuelHABL. benrum Oip Momensai
TaHjaayaelH ~ OipHemie — ceOenTepiH,  OHBIH  KacHeTTepiH,  Kekoip
APTHIKIIBUTBIKTAPBIH KOHE MaHBI3IBUIBIFBIH €CeNTey YIIH KOJIaHBUIATHIH
onicrepai 3eprreni. by 3epTrey *yMbIcTapbIHBIH 0aCThl MaKcaThl Jopirepiep
O3JIEpIHIH EMICNYIIIHIH KO31HIH Ka3ipri KarJalblH TEKCepill KaHa KoiMaw,
nualeT xKoHe aHeMHUs CHSKTBI Oenrii Oip aypy »KyienepiHe AUarHo3 KOsl alybl.
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TyiiiH ce3aep: ChI3BIKTHIK JUCKPUMUHAHTTBIK Tajiaay, CYMBIKTBIKTHIH
CyOpeTHHAIbAbl CErMEHTAIMSCHI, ICHIeH KXHUBIHTBIFBI, XEePriikTi ['ayccTsiy
aJIJIBIH-aJIa OPHATHIIATHIH YHEPTHUSCHI.

**k*k

AHHoOTanus. B nocienHue roapl KOMIBIOTEPHBIM aHAIN3 U300paKeHUN
pa3BuBaercsa ObICTpbIMM TemmnaMu. B obmacTu MeaunuHbl ObUI BBIBEJEH Ha
HOBBIH YPOBEHb, OKa3aB OOJIBIIYIO [IOMOILb J1JIsl TUarHOCTHYECKOH cuctemsbl. Ha
CETOJHSAIIHUN JIeHb CYILECTBYET MHOKECTBO HH(OPMALMOHHBIX CHCTEM B
obractu oTamTBEMOIIOTUN M Kapauojaoruu. [lepeoBeie TEXHOIOTHH HE TOJIBKO
YCKOPSIIOT paboTy Bpaueil, HO M MOMOTal0T CBOEBPEMEHHO JHMarHOCTHPOBATH
3a0oJIeBaHNEe U Ha3HAuYaTh JieueHue. B manHON Hay4HOI cTaThe ObUT BHIOIHEH
aHaJIU3 AITOPUTMA MAIIMHHOIO OOYYEHMsI C HCHOJIb30BaHHMEM 0a3bl JAHHBIX
TOMOTpapUUECKUX M300paKEHUH KPOBEHOCHBIX COCYIOB B TJIA3HOW CHCTEME.
bbutn M3y4yeHsl MCMONIb3yeMble METOJbl Ul pacueTa HECKOJIbKUX MPUYMH B
LEJIAX BBIOOPa KOHKPETHOW MOJIEIH, a TAK)KE€ METOBI JIJIsl pacueTa ero CBOWCTB
U METOABI JJISl pacyeTa HEKOTOPbIX MPEUMYIIECTB U 3HAYMMOCTH. OCHOBHAs
Lelb 3TOr0 HCCIEIOBAaHUS COCTOUT B TOM, YTO Bpayd MOTYT HE TOJIBKO
IIPOBEPUTh TEKYIIee COCTOSHHUE Ijla3a NalMeHTa, HO U JAMarHOCTHPOBATh
orpeieieHHbIE 3a00JIeBaHus, TAKUE KaK AUa0ET M aHEMHSL.

KiaroueBble cioBa: TMHEHHBIH TMCKPUMUHAHTHBIA aHAIN3, CerMEHTalUs
CyOpeTHHaIbHOW KHUJIKOCTH, HabOp YpOBHEH, JOKajlbHas IrayccoBa SHEpPruUs
IpeBapUTENIbHON MOTOHKH.

Introduction

Linear Discriminant Analysis (LDA) are methods used in statistics,
pattern recognition and machine learning to find a linear combination of
characteristics which describes or splits two or more classes of objects. The
resulting combination may be used as a linear classifier. LDA is closely related
to Principal Component Analysis (PCA) [2] for both of them are based on linear
and matrix multiplication, transformations. In case of PCA, the transformation
is based on minimizing mean square error between original data vectors and data
vectors that can be estimated for the reduced dimensionality data vectors and the
PCA does not considers any difference in class. However, for LDA the
transformation is based on maximizing a ratio of “between-class variance” to
“within-class variance” to lower data variability in the same class and increasing
the separation between classes.
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Main part
To find out LDA, we need to aware what is the “between-class variance”
and “within-class variance”. Then we have to maximize the ratio between these
two. Assume we have a set of D-dimensional samples

X ={x1,x2,...,x”‘}, N, @

of which belong to class C1and N2 belong to class C». In our case, class C1
is fluid associated region, and class C.is outer region, respectively. For this case
we also assume the mean vector of two classes in X space:

1 i
U = N_Zieck X
k (2)
where k=1,2, and in y space:
U =——> ‘—iz 0"x' =0"u
k ™ N ieCy y - N ieCy - k
k k (3)

where k=1,2. One of the ways to define a measure of separation between
two classes is to choose the distance between the projected means, which is iny
space, so the between-class variance is:

ﬁz - ﬁl = HT(ﬁZ - ﬁl) (4)
and within-class variance for each class Cj, is:
8 = Yicc, V' — 0)* (5)

Final Fisher criterion in terms of some measure scatters as following:

.
0'S, 0 ©)

where
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Sg = (Uz _ul)(UZ _ul)T 7

Sw =Zk2ieck (Xi _ukXXi _uk)T (8)

The easiest way to maximize the object function J is to derive it and set it
to zero.

00 00

a(0) a[@Tsse]
6'530) ()

By solving above equation we get the direction of the g, which is the:

0 S, (u, —u,) (10)

Intensity inhomogeneity phenomenon presents a systematic change on
intensities of both object and background and usually manifests itself as a
smooth spatially varying function across the image [3]. A novel region based
model is proposed to segment image with intensity inhomogeneity. The model
consists of three components: linear discriminant analysis, region scalable fitting
energy and regularization term of the level set function. The local discriminant
analysis is used to classify pixels to background and foreground, while energy
functional and regularization term are used to differentiate the image differences
between the foreground and the background of an object, and iteratively evolve
the initial contours. According to above analysis, new feature space obtained by
linear discriminant analysis can be incorporated into the LBF energy functional
to assist in image segmentation. So the final energy functional can be expressed
as:

EFFO8 =3 TR, (oY) £, (0 + Y (v)-u, (x) e H, oy ey (11

where « is nonnegative constant and Y () is a new feature space obtained from
EQ.(1). « is a parameter of linear discriminant analysis (LDA) term, it used to
balance the effects of LDA term.f;(x) and u;(x) denote the intensity means for
the image I(x) and Y (x), accordingly. By combining the regularization term
and energy functional, the final fitting energy functional is given by:
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E(¢)=E™™"+ uP(g) (12)

E(¢) is minimized with respect to the functions f;(x) and y; (x), which
satisfy the following:

K oy)H ) ()
JH GO 4y

fi(x)

K e y)H @)Y (v)dy

u;(x)= IK“(X’ y)H, ((y))dy (14)

Keeping f; (x) and u; (x) fixed, E(¢) is minimized with respect to ¢, resulting
in the evolution formula of the level set function ¢:

% - —5(¢)[el —e, + Vdiv( % B T (W - div(%ﬁ (15)

e, = [, (1Y)~ 1.0 + ¥ (y)-u, (0 By i=12 19)

where 6 (¢) is the derivative of the function H(¢), div(.) denotes the
divergence operator, and e;(x) simultaneously quantifies the image difference
between foreground and background for the original image. In contour
evolution, the level set function ¢ was initially assigned to a positive constant
1 outside a region and -1 inside. o was assigned to 25 to balance the
convergence rate and computational efficiency. At and u were related by At *
u = 0.1 to satisfy the Courant Friedrichs Lewy (CFL) condition for numerical
stability [4] and they were set At = 0.1, u = 1, respectively. The parameter v
was set v = 0.007 x 255 x 255.
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Fig. 1 gives the preview of our system. Automated initialization stage
targets to find candidate fluid zone by estimating region of interest. Then level
set method with Linear Discriminant Analysis is applied to segment subretinal
fluid.

......................................................................................................................................................................................

Consecutiv:
B-scan Automated initialization
- * ; Candidate fluid Bound fluid Analyze
Bileteral Estimate the FCy B gighboring
I e R g - g I R g [l 5
Set initial
contour
Subretinal fluid segmenttion
in B-scan
Oupatraclt  fff——— Levelset |@—— LDAanalysis |df
Fig. 1 Overview of proposed method
Result

The developed linear discriminant analysis is used to construct the intensity
fitting term |y () — u; (x)|?- This causes that the proposed method has potential
for handling intensity inhomogeneity and avoiding unnecessary contour
evolution in segmentation by classifying image information to foreground and
background, respectively. To demonstrate the performance of the proposed
method, 23 longitudinal SD-OCT cube scans from 12 eyes of 12 patients
acquired with the Cirrus OCT device (Carl Zeiss Meditec, Inc., Dublin, CA)
were used in which all the subjects were diagnosed with CSCR with only NRD.
Fig. 4.2 and Fig.4.3 demonstrates the performance of proposed model to segment
NRD associated subretinal fluid. In a qualitative comparison (Fig. 4.2), the
proposed method provided a smooth boundary of the fluid region, while the
LPHC and SS-KNN method do not guarantee the smoothness of the contour.
The LPHC method suffers from a strong label propagation constraint. If the
retinal structure changes dramatically, the regions might be segmented
(delineated by the dashed yellow ellipse).The automatic layer segmentation is
not always correct, which may result in failure of layer segmentation method
results, because of NRD which affects to retinal layer structure. Our model
surpasses other state-of-art methods and generates the segmentation results
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similar to the ground truths. The results in Table 1 summarize the PPV and DSC.
Overall, the proposed method is capable to produce a higher segmentation results

without utilizing any layer segmentation results.

V
P [ma]

Fig. 2 Flowchart of processing

Table 1. To summarize the quantitative findings (mean % standard
deviation) between the segmentations and the manual gold standards
(segmentations of two individual experts).

Method Expert 1 Expert 2
S PPV DSC PPV DSC
. LPHC[ 54 6+12.3 64.3£9. 54.8+11 64.7+9
SS- 85.1+3. 90.8+2. 84.9+3
KNN [22] 90.9+3.8
" FLSCV 85.946 3 77.9+20 85.846. 78.4+1
CMF 92.042 4 92.9+1. 93.0+2. 93.3+1
[23]
- EFD 92.043.8 92.743. 93.1+4. 93.6+3
Propos 95.52+0.0 93.79+1 96.59+0 94.4+1
ed 13
Conclusion

In summary, we report a fully automatic method for the segmentation of
subretinal fluid. Our framework can handle intensity in homogeneity which can
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be seen in B-scan images. Compared with the other existing methods, the
advantage of our method as follows: firstly, this method limits the spatial extent
of the fluid region in B-scans by incorporating region of interest and thus
improves the segmentation performance. Second, the experimental results reveal
that two-stage automatic framework is robust to possible errors of automatic
layer segmentation compared with SS-KNN method. Furthermore, linear
discriminant analysis based level set segmentation can provide a smooth
boundary of the subretinal fluid.
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12K azaxckuii HAIMOHATBHBIN UCCIIEI0BATEIBCKUI TEX HUIECKUIT
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ITPEOBPA3OBAHUE BAHKA B OTKPbLITYIO ODKOCUCTEMY
API

AHHoTauusl. PaboTa mocssiieHa npeoOpazoBaHUIO OaHKa B OTKPBITYIO
skocuctemy APL. B cratee Oymer paccmarpuBarbesi (PakTOpbl BHEIPEHHS
OTKpBITON dKocuctembl APl B 0OaHKHM, CBsA3aHHBIE C 3THUM BO3MOXHOCTH W
0aHKOBCKOM OTpaciu U onuchiBatoTcs ycneurnsie API crpaterun.

KawueBble ciaoBa: Otkpeitas skocuctema APIL, dakropel BHeapeHws,
BO3MOXXHOCTH U yIpO3bl Al OAHKOBCKOW OTpaciu, ycrnemHas crparerus APL
UH(pOpMaMOHHAs 0€30IIaCHOCTb.

*k*

Anpatna. byn xymeic banktin APl ambik skoxyieciHe aifHamybiHa
apHanrad. Makamaga Oankrepnae open API skoxylieciH eHrizy ¢akropiapbl
KapacThIpbUTabl. Makanaga OaHK caiachl YUIIH MYMKIHIIKTEp MEH Kayil-
Karepiiep, connaii-ak API TaGpIcThI cTpaTerusiaapbl KapacThIpbUIaIbL.

Tyiiin ce3nep: API ambik skoxyiieci, eHrisy ¢akropiapsl, 6aHK canacel
YIIIH MYMKIHJIKTep MeH Kayintep, APl TaOGpIcThl cTpaTeruschl, aknapaTThIK
Kayimnci3/IiK.

**k*

Abstract. The work is devoted to the transformation of the Bank into an
open API ecosystem. The article discusses the factors for implementing an open
API ecosystem in banks. The article also discusses the opportunities and threats
for the banking industry and also discusses successful API strategies.

Keywords: Open API ecosystem, factors for implementation, opportunities
and threats for the banking industry, successful API strategy, information
security.

Beseoenue

«OTKpBITBIN» HENABHO CTall HOBBIM MOJHBIM CJIIOBOM B HWHIYCTPHUH
(UHAHCOBBIX YCIIYT, TO €CTh OTKPBITHIC JaHHBIC, OTKPBITBIe API, OTKpBITHIE
OaHKOBCKHE OTIEepaIlHH.
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TepMUH «OTKPBITHII» O3HAYaeT CIOCOOHOCTh KOMIAHWM MPEeAoCTaBIATh
CBOU YCIYT'M BHEIIHEMY MHpPY, C T€M YTOOBI BHEIIHHE MAapTHEPHI MM Ja)Ke
KOHKYPEHThl MOTJIM HCIIOJIb30BaTh 3TH YCIYTH JUIS TOTO, YTOOBI IMPUHECTH
JOTIONIHUTEIbHYI0 II€EHHOCTh CBOMM KJIMEHTaM. OJTa TEHJCHLMs CcTaja
BO3MOXKHOM  Ojarojapsi TEXHOJIOTHYECKOM HBOJNIOIUU  OTKPBITHIX  API
(uHTEp(ENCOB MPHUKIAAHOTO TMPOTPAMMHUPOBAHMS), KOTOPHIE  SBISIOTCS
U (POBBIMU OPTAMH, JACTAIOLUIIMH 3TY CBSI3b BO3ZMOXKHOM.

Komnanum, cBs3aHHBIE MEXAYy co0oii depe3 oTkpbiThie API, oOpasyror
HacTosAyto 3kocucteMy API, mpenmnaras ay4mmii B cBoeM pojie OnbIT padoThl
C KJIMEHTaMH, OObeOUHssI UU(POBBIE YCIYTH, IMpejaraéMble HECKOIbKUMHU
KOMIaHUSIMHU.

B TexHOoI0rnuecKoM CEKTOpeE 3Ta IBOJIIOLIUS IPOI0IIKAETCS y’KE HECKOIBKO
JeT B CEKTOpe NYyTEeHIeCTBHil, MO3BOJIAIONIEM BaM 3a0pOHUPOBATH OHJIANH
aro0yro roctuHuny. OTnuasbli npumep-ucropus ycnexa Uber [1]. Beero 3a
HECKOJIBKO JIET 3Ta KOMIaHUs MpuoOpesia ppIHOYHYIO KallUTaIH3aLUI0, KOTOPas
oomnpire, yem y BMW. D10 B TO Bpems kak Uber B OCHOBHOM OOBEAHHSIET
Heckosbko API-cepBrcoB, nmpeanaraeMpIx IpyruMu KOMIIAaHUSIMH, T. €.

- Tlo3unnoHMpoBaHUE OCYILIECTBISETCS ONEPALUOHHON CUCTEMOM
(i0S, Android);

- Pacuer mapmipyra u kaptel npenocrasisitorest MapKit u Google
Maps;

- Twilio oTnpaBisieT KJIM€HTaM TEKCTOBbIE COOOIIEHHSI B pEaIbHOM
BPEMEHUY;

- Omnata npou3BoAuTCs KomnaHueil Braintree;

- Ksuranmus ornpasnsercs uepe3 Mandrill,

- CepBucsl pazmeniatores B oonake Amazon Web Services (AWS).

OO0benuuenue stux nydmmx B cBoeM poae APIl-cepBucoB mosBomsieT
ctapranam, TakuM kak Uber, npenoctaBisiTe OTIIMYHBIA M MHHOBALIMOHHBIN
MOJIb30BATENbCKUI OINBIT B OYEHb KOPOTKHE CPOKHM, UYTO CIOCOOCTBYET
OBICTPOMY POCTY.

[Tocne aToro »TH cTapTanbl OOBIYHO MPEAOCTABISAIOT CBOM COOCTBEHHBIE
API, xoTtopsie, B CBOIO OYepeab, MHTETPUPOBAHBI B MPEIJIOKEHHE APYTUX
komnanuii. Hanpumep, API Uber Takxke unterpupoBat B npuiiokenue United
Airlines.

OTH TNpuMephl TMOKA3bIBAlOT B3aUMHBIE BBITOABl TaKOM OTKPBITON
skocucteMbl API, T. e. komMnaHus, OpUEHTHMPOBAHHAas HA KIMEHTA, MOXKET
MPEAOCTABIATh JIOMOJHUTENbHBIE YCIYTM CBOMM KIHMEHTaM, B TO BpPeMs Kak
KOMIIaHUS, MPEAOCTaBISAIONIasl YCIYTH, MOXKET MOoJIydaTh MpHObUIb OT Ooiee
HIMPOKOT0 MCHOIb30BaHusA cBOMX API. DT0 NpHUBOIUT K YBEIMUEHUIO JOXOI0B
00enx KOMITaHUH.
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[Tpumep Uber, 6e3ycaoBHO, HE SBISIETCS €AUHUYHBIM CIydaeM, HallpuMep,
UPS ycnemHo yBenuuuia CBOIO JIOJIIO pbIHKA, MHTEerpupoBaB cBou APl B
WHTEpHET-Mara3unbl, Ui eBay renepupyet yxe 60 NpoueHTOB CBOUX J10X0/I0B
yepe3 ceou API (nanpumep, API uig oTnipaBku ToBapa Ha JIMCTUHT Ha eBay).

bankoBckas oTpacib, TPAAUIIMOHHO IOBOJFHO MEIJICHHO HHTETPUPYIOIIas
HOBBIC TEXHOJIOTUH, TaKXe OyIeT HCHBITBIBATH BCE OoJblnee M OoJbllee
Bo3nelicTBue. OTKpPBITBIH  OAHKUHT  CTAHOBHUTCS HOBOW  TEHICHITUEH,
MNOJTATKWBAEMON PACTYIIMMH U MEHSIOMIMMUCS TOTPEOHOCTSIMH KIIMEHTOB,
KOHKypeHLuelH (uHTeX0B (ecThb (UHTEX-KOMIIAHUS i1 KaXKIOW YCIyrd,
npepiaraeMoii  0aHKaMu) H - PETYIATOPAMHU, TOJTAIKHBAIOIIMMH  OaHKU
OTKpBIBATh CBOU JIaHHBIE U apXUTEKTypy (Hampumep, PSD2 (Payment Service
Directive 2) aupekTHBa O IUIATEXHBIX YCIyrax), BCE €IIe MOIYHHSSACH
pacTyIIMM MpaBWiIaM 3amuThl KiueHToB (Hampumep, GDPR (General Data
Protection Regulation) eBpomeiickuii TeHEpaJbHBIA pErJaMeHT O 3alIuTe
NepcoHANbHBIX JaHHbIX). B oruere Digital Banking [2] 3a 2018 ron
pyKOBOIUTENN OAaHKOB Ha3BAJIM OTKPBITHIN OAHKUHT YE€TBEPTHIM 110 3HAYMMOCTH
tpenaom 2018 roma. B Bepcun 3Toro oryera 3a 2016 roa 3ta TeHACHITUS He ObliIa
Jlayke B MEPBOM JECATKE.

Dakmopul 6HedpeHus

bricTpoe BHenpeHHE OTKPBITHIX OAaHKOBCKHUX OIllepaluii 00yciIoBIEHO
MHOT'OYHMCIIEHHBIMU HBOJIOIMSIMU B OAHKOBCKOM OTpaciu:

— TloTpeObHOCTH KIMEHTOB PAacTyT M MEHSIOTCS: KIMEHThl TpeOyroT
MYJBTU-U KPOCC-KaHAIbHBIA OMBIT, KOTOPBIA JTOCTYIEH B PEKHUME
peanbHOro BpemeHu u 24/7. Kpome TOro, omeIT IOJKEH OBITh
OpUEHTUPOBaH Ha KJMEHTa, a HE Ha MPOAYKT-OpPUEHTHUPOBAHHBIN
MOJX0/1, KOTOPBI B HacTosIIee BpeMs MpeasaraloT OOIbIIMHCTBO
6ankxoB. Hampumep, ki1MeHThl TpeOyroT, YTOOBI OaHKU Ipejiaraiu
TaKH€ YCIYrM, KaK IIOJIHOE LEJIOCTHOE YIpaBJICHHUE JIMYHBIMU
¢uHaHCcamH (T. €. BKJItOYasi aKTUBBI U 00s13aTENIbCTBA, XPAHSILIUECST
B JpPYruX (PMHAHCOBBIX YUPESKICHMAX). DTO JaeT KIUCHTaM He
TOJIbKO BO3MOYKHOCTb YIPAaBIIATh CBOMMHU OOJDKETaMH, HO U
HEMENJIEHHO 3allyCKaTh BHYTPEHHHE W BHEIIHHME CEPBHUCHI U3
aHaJIn3a, MPOUCXOIAIIErO B 3TOM MoayJie. [Ipumepom BHyTpeHHEN
YCIYTH MOXKET ObITh HHBECTUPOBAHUE N30BITOYHBIX ICHET B LIEHHBIE
OyMmaru, B TO BpeMs Kak IPUMEPOM BHEUIHEH yCIyTu MOXKET ObITh
ABTOMATUYECKOE MPENTIOKEHUE U YIIPABICHUE MEPEKIOYEHUEM OT
KOMMYHAJIbHOM KOMIIAaHWH, KOTJa CpaBHEHHE C KOJIJIeraMu
MOKA3bIBAET, YTO KIWEHT IUIATUT CIMIIKOM MHOIO 3a CBOHU
KOMMYHAaJIbHBIE YCIIYTH.
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— Perynsatopnoe namnenue: perymaropsl (ocobenHo B EBpome) Bce
OosbllIe MOATAJIKMBAIOT OAHKM K TOMY, 4TOOBI OTKpPBITH CBOIO
apxXUTeKTypy, ¢ nomoiisio PSD2 (Payment Service Directive 2) [3]
B EBpomeiickom Coro3e M OTKpPBHITONH OaHKOBCKOW WHHUIIMATHUBBI
CMA (Competition and Market Authority) B BenukoOpuranuu. O6a
IIOCTAaHOBJIEHUs HAIPaBJIEHbl HA YCUJICHHE KOHKYpPEHIMH B chepe
(UHAHCOBBIX YCIYr (C LENbI0 NPEAOCTaBICHUS MOTPEOUTENIM
0oslee KaueCTBEHHBIX YCIYyr IpH Oojee HU3KUX 3aTparax) IyTeMm
HaBS3bIBaHUs OAHKaM IpaBa pa3periaTb TPETHUM JIMIAM HAIPSIMYIO
HoJay4yaTh MH(OpManUI O cyeTax M APYryro HHPOPMALUIO OT
6ankoB. Hammpumep, nantmatuBa Open Banking o0si3piBaeT GaHKH
NenuThcsl MHpOpMaLuel o MpoJayKTax H yciayrax (Hampumep,
[eHaMH, cOOpamMu, YCIIOBUSMHU U TIOJIOKEHUSIMU ) B HH(OpManuei o
KJIMeHTax (Hampumep, MHGOpManueil o cyere U BO3MOXKHOCTBIO
OCYIIIECTBIIATH IUIATEXKH HAMIPSAMYIO).

— HoBble TexHOJOrHMM: OBICTPbIE TEXHOJIOIMUECKHE W3MEHEHMS B
orpaciau (IoT, ananu3 OoNbIIMX JaHHBIX, aHAINTHKA KIMEHTOB B
peaIbHOM BPEMEHH, HCKYCCTBEHHBIN MHTEJUIEKT, OJIOKYEHH...)
JIeNal0T IPaKTUYECKU HEBO3MOXKHBIM U1l OaHKa MHBECTHUPOBATh (U
OBITh HA BEPIIMHE) B JIFOOYIO HOBYIO TexHOJOTHIO. [lodTomy
NapTHEPCTBO CO CHEUUAIN3UPOBAHHBIMU KOMIIAHUSMM SIBISIETCA
MOYTH HEOOXOJUMOCTHIO, YTOOBI OCTaBaThCS BIEPEIU BCEX ITUX
TEXHOJOTMYECKHUX HBoounid. KpoMme TOro, sTum mnapTHepcTBaM
JIOJIKHA CIIOCOOCTBOBATh OTKphITas apxutekrypa APL.

Boszmoorcnocmu u yepo3uvl 0151 6aHKOECKOU ompaciu

Coznanue OTKpbITHIX API-3K0ocHcTeM OTKpbIBaeT mepesn OaHKOBCKOM
OTpacJIbI0 HECKOJIBKO BO3MOYKHOCTEN, HO U CO3/1a€T 3HAYUTEIbHBIE YTPO3BI.

baHKkM, HE OTKPBHIBAIOIIME CBOIO apXUTEKTYPY U HE yYacTBYIOIIHE B 3TUX
skocuctemax API, kak oxwunaercs, morepstor Oosblie Bcero. HMHTepecHO
nporutupoBath 31ech BBVA [4] (Banco Bilbao Vizcaya Argentaria - ogHa u3
KpyImHeHmmx 6aHKoBCKuX Kommanuil B Mcnanun): «xommnanus 6e3 API-3To kak
KOMIIbIOTEp 03 MHTepHETa». B TO e BpeMs BhIr0/1bl, KOTOpBIE MOJydaT OaHKH,
YUYacTBYIOIIME B TAKUX HKOCHCTEMAaxX, Takke OyAyT CHIIBHO 3aBUCETh OT TOM
poJsi, KOTOPYIO0 OaHK OYJET UTPaTh B SKOCHCTEME.

[lpy camoM ONTUMHCTHYHOM cUeHapuu baHk Oyner UeHTpalbHBIM
UIPOKOM B 3KOCHCTEME, YIPABIAIOIIECH KIMEHTCKON NPHHAIEKHOCTBIO.
@unTexu OyayT KOHKYPHPOBATH JIPYT C APYrOM, YTOOBI MOJYYUTH JOCTYI K
KIMEHTCKOM Oa3e Oanka. B pesynpraTte OaHK CMOXET BBIOMpATh MEXKAY
pa3IMYHBIMH (PUHTEX-UTPOKAMU, BBIOMpAst TOT, KOTOPBIM IpesiaraeT JIydiine
YCIIyTU JUIsl KIIMEHTOB OaHKa, U TOT, KOTOPBIM MpeAoCTaBIsIeT JTyUIlIle YCIOBUS
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11 6aHka. B 3ToM cuieHapuu HHHOBaMKM 00X0ATCs OaHKY OYEHb JEIIEBO, T. €.
HOBBIE MTPOKM MOTYT 3KCIEPUMEHTHPOBATH C HOBBIMH IOJXOJaMH, MPUYEM
0aHKy He IpUJETCs BKJIAAbIBaTh ACHBIM B 3TH UCIIBITAHHUS.

C npyroil CTOPOHBI, BIOJHE BO3MOXHO, YTO (UHTEX-KOMIAHUH (WM,
BO3MOXHO, OJUH M3 TexHonoruyeckux ruranroB Gafa, nampumep Google,
Apple, Facebook mmm Amazon) OyayT JuaupoBaTh B dKOcHcTeMe. B sTom
crieHapuu (UHTEX-KOMIAHUs OyJeT MoJydaTh OOJIBIIYI0 YacTh NMPUOBLIA U
YIPaBJIATH OTHOIIEHUSIMHM C KJIMEHTaMH, B TO BpeMsl Kak OaHKaM MPHUAETCS
KOHKYPHPOBATh JAPYT € IPYyroM, 4ToObl Ipeiarate 0a3oBble (HEBUAUMBIE IS
KJIMEeHTa) 0aHKOBCKHME YCIYT'M W MPOIYKTHL. B sTOoM crieHapuu OGaHku OymyT
CBEJIEHBI K POJIM HEBUIUMBIX ITOCTABLIMKOB ChIPHEBBIX YCIYT.

CropoHa, yrpapisionias OTHOMICHUSIMH C KIIMEHTaMH, HE TOJBKO MOJTYYHT
00JIBIIYIO YacTh MPUOBUIN, HO U MOIYYUT JIOCTYII K JAHHBIM KJIMEHTA, KOTOpPbIE
MOTYT OBITh HCHOJB30BAHBI JUIS TOHKOW HACTPOWKH W TEPCOHAIM3ALUU
KJIMEHTCKOT'O ONbITa U YBEIMUYEHHS BO3MOKHOCTEH KpOoCC-IIPOIaxK.

TpynHO Tpeackas3arh, KaKyro «pojiby» OaHKH OyIyT UTPaTh B 3THX OYIyIINX
9KOCHUCTEMAaxX, HO Onmxaiiiue rogsl OyayT UMETh pellaroliee 3HaYeHHUe s
TOTO, 4YTOOBI OaHKM 3aHAJIM JIOMUHUDPYIOIIEE TOJIOKEHUE. Y OaHKOB,
0€3yClIOBHO, €CTh MHOI'O IPEUMYILIECTB, TaKUX Kak Ooyiee MHIMPOKOE
NPEUIOKEHUE YCIYT, JONOJHHUTENIBHOE W YIYYIICHHOE pacmpeseneHue |
YCUJIEHHOE CMSTYEHHE PUCKOB.

[Tpu cpaBHEeHUU OAHKOB C PUHTEXaMU CEroAHs 00a UMEIOT KOHKYPEHTHBIE
npeumyuiectsa. [lapTusi, KOTOpast CMOKET HaWITy4IIMM 00pa3oM HUCIOIb30BaTh
CBOM MPEUMYIIECTBA U YIIYUIIUTh CBOM HEJOCTATKH, BEIUTPAET ATY «TOHKY» 3a
TO, 4TOOBI CTaTh JOMUHHUPYIOLIUM aKTOPOM B HKOCHUCTEMAX:

- IIpeumymecTBa OaHKa;

- Hapexwusle Openbl;

- bonpmas kinenTckas 6a3a,

- Pa3zHOOOpa3Hble NPOAYKTHI U YCIYTH,

- VHUKaJbHBIN ONBIT pabOThl B 0aHKOBCKOM cdepe;

- banku o0nagaroT yHUKaIbHBIMU 3HAHUSMU O KJIMEHTE;

- Joctyn k 6onbiiomy o0beMy KanuTana;

- MHorokaHaJbHBIA OIBIT,

- banku umerot BCro HE0OXOUMYIO0 HHDPACTPYKTYPY IS

00paboTKH, KIMPUHTA U PACUETOB IJIaTeXel, IEHHbIX Oymar;

—  Henocratku u npoGiemMsl 6aHKa:
- JUTMHHBIE W JOPOTOCTOSIIME ILHKIBI W3MEHEHHH: caMoe OOoJbIIoe
NpPEensATCTBUE JJIs1 OaHKOB, YTOOBI KOHKYpUpPOBaTh C (PUHTEXaMH, BEPOSTHO,
3aKJIF0YAeTCsl B UX HECIIOCOOHOCTH ObICTpO U 3¢ (deKTUBHO pa3BuBaTh cBou UT-
NpUIOKEHUs. B OCHOBHOM 3TO POMCXOIUT MO JBYM MPUYHUHAM:
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1. VYHacnenoBaHHBIE CHCTEMBbI: OOJBIIMHCTBO OAHKOBCKUX YCIIYT
ObUIM TIOCTPOEHBI TOBEPX YHACIEJOBAHHBIX CHUCTEM, KOTOPBIE
ObUIM TOCTPOEHBbI JIECATUIIETHS] Ha3all M HE aJalTUPOBAHbI K
COBpPEMEHHBIM IU(PPOBHIM TpeGoBanusM. [lepexoa kK OTKpeITOMY
0aHKy, IPENOCTABISAIOIIEMY MIPUBJIEKATEIbHbBIE u
WHHOBAIMOHHBIE API-cepBHUCHI, CO31acT OTPOMHYIO MPOoOIEMy
TpaHcopMalu, KoTopas noTpedyeT 3HaUUTEIHbHOI0 BPEMEHHU U
JICHET.
2. baHkoBcKkas KynbTypa: u3-3a ux pgoiroi ucropuu HT, ux
CIIOKHOM apXUTEKTypbl MPUIOKEHUM U MNPUCYIIEH UM
CKJIOHHOCTH K PHUCKY OaHKH UMEIOT KYIbTYpPy MEIJIEHHBIX, HO
YCTOMYMBBIX HM3MEHEHHH. DTO HaXOJUT CBOE OTpPaXCHUE B
KPYIHBIX U CIIOKHBIX PEIN3ax OJUH WU JBa pa3a B IO/, LIUPOKO
pacIpoCTpaHEHHOM HCI0JIb30BAHUN TpaJULIUOHHBIX
METOJI0JIOTUl pa3paboTku u ToM dakre, uro UT noapaznenenue
9acTO BCE €IIe PacCMaTpUBACTCA KaK HEMPOQWIBHBIA LEHTP
3aTpaT, UMEIOIIUI MaJlo MOJTHOMOYMN Ha MPUHATHE PEHICHUIH (T.
e. OaHKM He CAeNald Tepexol K MPEeBpaIlCHUI0 B
«TEXHOJIOTUYECKYIO KOMITAHUIOY).
He3aBucumo ot TOro, kakyrw poijib 0aHK OyaeT uUrpaTb B 3KOCHCTEME,
KJIMEHT, 0€3yCIIOBHO, MOJYYUT HAaUOOJIBIIYIO BBITOY OT 3TOM 3BOJIIOLUU:
— IloBbllleHHAsT KOHKYPEHLMs, BeAyllas K CHIDKEHUIO LIEH U
VIIYUIICHUIO YPOBHSI OOCITYKUBaHUS
— bonpmas mpo3padyHoCTh, T. €. OyJEeT Jierye CpaBHUBATH PAa3TMYHbBIE
(uHAHCOBBIE MPOAYKTHI U YCIYrH. DTOMY OyayT CIIOCOOCTBOBATH
Be0-CaliThl, KOTOpPbIE MTO3BOJISIIOT HANPSMYIO CPaBHUBATh LIeHHI (cft.
Booking.com 1o 11eHaM TOCTHHHULL).
— HoBele ¢opmbl pacnpocTpaHeHUs, T. €. KIHEHT CMOXeT
UHHUIMMPOBATh (PMHAHCOBBIE YCIYTH M TPOAYKTHI C BeO-caiiToB
JIpYT'UX KOMIIAaHUM B JAPYTUX CEKTopax (Hampumep, pPO3HHUYHBIX
ToproBueB). KiMeHT Takke CMOXeT 3amyckaTb He(pUHAHCOBBIE
yciyru ¢ caiita banka.
Yenewmnasa cmpameaus APl
Pemaromiee 3nauenue nns ycnemHoil crpatrerun APl umeer moHumanue
TOr0, 4To OTKPBITEIA API-3TO Takke xkomMmepueckuil OM3HEC-TIPOAYKT, a HE
IPOCTO TeXHUUYeCKuil nutepgeiic. Takum 0O6pazoM, KOHBepTalMs OAaHKOBCKUX
yciyr B oTKpbIThie API nomkna 66Tk HE TpocTo TexHndeckum U T-mpoextom, a
OpPUEHTHPOBAThCSI Ha OM3HEC. DTO O3HAYaeT, YTO OaHKU JOJDKHBI HAaHUMATb
MeHeIKepoB 1o npoaykram API Ha ctopoHe 6u3Heca.

VYcnemnssiit oTkpbIThIi AP 10mKeH 1o3BOIATh:
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— Co3manye HOBBIX IIOTOKOB JOXOAOB, T. €. MoHeTm3amus APIL
B03MOKHBI pa3M4HbIe MOJEIM MOHETU3AIUY:

- Koneunsle mnonp3oBaTeny, OIJIAYMBAIOIINE TPaH3aKLUOHHBIC
cOOpBI 32 UCIIOJIL30BAHUE PEIICHMUS,;

- IlapTHepsl u/nu pa3paboT4YHKH, WINERERIOIGE
YCIIYTH/UCII0JIb30BAHUE JJAHHBIX;

- IlaptHeps! n 6aHKH, 3aKITIOYAIONINE COTJIAIIEHHUE O COBMECTHOM
MCIIOJIb30BAHNH JI0X0I0B, TAKHE KaK peKiama ¢ OIIaTON 3a KIIMK
(T.e. BBIXOJ W3 TPaJUIMOHHBIX COIJIAIIEHUH O JIMLIEH3MOHHO
OTUIaTE 3a MPOAYKT/YCIyTY);

— VYiydiieHHe KadyecTBO OOCTY)XUBaHUS U  YIOBJIETBOPEHHOCTh
KIIMEHTOB, T.¢. APl 1omkHbI ObITH pa3paboTaHbl 715 KIUEHTOB, T. €.
IPEIOCTABIIATh KJIIMEHTY LIEHHYIO YCIYTY, a HE TOJBKO MPOIYKTHI U
HeoOpaboTaHHbIE JaHHBIE (HAIpPUMEpP, UCTOPUIO TPAH3AKIHHA CO
cdyera). OTO MOXKET OBbITh JOCTHUTHYTO IIyTeM oOoraiieHus
HEoOpabOTaHHBIX JTAHHBIX (Harpumep, no0aBjeHue
KIacCU(pUKAUKM K UCTOPUHM TpPaH3aKIUi cYeTa) WM IyTeM
N00aBIICHUS TOTIOIHUTENBFHBIX YCIYT Ha OCHOBE HEOOpaOOTaHHBIX
JMaHHBIX (HampuMmep, TMpeaocTaBlIeHHEe cOeperaTesibHOro WU
WHBECTUIIMOHHOTO TMPEJIOKEHUSI Ha OCHOBE HEO0OpaOOTaHHBIX
JTAHHBIX UCTOPUU TPaH3aKIH).

— Ilonmyuenue Oonbimero obbeMa JaHHBIX: cOop  OouiblIero
KOJIMYECTBA JAHHBIX O KIIMEHTAaX, YTO MO3BOJISAET NOJYUUTH JTYUITYIO
MH(OPMALIMIO O KIIMEHTaX, KOTOpasi, B CBOIO 0YEepPE/b, MOKET ObITh
MCIIOJIb30BaHa JUIsl OBBILIEHMSI JOXOJ0B (HAlpuMeEp, Yepes3 Kpocc-
OpOJaXu) M OOCITY)KMBaHUS KIMEHTOB U YAOBIETBOPEHHUS HX
noTpeOHOCTEH.

Kpome Ttoro, ycnemmnast crpaterus APl nomxHa ObITh HampaBieHa He
tonbko Ha ucxomsaume API, to ects Ha API, npenocraBisiemble koMnaHuen
¢uHaHCcOBBIX ycuyr. Kommanuu, npeocTaBistonive (UHAHCOBBIE YCIYTH,
TaK)Ke JOJDKHBI UMETh CTpaTeruto ucnonb3zoBaHus APl ot npyrux xomnanwuii
(Hanmpumep, (PUHTEX-KOMIMaHUI). DTO TO3BOJSET OBICTPO CO3/1aBaTh HOBBIE
CEpBHCHI, OMHPAsACh B JAJbHEWIIEM Ha (QYHKIMOHAI, MPEAOCTaBIseMbIi
KOMIIaHUSAMU-TIAPTHEPAMH.

3axnouenue

baHku HOJDKHBI yKe celyac MEPENTH K ajanTaluuyd CBOEW BHYTPEHHEN
ApXUTEKTYphl, YTOOBI MPENIOCTaBUTh YETKO OIpEAENeHHbIE M XOPOUIO
JOKYMEHTHPOBAaHHbIE YCIYTH BHEUIHEMY Mupy. Bmecro Toro, utoObl aenatb
TOJIKO TOJIBIH MUHUMYM (T.€. IUIaT€XU U MH(GOPMALIMIO O cYeTe), TpeOyeMblii

peryistopamu (T.e. PSD2) [4], 6aHKH T0JKHBI YK€ HauaTh OTKPBIBATH U JPYTUe
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CBOHU MPOJYKTHI M yCIYTH (T.€. IIeHHble OyMaru, KpeauThl, CTpaXoBaHUE U Jp.)
[5]. OTa cTparerus mpenocTaBleHUs NPOAYKTOB U yciayr B kauectBe API He
TOJIbKO IO3BOJUT OM3HECy OaHKa HCCIe0BaThb HOBBIE BO3MOYKHOCTH, HO U
noaronkHer MT-opraHmszanuu K peCTpyKTypH3aUud, IO3BOJISIL UM
9BOJIIOLIMOHUPOBaTh B Oojee TIMOKYyH, OPHUEHTHPOBAHHYIO Ha KJIMEHTa
OpraHHU3aLuIo.

CnucoK HCIO0JIb30BAHHOM JIMTEPATYPHI:

1 Uber. URL: https://developer.uber.com/.

2  Abrosimova, K. 5 Reasons to Integrate Uber API. URL:
https://yalantis.com/blog/5-reasons-think-uber-api-integration-app/.
Digital Banking. URL: https://www.digitalbankingreport.com/.
Open Bank Project PSD2 Suite. URL:
https://www.openbankproject.com/psd2.

5 BBVA. URL.: https://www.bbva.com.
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ANALYSIS OF QUANTUM CRYPTOGRAPHY AND TECHNOLOGIES
IN INDUSTRIES

Abstract. In today’s connected world it’s crucial to make sure
telecommunication is not a risk. Eavesdroppers will always find a way to attack
and harm big companies systems or governmental databases. It’s very important
to find the best possible way to keep our services safe. Quantum cryptography
is one the best way since it’s based on rules of quantum physics. In this paper
we are going to analyse the best solutions, protocols and different aspects of
encryption. Real life implementations by different IT companies and investors
will also be included in this paper. Weakness and pros always exist in every
system and it’s impossible to indicate the system we are proposing is not
breakable but it’s going to be the best possible solution for now. Why? It’s going
to be discussed in later sections.

Keywords: Index Terms—Quantum technologies, Qubit, Quantum
gates, Transmission, Quantum cryptography.

**k*

Anparna. Kazipri 3amaHayu onemje TeIeKOMMYHUKALUSHBIH KayliITi
eMec eKeHJIriHe Ke3 JKeTKi3y kepek. Karenep opiaiibiM KOMOaHMSHBIH ipi
JKyienepiHe HeMece MEMJICKETTIK JIepeKKopiapra Ma0ybUl jKacayJblH KOHE
OynaipymiH KonblH Tabanbl. bBi3miH  KbI3METTEpiMi3AiH — Kayilci3Airin
KaMTaMachl3 ETYMIH JKaKChl oJiciH Ta0y eoTe MaHbBAb. KBaHTTHIK
Kpuntorpadust - Oy Kakchl 9MicTepiH Oipi, ©UTKEHI 07 KBaHTTHIK (PH3UKa
epexxenepine HerizgenreH. byn wmakamama 613 €H THIMAI IIETIMAEP,
XarTamanapsl KoHe MHQpIayAblH 9pPTYpJi acHeKTUIepiH TangaiMbi3. by
Makaiazaa ap Typii [T komnanusiapsl MEH HHBECTOPJIAPABIH HAKThI €HT13yJIepi
Kocbutazpl. KeMIIinikrep MeH aTpbIKIIBUIBIKTAphl 9p KYHeae opKailaH Oap
’oHe 013 YCHIHBII OThIPFaH KYHEeHIH OY3bUIMAUTHIH/IBIFBIH KOPCETY eMec, Oipak
Ka3ipri yakpITTa OyJ1 €H »akchl menrim 6onbin Tabbiiansl. Here? by keneci
OemiMaep/e TalKbUIaHAIbI.

TyiiiH ce3aep: KBaHTTHIK TEXHOJIOTHsUIAP, KYyOUT, KBAHTTHIK Kakmaiap,
Oepisic, KBAaHTTBIK KpUIITOrpadusi.
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AHHOTanus. B COBpeMEHHOM COEIMHEHHOM MHUpPE Ba)KHO YOEIUTHCA,
YTO TEJIEKOMMYHUKALIMM HE NPEICTaBISIIOT omacHocTH. lloncnymmBaromiue
BCerja HaWAyT cHoco® aTrakoBaTh M HAHOCHTH Bpel CHCTeMaM OOJBIIMX
KOMIIAHUM WM TPaBUTEIHCTBCHHBIM 0Oa3aM JnaHHBIX. OYeHb BaXKHO HAUTH
HAWIy4IIUud crnoco® obecrneunTs 0€30MacHOCTh HamMx ycayr. KBantoBas
Kpunrorpadus - OAMH M3 JIYYIIMX CHOCOOOB, TOCKOJIBKY OHAa OCHOBaHa Ha
mpaBwiiax KBaHTOBOWM  ¢u3uku. B 93T0if  cratbe MBI cobupaemcs
[IPOAHAIU3UPOBATh JIYYIINE PELIEHUS, INPOTOKOJbl M PA3JIUYHBIE aCIEKThI
mmmdpoBanus. Peanbublie peanusanuu paznuunbix U T-koMmnanuii 1 ”HBECTOPOB
Tak)ke OyyT BKJIIOUEHBI B 3Ty cTaThi0. C1a00CTh U IJTIOCHI BCET/1a CYIIECTBYIOT
B KaXJI0# cCUCTeMe, 1 HEBO3MOXKHO yKa3aTh, YTO MpejiaracMasi HaMu cucTeMa
HE MOJJAETCsl pa3pylIEHUI0, HO Ha JAHHBII MOMEHT 3TO OyAeT Hauiyuulee
BO3MOXkHOe pemieHue. [louemy? OT10 Oyaer oOcykaaTbCsi B CIEIYIOLIMX
pazzenax.

KiioueBble c10Ba: KBAaHTOBBIE TEXHOJOTUH, KYOUT, KBAaHTOBBIE BpaTa,
nepeaaya, KBaHTOBasE KpUITOTpagusl.

Introduction

Keeping the data and information safe is the most important thing and
with the development of technology breaking any security systems or accessing
any secure systems were becoming easier. Everyone was looking for something
new in order to stop hackers or eavesdroppers. Quantum physics was the only
hope and researchers thought of using quantum physics which seems they have
made the right decision by applying the quantum rules on quantum
cryptography. European union and big companies like IBM [1], Ali Baba [2] and
Microsoft [3] announced their interest and that they are willing to invest and
build a secure communication system based on this technology which is known
as SECOQC [4] or secure communication based on quantum cryptography. Of
course, Quantum computers and quantum algorithms also received a lot of
interest in the past. Quantum mechanics [5] is the reason behind the technology
that we are using today. It’s mainly because it has the ability to do some tasks
better and faster than classical cryptography.

Limitations of modern cryptography

As we know cryptography is the process of exchanging information in
the presence of a third party called adversaries). Or in simple words it’s about
constructing and analyzing protocols that block adversaries. Since World War 1,
the methods used to carry out cryptology[6] have become an interest for many
big IT companies because everyone noticed that using computers are very
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helpful but not secure if there’s no way to keep the data secured. It protects your
identity, transactions, and prevents your competition from accessing and reading
your confidential documents. Although it’s very important now but in the future
it will become more and more vital. Eavesdroppers will always find a way to
harm a system and they don’t need many vulnerabilities, one is enough for them
to turn down the whole system. Today’s security systems might be safe but not
forever. Once your application is being used widely it will become a target for
criminals. No matter how great your application or a system is, it measures by
its security system in the market. It’s impossible to guarantee 100 percent
security. But it’s possible to work toward 100 percent. Since calculations are
relatively slow in public key cryptography, they exchange keys instead of
encrypting the data. RSA and Diffie Hellman [7] are used widely to distribute
symmetric keys between users. However, as we already know that asymmetric
encryption is a lot slower than symmetric, that’s why the best possible way is to
use the advantage of the speed of a public key system in order to exchange
symmetric key. RSA and Diffie-Hellman are not based on concrete mathematical
proofs that’s why encryption algorithms could be defeated soon or later. It's true
that the current Cryptosystems may be good but in future it might not provide
enough confidentiality with advancements in technology and computer systems.
In the past DES [8] with 56 bit keys was secure enough but nowadays it’s not
considered to be secure enough since the advancement in technology has proven
it wrong. Or also we could say quantum computing could break the RSA with
the matter of time. It’s impossible to say that today’s cryptosystem [9] is not
hackable but we can say for sure that it’s possible to break any cryptosystem
with the manner of time. Or a theory could be developed in the future that proves
that cryptosystems are vulnerable. If it became true that means that large
organizations, governments and other affected institutions should spend a lot of
money to create and deploy a new cryptography system as fast as possible.

Quantum cryptography in theory

Quantum encryption [10] has two pillars, one is the Heisenberg
Uncertainty principle [11] and the second one is principle of photon polarization
[12]. Heisenberg claims that it’s impossible to measure the quantum state of any
system without distributing it. On the other hand photon polarization of light
particles can only be known when it's measured. It plays an important role to
stop the eavesdroppers from attacking. Secondly, principles of polarization
explain how light photons can be oriented in specific directions. In other words
a photon filter can detect only a polarized photon with a correct polarization or
it will be destroyed. This is the reason why quantum cryptography is a better
option for ensuring the privacy of our data and stopping attackers. In 1984
Charles Bennet and Gilles Brassard [13] developed the concept of quantum
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cryptography. Depending on the amount of photons reaching to a receiver it’s
possible to create an encryption key which corresponds to the fact that light can
behave with the characteristics of particles in addition to light waves photons
can be polarized at various orientations and Zeros and ones represent the bits
that can be used by orientations. The foundation of quantum cryptography is
polarized photons that serve as the important principles of quantum key
distribution. Although the strength of the modern (digital) cryptography depends
on factoring large numbers but quantum cryptography completely depends on
physics rules and is also not dependent on the processing power of current
computing system That’s quantum cryptography has the answer to the problems
that current cryptography suffers from. And being worried about the computing
power of eavesdroppers or a theory that has the ability to quickly solve the large
integer factorization problem is no longer required.

Quantum key distribution example

In this section we are going to provide an example of how Quantum
cryptography distributes keys [14] securely. It includes a sender, receiver and a
malicious eavesdropper which is called in order Alice, Bob and Eve. Alice sends
a message to Bob using a photon gun . This gun will send a stream of photons in
an opposing direction which is randomly chosen in one of four polarization that
could be vertical, horizontal or diagonal. Bob will randomly choose a filter for
each photon and use a photon receiver to measure the polarization which is either
diagonal (45 or 135) and rectilinear (0 or 90) and keeps a log of correct
measurement that has been selected by Alice and the incorrectly measured will
be discarded while the correct ones are translated into bits on their polarization.
They will be used to send encrypted information. The important thing about this
key is that both parties neither sender or receiver can’t determine in advance
what the key will be. The reason behind that is because it is the product of their
random choices. Let’s suppose even if an attacker defeats the quantum key
distribution she must also randomly select either a diagonal or a rectilinear filter
to measure Alice’s photon correctly. It’s true that Eve will have an equal chance
of selecting the right or wrong filter but he won’t be able to confirm with Alice
the type of filter he used. Which means that Eve can’t interpret the final key or
the photon that forms the final key and can’t do anything. First of all, according
to the Heisenberg Uncertainty principle photons will be destroyed once they are
measured and will no longer exist. That’s why they can not be duplicated.
Secondly, in order to know the length of the one time path since it corresponds
to the length of the message, sender and receiver must calculate the amount of
photons which is required to form the encryption key.
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Fig. 1. Quantum key distribution example

Bob should receive about 25 percent of transmitted photons if not he can
be certain that there’s something wrong. The fact is that a photon will no longer
exist to be detected by Bob. Even if an eavesdropper tries to create a photon and
pass it to Bob, she must be lucky to randomly choose its orientation correctly too
since the chances of not being correct is 50 percent is enough to reveal her
presence.
1 - Alice sends a random sequence of photons polarized horizontal, vertical, right
circular And left circular;
2 - Bob measures the photons polarization in a random sequence of bases,
rectilinear (+) and circular;
3 - result of Bob’s measurement (some photons may not be received at all);
4 - Bob tells Alice which bases he used for each photon he received;
5 - Alice tells him which bases were correct;
6 - Alice and Bob keep data only from these correctly measured photons
discarding all the rest;
7 - This data is interpreted as a binary sequence according to the coding scheme
==0and==1.
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Fig. 2. Basic quantum key distribution protocols signs.

Confidentiality of keys

It is possible that Diffie-Hellman may perhaps be broken in the future by
eavesdropping. Beside this classic secret system has suffered from different
problems due to the insider threats or some other problems. Also public key
suffers from ongoing uncertainty and mathematically its intractable and its
widely used as internet security architecture nowadays. Since QKD [15] is
capable of providing automatic distribution of keys that may offer more security,
we can assume it as properly embedded techniques and overall secure system.

QKD protocols implementation

Many aspects of QKD protocols [16] are unusual both in motivation and
implementation and it might be an interest in communication protocols for
specialists. Because quantum cryptography contains specialized protocols which
are called as QKD protocols.

Public communication
with QKD peer ﬁ——fﬂ‘* Authenticated bits

‘ Authentication ‘

ﬁ Distilled bits
Privacy
amplification .
ﬁ Error corrected bits
S

‘ Error correction ‘

r ———— Sifted bits

‘ sifting ‘ Raw Qframes
ﬁa—f—f—fﬁ symbols

‘ Physical interface ‘

Fig. 3. QKD protocol implementation.
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The protocols that we are talking about here are running in C language
which is designed by DARPA that makes plugging new protocols easier and it’s
also possible that they invent and practice new QKD protocols in coming years.
These protocols are more like pipeline stages and could be examples as sub
layers.

Quantum solution and tools in industries

Nowadays , it’s almost impossible to imagine a company or a big
organization without using IT facilities. Banking systems, nuclear power plants,
aircrafts, satellites and space crafts, all of them are being controlled and
measured by their security level. Availability, integrity and confidentiality are
the main factors in development secure telecommunication systems.
Cryptographic systems are the best way to ensure they are working effectively.
This is a great system but there’s a problem which is Key distribution, but it can
be solved with the help of SECOQC. After analysing different papers it seems
that QKD could be an alternative solution for key distribution problems.
Quantum key distribution protocols are used to generate keys and distribute them
between two parties using quantum and classical channels. The first protocol
was proposed by Bennett and Brassard from IBM and Montreal university in
1984 using single qubit with polarization states. (0, 45, 90, 135) are the four
polarization states of photons.

Authentication

Authentication job is to guard Alice and Bob against attacks like “man
in the middle attacks”. It helps to make sure that Alice is communicating with
Bob not eavesdroppers and vice versa. Since eavesdroppers may get into the
conversation between Bob and Alice at any stage that’s why it’s recommended
to perform authentication on an ongoing basis for all key management traffic.
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Types of
cryptography

Description

Advantages

Limitations

Modern cryptography
(DES (Tuchman,
1997), IDES

(Dang and Chau,

Algorithms operate
on strong
mathematical
concepts that make

Non-dependency on
the medium colossal
communication range
multiple platforms

Absolutely
impractical because
of the inherent
properties of image

2000), AES (Zeghid  them computationally ~ for implementation. such as bulk data
etal., 1996), RSA efficient for very high security. capacity, strong
(Cormen et al., protection and correlation among
2001). secrecy of highly adjacent pixels and
sensitive. high redundancy.
Quantum Makes use of the The QKD would be Weak properties of
cryptography or secret key whose unconditionally coherent pulses and
quantum key randomness and secure even with the  the detectors used it
distribution (QKD) secrecy are assured endurance of the implementation

based on the quantum computer of QKD (Valerio an

Heisenberg and with the users Christian, 2014).
uncertainty principle  can perform QKD
of physics. without quantum

Fig. 4. QKD comparison.

Based on hash functions introduced by Wegman and Carter [17] the
solution to the authentication problem and discussed a solution. To solve the
authentication problem Alice and Bob should already share a secret key in order
to use a hash function from the family and generate an authentication between
them. With the use of hashing the chances of accessing or eavesdropping
between two parties is really low no matter how high the system computational
power is. There are many more details including symmetric authentication which
limits the opportunities for attackers and the main point is that the bits of a secret
key can not be used on a different data once it’s used. We also need to mention
that authenticating QKD protocols is not the only thing we should care about.
Authenticating VPN traffic is also as important as QKD protocols and we must
apply the techniques to control the traffic of data. After drawing the circuit
shown in figure and applying CNOT and Hadamard gate we got two results. The
figure 5 shows the result of running our model on a simulator and the figure 4
shows the result on a real quantum device.
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Fig. 5. Result of running a model on a simulator.

Below is the result of Aer’s Qasm simulation on a classical device and on a real
quantum device on IBM Q Experience. The full source code is on my GitHub’s
[18] account.
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Fig. 6. Result of running a model on a real quantum device.
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Fig. 7. Result of running a model on a simulator.

Discussion and conclusion

DARPA [19] is one of the biggest leading companies in quantum
products and devices and has started to build QKD links woven into an QKD
network that connects its endpoints via routers. But in some cases when the given
point to point QKD link fails, example fiber cut or too much noise it uses another
link instead. This quantum network can be engineered even when it's under the
denial of service attack or Dos attack. DARPA quantum network is aiming to
reach a great deal of active research to solve the geographic reach problem. And
if they achieved these practical devices these problems may not exist anymore
and it will be a new step towards a quantum revolution. One of the proposed
solutions could be chaining the quantum cryptography links in different stations
or it’s also possible to transfer through orbiting satellites which here satellite act
as bridge or intermediary station. Researchers are still working on this area to
send quantum keys to satellites and vice versa to another station securely which
is under supervision of giant technology companies and governments like US
and European countries. Its true that there’s been a huge progress in quantum
cryptography in the last decades But still there’s a lot of questions remained not
answered that’s why it's not the correct time to deploy and use quantum
cryptography as key distribution system for governments or business
Developing new devices with capability of higher qualities and to be able to
transfer to longer destinations are part of the not answered questions or
challenges. However, advancement of processing powers in computer systems
will remain as a threat for cryptography systems and it could be an influence in
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development of quantum cryptography. There’s been a huge interest in investing
big amounts in quantum cryptography technologies. Because it’s not because it
has the potential to make a valuable contribution in security of businesses and
ecommerce but it could open a new door and take us to a new world of science.
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RFID TECHNOLOGY AS A PART OF MONITORING SYSTEMS

Abstract. The Internet of Things (IoT) technologies are getting more
popular and being implemented as a solution for many relevant problems in
information technology purposing low-costed, secure, and controlled remotely
systems. Radio Frequency Identification (RFID) system is used as a type of 10T
technology, which has three basic parts: tags, reader and system that manages
tag identification (ID) number and its real time location. RFID systems are used
in financial institutions, healthcare industry, mobile phones, cars, supply chain
management, smart retails, smart house, object localization, security systems
and various types of applications for positioning, managing people, assets, and
inventory. This paper discusses performances of RFID technologies that use
passive tags. Role of RFID technologies in monitoring systems and system
architecture are reviewed and compared. Significance of RFID technologies and
challenges are also considered for future works.

Keywords: RFID, internet of things, passive tag, monitoring system.

**k*

Angarma. 3atrapabiH MuTepHer texHonorusuiapbl (10T) Herypiibim
TaHbIMal OOJIBITI, a3 IWIBIFBIHJIBI, Kayilci3 j>kKoHe OacKapbUIaThIH KAIlIbIKTaH
KyhenepMeH OallaHBICTBI aKHapaTTHIK TEXHOJOTHSUIAP]IBIH KONTETreH ©3€KTi
MoceJiesiepiH 1ieny peTinae enrisuieni. Paanoxuinikri Coiikectenaipy XKyiteci
(RFID) ym merisri OemikreH TypaThiH 0T TEXHOJOTHACHIHBIH TYpi peTiHIE
naiianaHblIabl. TEITEP, OKY KYpajibl )KOHE TErTepAl COUKECTeHIPY HOMIPiH
(ID) »xoHe OHBIH HaKTHI yaKbITTaFrbl OpHBIH OackaparbiH xyhe. RFID xyiieci
Kap>Kbl  MEKEMeINIepiHJe, [CeHCAayJbIK CaKTay HWHAYCTPHSACHIHAA,  YSUIIBI
TesnedoH1apaa, aBTOMOOUIIBAEP/IE, JKETKI3Y Ti30eKTepiH OacKapyia, «aKblUIabI»
Oemmek cayma IyKEHIEpiHAE, «aKbULABl Yii», OOBEKTUIepl OKIIaysayna,
Kayilci3ik JKyilenepiMeH »oHE J>KalFacThIpy, ajaMIapibl, aKTUBTEp MeEH
Kopiapael  Oackapy  YIIIH — KOCBIMINAJIAPABIH ~ OPTYpJi  yATUIEpiMEH
naiimananeinaael. byn makanmana maccuBTi Oenrinepai madpgamaHateiH RFID
TEXHOJIOTHSCBIHBIH cUMarTaManapbl TalkbUiaHaabl. RFID TexHOIOTHsACHIHBIH
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MOHUTOPUHT  JKYHENEpIHJETrl JKOHE IKYHENIK apXHTEKTypajarbl  peli
KapacThIPbUIAIbI XKoHE CANBICTRIPhLIaAbl. RFID TeXHONOTHICHIHBIH MOHI MEH
Maoceliesnepi 0oJamiak >KyMbIcTap YIIiH J1e KapacThIPbUIaIbI.
Tyiiin ce3nep: RFID, unrepuer 3atTap, naccubTti TaHOA, MOHUTOPUHT
Kyieci.
**k*k

Annoramusi. Texnonoruun Hurepnera Bemeir (l0T) craHoBsiTCS BCe
0oJiee MOMyISPHBIMU U BHEJPSIOTCS B KAYECTBE PEIICHUSI MHOTHX aKTyallbHBIX
npoOiieM HHQPOPMAIIMOHHBIX TEXHOJOTUH, CBA3AHHBIX C HHU3KO3aTPAaTHBIMU,
0€30MacHBIMH W YIPaBIIEMBIMH  yAaJeHHbBIMH cucTeMamu. Cucrema
panuouactotHoi uaeHtupukauuu (RFID) ucnonb3yercs B KauecTBE THIA
texHomorun |0T, KoTopas COCTOMT W3 TpEeX OCHOBHBIX YacTEH: TEroB,
CUMTBHIBATEISA U CUCTEMBI, KOTOpas YIPaBIIIeT HOMEPOM UJICHTU(UKALIUN TETOB
(ID) u ero wmecrononoxkeHneM B peaibHoM BpemeHu. Cucrembl RFID
UCIIONB3YIOTCS B (DMHAHCOBBIX YUPEKICHUSX, HHIYCTPUU 3PABOOXPAHEHHUS,
MOOWJIBHBIX Tele()OHAX, aBTOMOOWISAX, YIMPABICHHH IIETIOYKAMHU ITOCTABOK,
«YMHBIMH» PO3HUYHBIMH Mara3uHaMmH, <«yMHBIM JOMOMY», JOKalu3aluen
00BEKTOB, CHCTEMaMH OE€30MaCHOCTH U PA3JIMYHBIMHA TUIIAMH TTPUIIOKESHUN IS
MO3UI[MOHUPOBAHUS, YIPABICHUS JIOAbMH, aKTUBAMU U 3amacamu. B 3Toi
cTaTbe O00CYyXXJarTcs XapakrepucTuku TexHojoruil RFID, wucnonbs3yromumx
naccuBHble MeTKU. Ponp Texnonormit RFID B cucremax MOHMTOpUHTA H
CHUCTEMHOW apXUTEKType pacCMaTpHBAaeTCs W CPAaBHUBAETCS. 3HAYCHUE
texHosoruit RFID u npo6iiemsl Takxe paccMaTpuBarOTCs Ui OyAyIuX padoT.

Kurouesnbie cinoBa: RFID, uatepHer Beleit, macCuBHast METKa,
CUCTeMa MOHUTOPHHTA.

Introduction

The Internet of Things (IoT) is being known as the main component of the
new technological revolution called Industry 4.0 that focuses on automation,
real-time data, interconnectivity and machine learning. Number of Internet
enable devices that are increasing and they can interact each other through the
network to be informed and control the sequence of actions of users. Embedded
sensors invisibly gather very big amount of data from the environment around
us for storing, processing and analyzing, which are used while making decisions
for both real-time and future actions. The IoT technologies use this data for
controlling their systems according to the decisions made. There are several
ways of collecting the data by their types and purpose of use such as sensor
network technology and Radio Frequency Identification (RFID).
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RFID technologies are one of the main components in the 10T systems that
works with a tag, reader, and system. Between reader and tag are not needed
direct connection because of radio channels. Installed RFID systems simplify
and accelerate the working procedure. It gives very good choice on monitoring
people using tags on ID cards in real time location and attendance monitoring.
There are two types of RFID tags: active and passive. Passive RFID tags are
powered by the reader’s power and no additional battery is needed in it. The
applications that use passive RFID are found in access control applications and
transportation. The active tags are powered by batteries and they can be
identified in a long distance used in port containers for monitoring cargo [1].

In current RFID systems, data about cardholders is registered and stored
in the memory of the system’s reader for the processing and computing. The data
is available only when controlled manually. The importance of using RFID
technology in the monitoring systems is that the data is stored in the server and
can be controlled remotely.

This work introduces architecture of RFID technologies and its use in
monitoring systems proposed by previous authors. Actuality of this technology
and its performances are discussed.

Radio Frequency ldentification

Radio Frequency Identification (RFID) is an automatic technology and
identifies tagged objects from environment through radio waves. RFID system
is consisted of readers and tags [2]. The tag is a microchip that is attached to an
object to identify the reader. The reader communicated with tag through radio
waves. The main benefit of using RFID technology is the identification process
is done automatically. RFID systems are used for real-time monitoring purpose.
The components of RFID system are as follows: tags, reader, and application
system. When object with a tag is tagged to the reader, the reader identifies ID
number of the tag, which is unique in every tag. ID number is sent to the server,
or as in most standard RFID systems, it is stored in the controller for checking
whether it is correct ID or not [Fig. 1].

Slave =T m— Master .\

I/- [ ] ‘
Command Command
< RFID < Application

Fesponse v Reader Fesponse
I\- -/I

Slave = = Master
Fig. 1. Architecture and data flow of a RFID system

Tag
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Tag is a transponder (transmitter/responder), whereas reader is
transceiver (transmitter/receiver). There are two types of tags: active and
passive. Active tags are powered by batteries, and can communicate with other
active tags. Passive tags have no built-in power source, and they take power from
electromagnetic energy transmitted from the reader during identification [3].
Tags are made up of coiled antenna and a microchip. Xiaolin et al. [2] classified
active tags into five classes according to its functionality. Active tags can be
detected from long distance: up to 30 meters. Maximum distance for passive tag
is 6 meters. The advantage of using active tag is its long distance and highest
data. However, it costs more expensive than passive tag (around 15-20$ per tag
for active, 0.1-0.2$ per tag for passive). The benefit of using passive tag is tag
life does not depend on battery, and it is more resistant to physical damage.
Disadvantage of passive tag is the read range is limited and communication
depends on the antenna size and shape. Norsaidah at el. [4] tested two types of
UHF RFID passive tag: AZ-9640 and UPM DogBone for different distances.
UPM DogBone is better in terms of detection, and outperformed AZ-9640 in
terms of data transfer. AZ-9640 is more compact and discreet. Both types were
experimented in the monitoring system. The tags mostly attached to the ID cards,
trinkets, wearable devices, etc. In Offline Intelligent Payment System Mifare
Classic 1K card was used, which is divided into 16 sectors protecting each sector
by two different keys, called key A and key B [5].

-

Paper Tag EPCTag Inlay Tag Button Tag
Metal Tag GlueTag Key Tag Glass Tube Tag
-~ g
A . ,— e
] s/
EarTag CeramicTag Disc Tag Pocket Tag

Fig. 2. RFID Passive tag types
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RFID reader is responsible for communication with tags within its
operation range and send sending the tags’ data to server or presenting in
application. Attached antenna emits signals to the tag and then receive from it
[6]. Reader can be many different sized and has many types. For example, Mifare
RC522 reader in Attendance and Information System [11], RS532 RFID reader
in Security and Monitoring System [7], PN532 NFC/RFID Controller in Smart
Home project [3], ITEAD PN532 NFC in Smart Restaurant system [6], and
MFRC522 in Offline Intelligent Payment System. Reader can be affixed in
different positions, on the table, in door, in tourniquet, etc.
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Data received from tag by reader is presented in an application. The data
is used directly when it is tagged in many systems. Although the data is stored
in server (fog, cloud) for monitoring remotely and in analytics. RFID
applications are implemented in healthcare, monitoring systems, security, etc.

Comparative review of RFID based monitoring systems

Application of 10T technologies in the both closed and open areas make
huge changes that increase the working process of the system and decrease
human power on making actions. The most of the monitoring systems are
developed using 10T hardware platform with RFID reader, which makes the
hardware part of the system and send data to the server for controlling it in
application part. In Table 1, RFID based monitoring systems are compared and
discussed by their RFID reader type, 0T hardware platform, and main findings.

Table 1. Comparative review of previous authors’ works

System RFID type loT  hardware | Main findings
platform
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Smart ITEAD Raspberry Pi 3 | NFC module is placed on
Restaurant PN532 NFC | model B the table, and tags are
System [6] module under plates. The systems
offers faster ordering
scenery than  manual
ordering.
Robotic RFID reader | Raspberry Pi, | RFID reader services for
Control Arduino Uno capturing data. The data is
System [8] sent to the robotic arm via
web app by using
embedded computer.
Offline MFRC522 Raspberry Pi 3 | The authors tested the
Intelligent RFID reader | model B system according the
Payment time, distance (between
System [5] tag and reader), and
special cases of algorithm.
The results show that time
is less for declined
operation than successful
operation.
RFID RFID reader | n/a The system includes 44
Ecosystem [1] RFID readers, and each of
them equipped with up to
four antennas. The readers
positioned at the
entrances, on the
stairwells, and throughout
the corridors.
Smart Home | PN532 Raspberry Pi 3 | The authors used RFID
project [3] NFC/RFID technology for monitoring
controller real-time attendance at
home by web user
interface app.
Security and | RFID reader | Raspberry  Pi | Data is stored in database
Monitoring module B+ located in raspbian SD
System [7] card, and computing is
done in Operating system
of the microprocessor.

105




SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

Wireless UHF RFID | Raspberry Pi 3 | The author compared two

Sensor  Node types of tags: UPM

(WSN)  with DogBone and AZ-9640.

UHF RFID for

monitoring

system [4]

Paid Parking | RFID reader | ESP8266 RFID reader is connected

System [9] microcontroller, | to the ESP8266
Raspberry Pi microcontroller,  which

has built-in  Wi-Fi chip
that is responsible to
establish a connection
with Raspberry Pi.

Real Time | RFID reader | Raspberry Pi The main purpose of the
Locating project is to monitor
System [10] student participation in
lectures, teaching and
laboratory sections by
reading tags from cards.

Attendance Mifare Arduino Read data from tags
and RC522 placed in credit sized
Information cards.

System [11]

Smart RFID reader | n/a The problem of the system
Classroom is that teacher must
Roll Caller control  students while
System [12] taking back ID cards from

special places for the ID
cards. Another problem is
what if student forgets (or
loses) his/her ID card.

All of the systems use passive tags planting them into the objects like
credit sized cards and tables. RFID reader has a connection to the microcontroller
or microprocessor that allows sending the captured data to the server or
displaying in the monitor. However, the passive tags are needed to contact to the
reader directly by human help. Reviewing the previous authors’ works, several
questions can be asked: Is it possible to monitor objects that use passive tags
without human help? Memory capacity of passive tag is maximum 2KB. Is it
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possible to increase memory capacity for storing more information? These are
the main challenges for future work.

Conclusion

RFID technology is an important and foundational component of the
Internet of Things. It is used for different purposes and one of them is using in
monitoring systems. Many monitoring systems use passive RFID tags that are
low-costed and does not require power. RFID system is a good solution for real-
time systems and getting location of objects in the environment. RFID system is
analyzed and monitoring systems are reviewed. Two challenges for future work
are discussed.
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ANALYZE AND DEVELOPMENT SYSTEM WITH
MULTIPLE BIOMETRIC IDENTIFICATION

Abstract. Cause of a rapid increase in technological development,
increasing identity theft, consumer fraud, the threat to personal data is also
increasing every day. Methods developed earlier to ensure personal the
information from the thefts was not effective and safe. Biometrics were
introduced when it was needed technology for more efficient security of
personal information. Old-fashioned traditional approaches like Personal
identification number (PIN), passwords, keys, login ID can be forgotten, stolen
or lost. In biometric authentication system, user may not remember any
passwords or carry any keys. As people they recognize each other by the
physical appearance and behavioral characteristics that biometric systems use
physical characteristics, such as fingerprints, facial recognition, voice
recognition, in order to distinguish between the actual user and scammer. In
order to increase safety in 2005, biometric identification methods were
developed government and business sectors, but today it has reached almost all
private sectors as Banking, Finance, home security and protection, healthcare,
business security and security etc. Since biometric samples and templates of a
biometric system having one biometric character to detect and the user can be
replaced and duplicated, the new idea of merging multiple biometric
identification technologies has so-called multimodal biometric recognition
systems have been introduced that use two or more biometric data characteristics
of the individual that can be identified as a real user or not.

Keywords: Fingerprint, face recognition, voice recognition, biometric

identification, security, accuracy.

**k*

AnHoTauus. IlpuumHa OBICTPOro pocTa TEXHOJOTUH, YBEIMUYEHUS
KpaKM  JMYHBIX  JAaHHBIX, MOIICHHHWYECTBA  MOTpeOuTeneil, yrposa
NEPCOHAIBHBIX JaHHBIX, TAK)KE YBEJIWYUBACTCS C KaXIbIM JHEeM. MeToJsl,
pa3paboTaHHble paHee s oOecledeHHs JTUYHOW MH(OpMAIMM OT Kpak He
obut 3¢ dexTuBHBIMU U Oe3omacHbIMU. buomerpus Obuia BBedeHa, Korja
noHagobunach TexHoJorus Juis Oosnee 3()(PEeKTUBHONW 3aMIUTHl JTUYHON
uHpopmanuu. CrapoMoaHble TpPaAMIMOHHBIE TMOAXOABI, TaKUe Kak
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nepcoHabHbIN uaeHTUuKanmonHei Homep (I1IMH), maponu, karouu, JOTUH,
MOTYT OBITH 3a0BITHI, YKpaJleHbl WM YTepsHbL. B cucreme OmoMeTpuueckoit
ayTeHTU(UKALUK T0JIb30BATEIb HE MOXET 3allOMUHATh Mapod WU HOCUTh
Kakue-mo0 kitoun. Kak Joau oHM y3HAIOT APYT Apyra Mo BHEIIHEMY BUIY H
MOBEICHYECKUM  XapaKTEPUCTUKAM, KOTOpble OHOMETPUYECKHE CHUCTEMbI
UCTIONB3YIOT (PU3UYECKUE XapPAKTEPUCTUKH, TaKHE KaK OTIEYATKH MaJbLEB,
pacro3HaBaHHME JIUI, pPacllo3HaBaHUE Trojoca, UIs TOro, 4YTOOBl OTJIWYHTH
pearbHOrO MOJIb30BaTeNsl OT MOIICHHUKA. B 1ensaX moBbImeHust 6€30MacHOCTH
B 2005 roxy ObutM pa3pabOTaHbl METOIbI OMOMETPUUECKON HUIASHTU(UKAIIUU B
IIPABUTEIBLCTBEHHOM U OM3HEC-CEKTOpax, HO CETOAHS OH OXBAaTHJI IPAKTUYECKU
BCE YAaCTHBIE CEKTOpa, TaKkue Kak OaHKOBCKOE J1€70, (DMHAHCHI, TOMAIIHSS
0€30IacHOCTh U OXpaHa, 3/[paBOOXpaHeHHe, 0€30MacCHOCTD U 3aIuTa OU3Heca U
T.4. [Tocne Ouomerpuieckux 00pasioB U MadIOHOB OMOMETPUUYECKOM CHCTEMBI,
UMEIOIIEH OJTMH OMOMETPHUYECKUI CHMBOJI JUIsl OOHAPYKEHHS, U MOJIb30BATEIh
MOKET OBITh 3aMeHeH u JyOnupoBaH, OblIa MNpeAJIOKeHa HoBas wujes
00beIMHEHNS TEXHOJIOTU MHOXKECTBEHHON OMOMETpUUYECKON HIeHTU(UKALIUN
C Tak Ha3bIBAEMbIMU MYJIbTUMOJAIBHBIMU CHCTEMaMH OHOMETPHUYECKOTO
pacrno3HaBaHMs, KOTOpPbIE HCHOJB3YIOT JBE WU 0Ooyiee XapaKTEpPUCTUKU
OMOMETPUUYECKUX JAaHHBIX OTIEIBHOIO 4YellOBEKa ATO MOXET OBbITh
UACHTU(PUIIMPOBAHO KaK peasIbHbII M0JIb30BaTENb WIN HET.

KuroueBbie cJiioBa: OTNEYaTKU MalblieB, pacloO3HABaHUE JIUIL,
pacno3HaBaHHe Tojoca, OuoMeTpuueckas HAeHTU(UKalKs, O0e30IacHOCTb,
TOYHOCTb.

**k*

Anparna. TexHOJOTMsIApIblH JKbUIJAM 6©cyl, JKeKe MolliMeTTepi
YpIayAblH, TYTHIHYIIBUIAPIBIH ATasKTHIFBIHBIH apTyhl, JepOec IepeKTepIliH
Kayiln-Karepi KyH CalblH apThil KeJeldl. YPJbIKTaH JKeKe aKnapaTThl
KaMTaMachl3 €Ty YIIiH OYpBIH 931pJIEHIeH 9IICTEP TUIM/I KOHE KayiIici3 OoFaH
XKOK. buomerpus ’xeke akmaparThl THIMII KOpFay YIIIH TEXHOJOTHS KaKeT
Oonran ke3ne eHrizumi. JKeke coiikectennipy Hemipi (JKCH), maponbnep,
KIUITTEP, JIOTUH CHSKTBI €CKI YITIACT] JOCTYPIIl TOCUIAEP YMBITBUTYbI, YPIaHybI
HEMece IKOFalybl MYMKIH. bBHOMETpUsIBIK ayTeHTHQHUKanus KyileciHue
naiiananyusl napoyibAep/Al ecTe cakTay HeMece Ke3 KEeNreH KUITTepAl KHIo
MYMKiH emec. Anmamaap Oip-OipiH OMOMETPUSIIBIK JKyHenep caycak i3zepi,
TYIFajgapAbl TaHy, JAAybICTHl TaHY CHSKTHl (U3UKAIBIK CHUIaTTaMalap.ibl
KOJIJIaHATBIH CBIPTKBI TYPl MEH MIHE3-KWIBIK CHIIaTTaMatapbl OOWBIHINA Kajlai
6ineni. 2005 KbpUTHI KaYINCI3IIKTI apTTHIPY MakcaThiHAA YKIMET jkoHe Ou3Hec-
ceKTopiap/a OMOMETPHSUIIBIK COMKECTEHIIPY 9icTepl a3ipiaeH i, Oipak OyTiHri
kyHi on bank ici, Kapxbl, yil Kayinci3airi xoHe KOpFay, JEHCayJblK CakTay,
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Kayilci3gik JkoHe OW3HECTI Kopray »JKoHe T.0. CHAKTHI OapiblK JKEKe
CEKTOpPJIAp/Ibl KAMTBIbl. BHOMETPUSIIBIK YIT1IEp MEH OMOMETPHSIIBIK KYHEHIH
yJriJiepiHeH KeWiH, aHbIKTay YIIiH Oip OMOMETPHUSIIBIK CHMBOJBI Oap KoHE
naianaHynibl aybICTRIPBUTYBl JKOHE KalTallaHyhl MYMKiH, JKEKE aJaMHBIH
OMOMETPHUSUIBIK JIEPEKTEpIHIH €Ki HeMece OJIaH Jila Kem CHUIlaTTaMachlH
naiiianaHaTelH OMOMETPUSIIBIK aWBIPYABIH MYJIbTHMOJAIIBIK JKYHenepi nemn
aTajaTblH KenTereH OHOMETPHUSUIBIK HICHTH(UKANUSIAY TEXHOJOTUSIIAPHIH
OIpIKTIpYAiH >KaHAa WACSICHl YCHIHBULABI, Oy HAKTHI MaiJallaHyIIbl PETIHAC
COMKECTEHIIPLITyl MYMKIH HEMECE YKOK.

Tyiiin ce3nep: caycak i3aepi, O€T TaHy, JaybICTBI TaHY, OMOMETPHUSIIBIK
colikecTeHipy, KayiCi3IiK, TONIIK.

Introduction

In today’s, security is the main problem and everybody will be looking
for reliable ways to ensure safety. Old ways of securing our homes and things
used key and lock systems, which is quite inefficient keys can be duplicated.
Later, the next level of protection was provided by modern technologies with
PIN and password. Modern systems are quite effective, but they can also be
hacked and gain access. To achieve with high accuracy and reliability, a
biometric identification technology has been introduced that uses physical or
behavioral characteristics to verify the individual. The main reason for choosing
biometric identification. The technology above the traditional identification
method is that traditional identification techniques are vulnerable security,
unreliable and uncertain. Most developed biometric systems use one biometric
technology for biomass identification and verification. These unimodal systems
are unable to meet some of the challenges such as enrollment large population,
high performance etc. Later advanced biometric identification technology with
better Performance and a high degree of accuracy, called a multimodal biometric
recognition system, are introduced. Multimodal systems are capable of using
two or more physical or behavioral characteristics of a person write, verify and
provide a decision. Multimodal biometric systems also combine two or more
identification technologies, such as systems, fingerprint systems and face
recognition, with more sensors and provides decisions by combining results
from each subsystem. When using multimodal biometric systems, if one sensor
or the system fails to carry out identification, other systems can be used to make
decisions. Multimodal systems can be used in various fields, for example in
homes for the biometric door locks to avoid theft, hospitals to record details of
patient in software companies and educational institutions, to ensure
participation in the banks for safe and secure payment processing, biometric
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alarm systems in case of data security in different sectors. Multimodal systems
are more convenient and overcome all limitations of unimodal systems with
increased security, high accuracy and liveliness.
General statement of the multimodal authentication problem
The task of multimodal authentication consists of several steps [1]:

1. Get results from individual systems.

2. Tonormalize theseresults.

3. Perform the merger of normalized components.

Related works
In recent years, a lot of work has been done on different types of
biometric identification techniques and their work, advantages and functioning
of multimodal biometrics com- pared to unimodal and traditional approaches
[2]. Biometrics refers to the automatic authentication of a person based on his
physiological and behavioral property. The use of biometrics as a reliable
method of verification occurs in almost all EU countries government and
private sector. Some limitations of unimodal biometric systems may be reduced
by the use of multimodal biometric systems that integrate information at
different levels to improve performance [3]. In this the paper proposed a new
multimodal biometric recognition system with a fusion of fingerprints and
irises recognition to achieve higher accuracy. The main goal of this work is to
show that the merger of unrelated, independent identification techniques
achieve better accuracy than any unimodal biometric systems. Output scores
from two different systems merge into a single score at the score level using
three standardizations methods and four Fusion approaches. They also used
standardization steps to transform unrelated, different scores to the common
scale of the two techniques. In this article, they told about the types of mergers
level in biometric systems. Sensor level, function level, score level are types of
Fusion levels. First step onthe score level is the normalization of the score,
when the scores are transformed into a common format. Step two the Fusion
level has two categories, such as classification and combination. Classification
approach classifies decisions to acheater or real. Combined approach combines
score multiple decisions into one comparative score. The accuracy achieved by
this work is more than 60 percentage [4]. By this article, | understand that a
merger at the rank level can be a fairly new merger access. Fusion is carried out
at the level of rank, when the output of each biometric system was a subset of
possible matches sorted by declining self-esteem. The intention of the merger
at rank level was to combine the output individual biometric subsystems to
achieve greater accuracy. They used facial recognition, ear signature
recognition and recognition systems and processed ones that use Eigen and
Fisher face projection projection for registration and identification of the face,
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projection of own ears for registration and identification of ears, and Self-
Signature projection for registration and signature identification. So use the
assignment function based on in the ranks of the face, ear and signature there
was amerger at the level of rank, and the final exit from them was obtained.
From their by experiment, they came to the conclusion that the fishing face
works more efficiently than the technique of its own face and of the three
biometric face recognition systems, it worked or worked better than its own ear
and your own signature. [5] In this article, they considered the extraction and
evaluation of fingerprints, as well as the extraction of the veins of the fingers
and conversion to the knowledge of a person. They also combined two
biometric recognition systems using Enhanced partial discrete Fourier
transformation (EP-DFT), since the DfT Matrix has its own characteristics,
such as orthogonality. Like The DfT Matrix shortens the time for its
multiplication by The Matrix, so that it becomes a partial discrete Fourier
transformation compact and computationally efficient. They considered three
different merger options where they have considered a set of fingerprint
functions based on markants and a set of fingerprint functions based on an
image using an element level Fusion Strategy. Their analysis concluded that
EP-DFT significantly increases system security compared to EP-DFT original
P-DFT. They also concluded that it is necessary to design a good, effective
irreversible transformation functions for cancellable multi- biometric systems.
A. Eigenfaces method
The basis of the eigenfaces method is the Principal Compo- nent Analysis
(PCA). Eigenfaces and PCA have been used by Sirovich and Kirby to
represent the face images efficiently [6]. They have started with a group of
original face images, and calculated the best vector system for image
compression. Then Turk and Pentland applied the Eigenfaces to face
recognition problem. The Principal Component Analysis is a method of
projection to a subspace and is broadly used in pattern recog- nition. An
objective of PCA is the replacement of correlated vectors of large dimensions
with the uncorrelated vectors of smaller dimensions. Another objective is to
calculate a basis for the data set. Main advantages of the PCA are its low
sensitivity to noise, the reduction of the requirements of the memory and the
capacity, and the increase in the efficiency due to the operation in a space of
smaller dimensions.
B. Viola-jones
This method is highly effective for search objects in images and video
sequences in real time [7]. This detector has an extremely low probability of
false detection of the face. The method works well and detects facial features
even when observing an object at a slight angle, up to about 30°. Recognition
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accuracy using this method can reach values over 90 percentages, which is a
very good result. When the angle of inclination is more than 30°, the
probability of detecting a face drops sharply. The indicated feature of the
method does not allow in a standard implementation to detect a person’s face,
turned at an arbitrary angle, which greatly complicates or makes it impossible
to use the algorithm in modern production systems, taking into account their
growing needs.
Proposed approach
Individual or unimodal biometric systems are not enough for a person to
effectively recognize a person, so | suggest multi biometric system for
authentication to achieve better safety and reliability. | focus in particular on
the use and degree of accuracy achieved by multibiometric recognition
systems in domestic security and various area. | will explore more about
biometric recognition systems in different areas.
A. Methodology
The following steps are procedures for identifying an individual.
1) Enrollment of the biometric samples of a candidate. Enrollment is when
a candidate first uses a biometric system, sample a biometric character
as a fingerprint or face recognition is captured and stored in a database
for later comparison.
2) Obtain/Acquire Live Samples from Candidate. First, get a biometric
sample from the user using sensors.
3) Extract feature. Process and extract prominent features from the
captured sample.
4) Comparison of samples. Process and extract prominent features from

the captured sample....
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Fig. 1. Simple diagram showing the main logical block of a biometric system

5) Display decision. When the input samples coincide with the registered
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samples, it accepts the candidate or refuses.
The below is the flow of working procedure of multi biometric
recognition systems.
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Identified

Fig. 2. Flow Diagram of Multimodal Biometric Identification Systems

- Initially, the sample biometric function is captured from the user when
the user wants access. Biometric features can be fingerprints, voice
recognition, face recognition.

- The captured biometric data is pre-processed, which includes the
removal of unwanted data, noise and a prominent feature is obtained on
which a person isto be recognized

- The extracted function is compared to registered samples that are stored
in the database both samples have simi- larities.

- The logged sample and the captured sample arecompared at different
angles using some defined algorithms and corresponding accuracy are
displayed.

- Based on the degree of accuracy, the decision is made as a real user or
fraudster

- If one biometric system provides 60 percent accuracy, which is not
sufficient for any decision other a system with a different biometric
character is used in the same procedure.
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- The final results obtained from all subsystems are scaled and
transformed into a normal format; and the decision appears on the
screen.

Nowadays, biometrics have become a new trend in public and private
workspace, where data or any other personal security is a major concern. Most
nations move away from the traditional way to secure houses of technology
road. Instead of the lock and key system, more biometric door locks are used,
which is a combined system of two or more biometric identification
techniques for verification and verification. The biometric door will have a
latch with fingerprint recognition or palm print recognition in order to identify
the homeowner. And were introduced videos, which offer an easy way to
find out who’s at the door, without get close to the door. Bells with video
can be connected to smartphones via Wi-Fi and the user can get alert when
someone approaches the door. Video Bell records video when the bell is
pressed and it offers two-way audio communication that allows you to
communicate with the visitor from anywhere through your phone. Other
features include facial recognition technology, which identifies visitors by
name, motion sensing technolgy that knows the difference between humans,
cars and animals. Biometrics is also used in many organizations and
educational institutions to record employees participation. The Multi
biometric attendance system provides employees with flexibility in recording
their presence; and working time at the right time interval. The main
advantage of using multimodal biometric systems is fast identification and
authentication. If one of the modalities fails to determine and submit a
decision, the user can choose different modality or based on the convenience
of the user, he can choose a modality ~ to gain access. Biometrics are, it is
also used in financial sectors such as banks, ATMs, insurance companies for
Secured Transactions. Financial sectors are in terms of transactions very
sensitive, because spoofing can lose a huge amount of money. To ensure
secured transactions, financial sectors adopt biometric identification
techniques identify account holders and, also for KYC. Scanning the veins and
scanning the iris are popular today where the user does it does not require
contact with the sensor and is more reliable and faster than other biometric
technologies. Healthcare the Centers also use biometrics to identify the right
patient, to provide a medical history and patient treatment plan.

Conclusion
In this digital era, most existing biometric systems use information from a
single biological function verification and identification. The captured sample
is due to the vulnerability of the biometric sensor to noisy or bad data
biometric functions could become fake and it will be possible to reject the
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Registered User incorrectly and falsely accept the fake user. In the case of a
fingerprint recognition system, scanners may not recognize dirty or injured
fingers also underdeveloped fingerprint combinations in the case of young
children and faded fingerprint combinations in the case of the elderly. Where,
as in the case of a facial recognition system, sensors may not  be able to
detect identical twins, whose appearance will be almost similar. Also, in the
case of voice recognition systems, a person can imitate the voice of another
person and gain access to their personal information. In all of the above cases
due to an erroneous decision from the scanning devices gives unauthorized
access and leads to fraudulent activity. In order to overcome these problems,
a biometric system with a merger of two or more biological characteristics
and sensors called multi-biometric systems are used. The main advantage of
using multimodal biometric recognition there is an increased accuracy of
verification. Thus, the use of multi-biometric recognition systems helps us in
identifying and more precisely, in comparison with the use of a single
biometric recognition system. | learned about different biometric recognition
systems in order to use the necessary multimodal method biometrics for smart
homes to have safe and reliable access to our homes. I can do this multimodal
biometrics are more reliable and accurate compared to unimodal biometric
recognition systems.
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OB30P YI'PO3 UH®OPMAIIMOHHOM BE30OITACHOCTH B
HNPEAIIPUATUN

AHHOTanud. B 1aHHON cTaThe MpENCTaBIEHbI PE3yJAbTAaThl aHAIN3A MO
BBISIBJICHUIO TPYMN Yrpo3, CHEHU(UYHBIX A7 MHPPACTPYKTYpbl U CHCTEM
OPEANpPUSTAN  KOTOPOE SIBISCTCS OOHUM W3 OCHOBHBIX JTamoB B
MPOTHO3UPOBAHUH. PaccMOTpeHbI cOCTOsIHUE HHPOPMAIIMOHHON 0e30MacHOCTH
Ha MPEIIpPUATHIX, POAHAIN3UPOBAHBI KBATH(PHUKALNN YTPO3 OE30MAaCHOCTH U
METOJIOB KiIaccu(UKaIKi, OCHOBaHHbIE Ha METOJaX aTak W Ha BO3ACUCTBUU
yrpo3. OlieHeHbl yrpo3bl Mo 0€30macHOMY HCMOJdb30BaHui0 HHTepHeTa u
B3JIaMBIBAaHUIO CANTOB, KpaXX HaHHBIX, aTakaM (UIIMHTAa ¥ COLUaIbHOU
WH)KEHEPUH; BBISIBIIEHUE YTPO3 O€30MTaCHOCTH 00JIAYHBIX BEIYMCIICHUH, KOTOPBIE
BCTPEUAIOTCS B MHTEPHET CETSIX MNpeAnpusthuu. M3ydeHbl mpeumMyllecTBa U
HepoctaTku PaiipBon BeOG-npunoxenuii (WAF), koTopelii npuMeHstoTCS I
3alMThl aTtak, Takue kKak DDoS-amaxu, SQL-unvexyuu, medsiccaiimoswiii
ckpunmune (XSS), u op. Ilpeacrasnensl paboOThI AJisi 0OecTieueHUsl 3aIUThl C
IPUMEHEHHEM HCKYCCTBEHHOT'O MHTEJUIEKTA U MAIIMHHOTO O0yYeHHS.

KuroueBble cioBa: mHpopmannoHHass 0e30macHOCTb, (ailpBoi BeO-
npunoxenuit (WAF), knaccudukanus yrpo3 nHpopMaiiioHHoi 0€301acHOCTH.

**k*

Abstract. This article presents the results of an analysis to identify
groups of threats specific to the infrastructure and systems of an enterprise,
which is one of the main stages in forecasting. The state of information security
at enterprises is considered, the qualifications of security threats and
classification methods based on attack methods and the impact of threats are
analyzed. Threats for the safe use of the Internet and hacking sites, data theft,
phishing attacks and social engineering are assessed; ldentification of cloud
computing security threats that are encountered in the enterprise’s Internet
networks. The advantages and disadvantages of Web Application Firewall
(WAF), which are used to protect attacks, such as DDoS attacks, SQL injections,
cross-site scripting (XSS), and others, are studied. Works for providing
protection using artificial intelligence and machine learning are presented.
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Keywords: information security, Web Application Firewall (WAF),
classification of information security threats.

*k*k

Anaarna. byn makanana 6omKayaIblH HEri3r1 Ke3eHaepiHiH O0ipi OOk
TaObUIATBIH KACIMOPBIHHBIH MH(MPAKYPBUIBIMBI MEH KYHelepiHe ToH KayinTep
TOOBIH aHBIKTAy VIIIH JKacajfaH Tajjay HOTIDKEJIEpl  KEJTIpUIreH.
KocimopelHgapaarel akmapaTThlK KayilcCi3[iKTiH JKal-Kyil KapacThIpbLIAbI,
Kayil-KaTepiaepaiH OUTIKTUIIr, Mmadybll 9MIiCTEpiHE KOHE Kayill-KaTrepsepre
HETI37CNTeH KIacCHpUKAIUsIay OicTepi TanmgaHaabl. MHTepHETTI Kayimcis
naiiianany >koHe caWTTap/sl Oy3y, AepekTepal ypiay, GUIIHHITIK Ma0ybuiiap
KOHE QJICYMETTIK HMHXXEHEpHs YIIH KayinTep OaramaHanbl. KocimoOpbIHHBIH
HuTepHeT xeniyiepinae Ke3eceTiH OYITThI ecenTey Kayinci3airine Kayinrepai
anpiktay. DDOS malysumapsr, SQL  wHBEKnmsiap, calTrap apaiblK
cuenapuitiep (XSS) sxoHe Oackamapbl CHSAKTHI MaOybUIIapIaH KOpray YIIiH
kommanbutatein Web Application Firewall (WAF) apThIKIIBLIBIKTapBl MEH
KEeMIIUTIKTepi 3epTrenreH. JKacaHIbl MHTEIUICKT MEeH MAaIlHMHAJIBIK OKBITY/IbI
KOJIJIaHa OTBIPHIT KOPFAYIbl KAMTaMacChl3 €TETiH )KYMBICTAP YCHIHBUIFAH.

Tyiiin ce3nep: akmaparTeik Kayincizaik, Web Application Firewall
(WAF), akmapatThIK Kayilci3aik KayinTepiH KIiKTey.

Beeoenue

B coBpeMeHHBIX YCIOBUSAX MPOLIECC YCIIEUIHOTO Pa3BUTHS IPEATIPUITUI
3aBUCUT OT TMPOTHO3UPOBAHUS MOTEHUUAIbHBIX Yrpo3 HH(POpPMaIMOHHON
6e3o0macHOCTH. Bce yrpo3bl HyAatoTcsi B KOHTPOJIE U JIMKBUJIAILMU CO CTOPOHBI
NPEINPUSATHA, TaK KaK OHU CIIOCOOHBI HAHECTH YOBITKM W CIPOBOLMPOBATH
HOBbIe yrpo3bl. OIHAKO OTEYECTBEHHBIE OPTaHU3AIMK BKJIAbIBAIOT CPEICTBA
TOJIBKO B PEAJIU3aLIMI0 MEPONPUATUH 110 YCTPAaHEHHUIO HACTYMUBIIEH yrpo3sl, a
HE JIEHICTBYIOT M3HAYAJIBHO HA €€ MPEAYPEKICHUE.

Ha ceromHsimHuii MOMEHT CYIIECTBYIOT JBE OCHOBHBIE MPOOJIEMBI,
IPENATCTBYIOLINE TPOLIECCY OPraHU3aLUH IEATENbHOCTH 110 MPEAYIPEKICHUIO
yrpo3 0e30MacHOCTH:

— HECOBEPIIEHCTBO MOJEIEH OLEHKH MOTEHLIHMAIbHBIX YIpO3
0€30MacHOCTH NMPEANPUATHS;

— cnabast mpopabOTaHHOCTb BOIPOCAa NPEBEHTHBHBIX MEp 3allUThI
npennpustus [1].

Knaccuguxayus yzpos 6esonacnocmu

B uccnenoBanusax [2] paccMOTpEH CTPYKTYPHUPOBAHHBIA MOIXOMA IS
BBISIBJICHHSI TPYII YIpo3, CHEUU(UYHBIX Ui MPEANPHUATHS, YTO SIBIISETCS
Ba)KHBIM I11arOM JIJISl CIIELIMAJIUCTOB O TUIAHWPOBAHUIO O€30IaCHOCTH, KOTOPbIE
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y4acTBYIOT B pa3pa0oTKe HKOHOMHYECKH 3()(EKTUBHBIX CTpaTerui amis
YCTpaHEHUS] PHUCKOB HH(OPMAIIMOHHON OE30MacHOCTH CBOMX OpraHU3aIMi.
Ycenex nporpaMMsl yIpapieHHUs pUCKaMM MH()OPMAMOHHON 0€3011acHOCTH Ha
OPEANpUATHIX  OCHOBaH HAa  TOYHOH  WMIACHTU(UKAMH  yrpo3 i
MH(POPMALIMOHHBIX CUCTEM OpraHHU3allUu.

B [2] npeacraBiensl HaOOp U3 MATH KATETOPHiA YTPO3 BEICOKOTO YPOBHSI:

- [lepconan u agMUHUCTpALUSL

- Cetn

- AnmnapaTtHoe obecriedeHue

- [Iporpammuoe obecrieuenue

- DKoyornyeckas u pusnyeckast 6€30MacHOCTh

B pamkax »TEx kareropwii ObUTO BBIABIEHO 21 yrpo3, KOTOpbIC
UCIIOJIb30BAIUCh Ui B3BELIMBAHMS COCTOSIHUS 0e3onmacHoCTH
MH(POPMALMOHHBIX CHCTEM, Kak Noka3ano B Tabmume 1 [2]. C aTroro MomeHTa
npuMepHo 450 pekoMeHayeMbIX Mep 0e30lacHOCTU ObUIM OTHECEHBI K 3TUM
KaTeropusiM yrpos.

Tabauya 1. Cnucox ycmapesuiux yepo3

IMepconanbubie/ Anmunucrpa  Teppopuctuueckue/I paskanckue

THBHBIE YTPO3bI Oecriopsku
JlesiTenbHOCTD JUISl JIMYHOM BBITOIBI
3710yMBIIIJICHHbIE necTBus
OTJENFHOTO COTPY/IHUKA
[Tonnenka WIH paspylieHue
armapaTHbIX CpeAcTB u/unm
CBSI3aHHBIX C HUIMHM KOMIIOHEHTOB
Kpaxa o0opynoBaHUs U/
CBSI3aHHBIX C HUIMH KOMITIOHEHTOB
Kpaxa pecypcos

CereBas yrposa HeoOxonuMmass JMHUS — CBSA3M/OTKa3
00opyIoBaHUs
[Tonnenka
IIpocnymmuBanue

AnmnapartHoe o0ecrnie4eHue Cy1ecTBeHHBIN anmapaTHblid cOoit

IIporpammuoe obecnieuenune Ommbka mporpammucTa/oneparopa
Omubka MporpaMMHOT0 obecreueHust
BropskeHne BpeOHOCHBIX MPOTpaMM
HecaHKIIMOHMPOBAHHBIA JTOCTYN WU
MIPUBHJICTUH HCTIOTHEHUS
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Ikognornyeckasi/@usuveckass Kpaxa W banscudukanus
yYrpo3bl 0€30MacHOCTH 000pyI0BaHUS
[ToTepst cTaOUITbHOMN AIEKTPOIHEPTHH
O6opynoBanue  WiIM  TOXKapHOE
obopymoBaHue
Cruxuiinoe 6encTBue
DKCTpeMaJIbHbIE
TEMIIEPATYPHI/BIKHOCTH

Opnako pabora ¢  M[ATPIO  KaTeropussiMd  Yrpo3  BbI3Bajia
00€CTIOKOCHHOCTb. XOTsI OBbUI MPEANPHHAT KBa3H-aHATUTHYECKUH MOIXOI K
OINPEENICHUIO BOCHPUATHUS COCTOSIHMSI O€30MaCHOCTH CHCTEMbI, aHaJlu3
CTaHOBMJICS Bce Oosiee cyObeKTUBHBIM. [Ipu paccMOTpeHHH CIIUCKa yrpo3 ObUIo
3aMEYEHO HECKOJbKO aHOMaJlui, KOTOpbIE MOIJIM MOCTaBUTh I0JI COMHEHME
JIOCTOBEPHOCTH OOIINX PE3yIbTaTOB.

Takum  oOpa3oM, JoKeH  OBITh  pa3paboTaH  TOJNHBIA U
cOaNaHCUPOBAHHBINM CIHCOK Yrpo3, OT KOTOPBIX MOTYT OBITh 3allUIIEHBI
nH(OPMAIIMOHHBIE CHCTEMBI. B 3TO#l cTaThe omuchiBaeTcs mporiecc B Gopme
11ara, KOTOpbIi UCIONB3YeTCs AJI COCTABIEHUS CIIUCKA YIPO3 MPEITPHUITHS.

Ha ocHOBe mpHBENEHHBIX TISITH KATETOPHUH Yrpo3 CYOBEKTHBHO
ONpEeNeIeH0  MOJIOKEHHe  Oe30MacHOCTM M JIOTOJIHUTENbHBIE  MEpbI
0e30MacHOCTH JIJIsi CHUYKEHUS pUcka [2].

OpxHUM U3 3a/1a4 B OpraHU3alMu/IIPEIPUATHH SIBISETCS JIeTalbHOE U
MOJIHOE Mpe/icTaBiIeHre 00 yrpo3ax A uX MH(GOPMAIMOHHBIX aKTHBOB U Kak
HOJY4YUTh HEOOXOIUMBIE CpeJICTBa Il OOPHOBI C HUMHU, YTO BO3MOXKHO CKPBITO
IPOJODKAET CO3/1aBaTh yTeuKy MHPopManuu. YToObl ylnydlIUTh NOHUMAaHUE
yrpo3 0e3zomnacHocTH, B pabote [3] npeanaraercs MoAesb Kilaccu(puKaluu yrpo3
0€30MacHOCTH, KOTOpasi O3BOJISIET HAM U3yYaTh BIMSHUE Kacca yrpo3 BMECTO
BO3JECICTBUS YIpO3bl, MOCKOJIBKY YIp0O3a MEHSETCS C TEUEHUEM BPEMEHU H
paccMaTpuBalOTCSd ~ pazUYHble ~ KPUTEpUH  KIACCU(PUKALUU  PHUCKOB
0€30macHOCTH  MH(POPMALIMOHHBIX CHCTEM U JaeTcs 0030p Mojenei
KJIacCU(pUKaUU OOJBIIMHCTBA YIPO3, TAKXKE OMPEENIIIOT THOPUIHYIO MOJIETh
JUISL KJTacCU(HUKAIIMU YIpo3 0e30MacHOCTH UHPOPMALMOHHON CUCTEMBI, YTOOBI
IPEJUIOKUTh aApXUTEKTYpY KiIacCU(PHUKalMU, KOTOpas TMOAJIEP)KUBAET BCe
NPUHIUIBI KJIACCU(PUKAIMK YIPO3 U TIOMOTAeT OPraHU3alUsAM Pean30BbIBATH
CBOM CTpaTeruu MH(POPMAITMOHHOM 0€30MacHOCTH.

B uccnenoBanuu [3] pa3aenuiu Hoaxoasl KiaccupUKaIMK yIpo3 Ha ABa
OCHOBHBIX KJIacca:

1. Memoovw: knaccugpurayuu, ocnosannvle Ha Memooax amax
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- Tpexmeprnas opmocoHAIbHAA PASMEPHAS MOOETb - MOJICTH YTPO3 JIs
KJIacCU(pUKAUU yrpo3 0e30MacHOCTH, pelIaroias IpodieMy MyTeM BBEICHUS
TPEXMEPHOW MOJICNIA, KOTOpas MOJpa3leNisieT IMPOCTPAHCTBO YIpo3 Ha
noAmnpoCTpaHCcTBa B COOTBETCTBUU C TPEMS OPTOrOHAJIbHBIMU HU3MCPCHHUAMU,
0003HaYCHHBIMH KaK MOTHBAIIUs, JIOKATU3aI¥sl U areHT (puc.l):

MoTuBanus

Cayuaiinas

IIpeanaMepenna Arenr

Dopc-Maxop
TexHo/10Ora4ecKuii
Ye10BER

e .
BryTpenHsAA -
Jdoraanszanusa

Pucynox 1. M3mepenue yrpo3s [3]

- Tubpuonas modenv Ons Kiaccuguxayuu yepo3 - paccCMaTpPUBAET TPHU

OCHOBHBIX KPUTEPHIA:
e UYacrora yrpo3 6€30MacHOCTH;
e (OOnacTh neHCTBUM yrpo3 6€30MaCHOCTH;
e llcrouHuk yrpo3bl 6€30MacHOCTH;

- Mooenv nupamuodsl Kiaccuguxayuu yepo3 UHGOPMAYUOHHOU
bezonacnocmu - Xnaccu(UIUPYET MpeIHaMEepEHHBIE yIpO3bl HA OCHOBE TPEX
(dakTOpoB:

e 3HaHWsI 3IOYMBIIIJICHHUKOB O CUCTEME;
e KputuuHoCTh 00J1aCTH;
e [loTtepu, KOTOpPBIE MOTYT BOSHUKHYTH B CHCTEME HJIH B
OpraHu3aIui,
2. Memoou! knaccugpuxayuu, OCHOBAHHbIE HA B030EUCEUU YePO3
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STRIDE Model (Spoofing identity, Tampering with data, Repudiation,
Information disclosure, Denial of service and Elevation of privilege) - sto
eJICHAIIPABJICHHBIN MOIXO0, MPU KOTOPOM JI€NaeTcsl MOMbITKAa IPOHUKHYTH B
CO3HAHME 3JI0YMBIIIJICHHUKA IIyTEM OLIEHKH YTPO3.

ISO model - Cranmapr ISO (ISO/IEC 27001) ¢ tensto hopMupoBaHus
KOMILUIEKCHBIX TpeOoBaHM K 0Oe30macHOCTH HMH(OPMAIMH ONpEneseT TpU
OCHOBHBIX MTOKa3aTesl:

® OIICHKA PUCKOB, C KOTOPBIMH CTaJIKHUBAETCS OpraHU3aLMs
(ompeneneHue yrposbl A PECYpCcoB, UX YSI3BUMOCTb U
BEPOSATHOCTh BOSHUKHOBEHHSI YTPO3, & TAKKE BO3MOKHBIH
yep0);

® CoONIoIeHNE 3aKOHOAATEIbHBIX, HOPMATUBHBIX U JOTOBOPHBIX
TpeOOBaHU, KOTOPBIE TOJKHBI BHITIOTHATHCS CaMON
opraHu3alei, ee napTHepamMmu 1o OU3HeCy, NOAPATINKAMH U
MOCTaBIIUKAMHU YCITYT;

® (opmMupoBaHUE KOMILJIEKCA TPUHIIUIIOB, IEJeH 1 TpeOOBaHUH K
00paboTke nHdopmaIuu, pa3paboTaHHBIX OpPraHU3aUeH s
MO/JIEPKKU CBOCH JEATEIbHOCTH [4].

bonbmimacTBO  KiMaccupukanmii  yrpo3  6e30macHOCTH  OOBIYHO
OTPAaHWYWBAIOTCS UCIOJIB30BAHUEM OIHOTO WM JIBYX KPUTEPHUEB IS
KJacCU(pUKaUU yrpo3 (HE BCE yrpo3bl BKIIOYEHBI B KIACCH(PHUKAIUIO), U HX
KaTeropuy HE B3aMMOUCKIIIOYAIOUIME. DTOro0 MOXKET OBbITh JOCTaTOYHO JUIs
cTabunpHON cpeapl (HEOONBINON OpraHM3aluM), TA€ Yrpo3bl 0e30MacHOCTH
OTHOCHUTEIIbHO CTaOMJIbHBI, HO B TIOCTOSIHHO MEHSIIOIIMXCS CpeAax OpraHnu3aluu
HE MOTYT 3alIUTHTh OT BHYTPEHHUX yrpo3 [5].

Ha camom nene, opranuzaiuu noaBepKeHbl HECKOJIbKUM BU/IaM YIpo3,
KOTOpBIE BIUSIOT HAa UX PEMYTAlUIO, U BaKHO, YTOOBI OHU UACHTU(DUIIUPOBATU
BCE XapPaKTEPUCTUKH YTPO3, UTOOBI CHU3HUTH UX PUCKH.

Knaccudukanus mo3BOJSET OpraHM3allMi 3HATh YIPO3bI, KOTOPHIE
BJIUSIIOT HA MX aKTUBBI M 00JIaCTH, HAa KOTOPBIC MOYKET MOBJIHSITH KaX1ast yrpo3a,
U CIIeJIOBAaTeIbHO, 3apaHee 3alluIaTh CBOM aKkTUBBL. Kpome Toro, momoraer
MEHeKepaM co37aBaTh MH(QOPMAIIMOHHBIE CHUCTEMBbl CBOMX OpraHM3aluil c
MEHBIIICH CTerneHblo ys3BUMOCTU [5]. OcHOBHBIE MPOOIEMBI MOTYT OBITH
BBISIBJIEHBI B paboTe CyIIECTBYIOHIMX Yrpo3. @akTUYecKH, CYUIECTBYIOIIKE
KJIacCU(pUKAIIMHU HE MOJICP>KUBAIOT MIPUHIIUIIBI Kiaccudukaruu [6], [7], [8]. Ha
9TOM JTale OOBIYHBIM PEIICHUEM SBIISCTCS OOBEIUHCHHE PA3TUIHBIX
KJIacCU(pUKAIUK U cO3JaHNe THOPUTHOM.

W3-3a npuBeAeHHBIX BbIIIE Pe3yJIbTaTOB, [3] mpeniaraoT THOPUAHYIO
MOJIeNh [T Ki1accu(UKAIMK yrpo3 0€30MacHOCTH HHGOPMAITMOHHON CHCTEMBI,
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KOTOPYIO Ha3BaJld MHOTOMEPHOU MOJIEINBIO I KJIacCU(PHUKAIIUU YTPO3 C LETbI0
cOOJTIO/ICHHSI BCEX MPUHLUIIOB KIIacCU(UKALIUHU YTPO3.

B cnenyromieit padore [9] ObuH OIEHEHBI «yrpo3bl MO 0€30MacHOMY
UCTIONIb30BaHUI0 MHTEpHETa», ONMpocUB u30uparenei, 3agaBas CIEIyIOIIUe
Bonpockl: «Kakas yrposa mopasuina Bac Oousblie Bcero?», «Kak Bbl 1ymaere,
Kakasl yrpo3a UMeEeT 3HauuTelIbHOE BIMSIHME HAa OOLIECTBO?» U T.J., Pa3/i€IuB
PECIIOHJICHTOB Ha TPH TPYIIbl: «OPraHU3alUW», «IO0Jb30BATEN» U
«CUCTEMHBIE aJIMUHHUCTPATOPbI/pa3pabOTUNKN», U BBIABWIM 10 OCHOBHBIX
yrpo3 6e3onacHOCTH. COOTBETCTBYIOUIME YTPO3bl ObUIM Ha3HAYEHbl KaXKIIOH
rpy1mIie, a 3aTeM coOpaHbl CBEJICHNS, BKIIIOYAsk KPaTKOE M3JI0KEHUE HHIUICHTA,
KaK OH MPOM30ILEN, CTEeNEeHb yliepoa u Kak OH ObUI HaHECEH, U KaKUe Mepbl
Obut mpuHATHL. Creayroummm o0pa3oM ObLIM IPEICTaBIEHbl YTPoO3bl TpeEX
rpynm:

Yeposwi 0na opeanuzayuii.
yrpo3a otpasienuss DNS-kemewm;
CJIOKHBIE 1I€JIEBbIE ATAKH;
yTeuka nH()OpMaLUU, TPOUCXOAIIAs €XKEeTHEBHO;
Yepo3swi 0nsa nonvszosameneii:
pa3HooOpa3HbIe MYTH 3apaKeHUsI KOMIBIOTEPHBIX BUPYCOB U
00TOB;
O YIrpo3bl, BO3HUKAIOIIKE H3-3a YSI3BUMOCTH MU(PPOBAHUS
OEeCTIIPOBOTHOM JIOKAJILHOM CETH;
O HHUKOI'JIa HE YMEHBUIATh CIaM;
yrpo3bl, BO3HUKAIOIINE TIPU UCIIOJIB30BaHUU OJTHOTO U TOTO e
UICHTU(PHUKATOPA NOIB30BATEINS U MTAPOJIs;
®  Vepo3sul cucmemMHbIM AOMUHUCMPAMOPAM/PA3PAOOMYUKAM:
o Yrpo3bl aTak yepe3 3aKOHHBIN CauT;
O AKTyaJlbHbl€ TACCUBHbIE aTaAKU;
o IloreHnuanbHas ysS3BUMOCTh BCTPAUBAEMBIX CUCTEM/YCTPOUCTB;
anee paccMoTpuM 00JlayHblE BBIYMCIEHUS B KOPHOpPaTHUBHOU
uHpacTpykType, npuseneHHsle B [10], rae oOCykAeHbl PUCKH M TPOOIEMbI
0€30MacHOCTH B OOJAYHBIX BBIYHUCICHUSIX U MPOCBEUICHHBIE IIaru, KOTOpbIE
OPEANpUATHE MOXKET MPEANpPUHATh, YTOOBl CHU3UTh PUCKU O€30MACHOCTH U
3allUTUTh CBOU PECYPCHI.

Obnaunvie  @vluucieHus -  MOJENIb  OOecledeHuss  yA0OHOro
CETEBOTO docmyna no mpebosanuio K  HEKOTOpoMmy obmemy  (QoHIY
KOH(QUTypHUPYEMBIX BBIYMCIUTEIBHBIX PECYpPCOB (HAIpUMEp, CETSIM Mepeaadu
JTaHHBIX, CepBepaM, YCTPONCTBAM XpaHEHMsI JaHHBIX, NPUIIOKEHUSIM H
cepBUCaM — Kak BMeECTe, TaK M IO OTIENbHOCTH), KOTOpble MOTYT OBITh

[ ]
@)
@)
@)
[ ]
@)

(@]
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ONEPATUBHO  MPEJOCTaBIE€Hbl M  OCBOOOXJAEHbl C  MUHUMAaJIbHBIMHU
9KCIUTYaTallMOHHBIMU 3aTpaTaMy WM OOpaIeHUs MU K poBaiiaepy [11].

[IpennpusaTus HAYMHAIOT paccMaTpUBaTh TEXHOJIOTHIO OOJIaYHBIX
BBIYUCIICHUH KaK CIIOCOO COKpAIeHHs 3aTpaT U MOBBIIMICHUS MPUOBLIBHOCTH,
OTOMY 4YTO BO Bcex oTpaciax WT-mupekropaM NOCTOSHHO HPUXOAUTCS
COKpaIllaTh KalmUTalbHbIE aKTHBBI, KOJIWYECTBO COTPYIHUKOB M PACXOIbl Ha
HOJJIEP)KKY, @ 00IaUHbIe CUCTEMBI AAt0T UM BO3MOXKHOCTb JIOCTUYb ITHUX LEJIEH.
Ha pucynke 2 moka3aHO JOCTYIIHBIE PECYpCHl I MPEINPHUSITHNA B OOJIaKe
(Bpenmu, 2010) [10].

Pucynox 2. Pecypcor o6naunsix Beraucinenuii (CloudTweaks, 2010)
[10]

PeHTabenbHOCTS 00JIAYHBIX BBIYUCICHUN MOXKET OBITH OOBSICHEHA B
dbopmynax «accOIMaTUBHOCTH 3aTpaT», Moka3aHHbIX B (opmyne (1). JleBas
4acTh YMHOXAeT YHCTHIM JTOXOJ Ha MOJIb30BATEIbCKUN Yac HAa KOJIHYECTBO
YacoB TIOJIB30BATEIs, JaBas OXHIAEMYIO TPUOBUTH OT HCIOJIB30BaHUS
00JIauHBIX BBIUMCICHHM, B TO BpPeMsl KaK MpaBas CTOPOHA BBIMOIHSET TE JKe
BBIYMCIICHUS ISl [IEHTpa OOpaOOTKM MaHHBIX C (PUKCHUPOBAHHON €MKOCTHIO,
YUUTBIBAs CPEIHIONO 3arpy3KY, BKIIOYasi HEITUKOBbIE paboune Harpy3Ku IEeHTpa
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00pabOTKN AaHHBIX; KaKas CTOpOHA OOJbIIIe, TeEM OOJIbIIEe BO3ZMOXKHOCTEH s
nosyueHust npuosuTy (Armbrust et al., 2009) [12].

B pa6ore [12] (Armbrust et al., 2009, ctp. 10-11) npuBenu npumep
AIIACTUYHOCTH C pacyeTaMy MOTCHIIMAIOB S3KOHOMHUH OOJIAYHBIX BBIYUCICHUN U
CHWD)KCHHS 3aTparT:

[Tos1b30BaTENBCKUE YAChI o1 04mprii cerMenT
X (AOXOA - CTOI/IMOCTbO6JIO‘{HbIﬁ cermeHT) =

> [los1b30BaTENbCKUE YAChI[{enrp o6pacorkn ganmsx X (1OX04 —

CTOMMOCTb 6 nounbiii cerMeHT) (l)
Hcnosib3oBaHue

CymiecTByeT  HECKOJBKO  KPYIHBIX  IOCTABIIMKOB  OOJIAYHBIX
BbIUKCIIeHHH, B ToM unciie Amazon [21], Google [22], Salesforce [23], Yahoo
[24], Microsoft [25], Alibaba [26], IBM [27] u napyrue, KOTOpHIC
HPEOCTABIISAIOT YCIYrM OOJIAYHBIX BBIYMCIECHUH, NPEAOCTaBIAS KIMEHTaM
pa3HooOpa3Hble yciyry, Takue kak Software-as-a-Service (SaaS), Platform-as-
a-Service (PaaS), Storage-as-a-Service u Infastructure-as-a-Service (IaaS) B
YHCIO KOTOPBIX BXOIAT DJCKTPOHHAS IOYTA, XPAHWJIHILE, MPOrpPaMMHOE
oOecrieyeHne 1 UHQPACTPYKTypa B KaueCTBE yCIYT.

OO0nayuHbIe BEIYUCICHHSI CTAIKUBAIOTCS C TAKUM )K€ KOJIMYECTBOM yIPo3
0€30I1aCHOCTH, KOTOPbIE B HACTOSIEE BPEMSI BCTPEUAIOTCS B CYLIECTBYIOLIMX
BBIYUCITUTENBHBIX TUIAT(HOpMaxX, MHTEPHET CETSIX MPEANPHUITHN. DTU YTIPO3HI,
ySI3BUMOCTH pucKka ObiBatoT pazHbix popm. Cloud Security Alliance [13] nposen
UCCIIEIOBAaHUE yIPO3, CTOSIINX TMepe]] OOJaYHBIMH BBIYMCICHUSIMH, U BBISIBHJI
CeMb OCHOBHBIX YTpO3:

® 3J10ynoTpeOICHNUs U 3II0HAMEPEHHOE UCTIONBb30BaHNE 00IauHBIX
BBIYHCIICHUI;
e HebOe3omacHble HHTEP(EHCH TPUKIIATHOTO
pOrpaMMUPOBAHUS;
31100HbIE HHCANAEPHI;
YSI3BUMOCTH OOIIMX TEXHOJIOTHIA;
NoTeps JAHHBIX/yTEeUKa,
y4eTHas 3aluch, 00CITy>)KMBaHUE U YTOH TpaduKa;
HEW3BECTHBIN PO PUCKA;

[lepeHoc Bammx JaHHBIX B OOJIAYHBIA CEPBUC - 3TO BCE PAaBHO, YTO
«TIOJIOKUTH BCE sSilla B OJHY KOp3uHY» corjacHo [14]. Hccrnenosanus
MOKa3aJH, YTO 3JIOYMBIIIJIEHHUKHA MOTYT TOYHO OIPENEIUTh, II€ HaXOIATCS
JaHHble B «oOJIake», W MHCIONb30BaTh pa3IUuYHbIE TNpUEMbl Uil cOopa
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uHpopmanuu. [ ycmemHoM peanuzaluy  OOJNIAYHBIX BBIYMCICHUN Ha
OpeNnpusITHH  TpeOyeT MNPaBWIBHOTO IUIAHUPOBAHWUS ©  TOHHMAaHUS
BO3HUKAIOIIMX PUCKOB, YTPO3, YSI3BUMOCTEH U BO3MOXKHBIX KOHTpMEp. B [10]
[OJIaraloT, 4YTO MPEANPUATHE TOJKHO TPOAHATTU3UPOBATh PUCKU O€30MaCHOCTH,
yrpo3bl U HMMEIOIIHUECS Mephl MPOTHUBOJCHCTBUS KOMIITAHUU/OpraHU3aliH,
MPEXJIC YEM IPUMEHSTH 3Ty TEXHOJIOTHIO.
Cmpykmypa 6e0-npunodicenuii u munvl amax

C pa3BUTHEM TEXHOJOTHIA KaXK10€ MPEANIPUITHAE UMEET CBOU BeO-caiT. A
BeO-CcallT, B CBOIO ouepeib, 3TO CUCTEMa 3JIEKTPOHHBIX
JTOKYMEHTOB ((haiiJioB JaHHBIX ¥ KOJa), MPUHAIJICKAIINNA YaCTHOMY JIHILY WA
OpraHM3alii, W MOXET OBbITh JOCTYIHBIM B KOMIIBIOTEPHON CETH MO
oOLIMM IOMEHHBIM ~ UMEHeM U IP-agpecom win  JIOKanbHO  Ha  OJHOM
kommeioTepe. Kak mpasuiio, BeG-uHTEpdeiic, 00palieHHbIi K 001Ie0CTYITHOMY
Hurtepuery, cuutaercss Hauboliee ysI3BUMBIM U «PUCKOBAaHHBIM», KOT/Ia pedb
uaeT o0 YSA3BHUMOCTSX, IOITOMY BeO-CalThl SBJISIOTCS OAHOW M3 OCHOBHBIX
neneit st xakepoB. Kak TONbKO 3710 yMBITUICHHUK JIOCTUTHET BEO-TIPUIIOKEHUS,
9TO MOXET MPUBECTU K TOMY, YTO OH JOCTUTHET KOMITbIOTEPHON CUCTEMBI WU
0a3bl JaHHBIX, CEpBEpa WM KOHPUTYpAIUH peanu3alii WiIH ONepalduoOHHON
CUCTEMBI.

[IpuBeneM HEKOTOpbIE aHAIMU3BI 1O B3JAMBIBAHUIO CAMTOB Ha
IPEIPUATHSIX.

B cpennem ot 30 000 10 50 000 caiiToB KaXkbli J€HBb B3JIaMbIBACTCSI, U
Ha camMoM jene O0onbmMHCTBO U3 3TUX 30 000 caliTOB SBNSIOTCA 3aKOHHBIMU
MaJbIMH TIPEANPUITUIMHU, KOTOPHIE HEBOJIBHO PACIpPOCTPAHSIIOT BPEIOHOCHBIN
KO JIIsl KHOEPIPECTYITHUKOB.

64% xoMIaHWI CcTalKMBaIMCh C BeO-aTakaMM Ha OCHOBE JIOCTYITHOU B
HACTOsAIIEe BpeMsl CTATUCTUKU. 62% moaBepraivuch arakaM (UIIUHTA U
COLIMAJIbHOW WHKEeHepuH, a 59% KOMMIaHMH CTaJKMBAJIUCh C BPEJOHOCHBIM
KoZoM u 6oTHeTamu [15].

[To mpuBeEHHBIM BBIIIE JTAHHBIX BUIUM 3HAYUMOCTH HEOOXOIUMOCTH
obecrnieueHus uHGOPMaIMOHHON 0e30MmacHOCTH BEO-TIPUIIOKEHUI
MPEANPUSITHH, KQKIOTHEBHO MCTIOIB3YIOINE HHTEPHET PECYPCHI.

B cBsi3H ¢ 3TUM paccMOTPUM CTPYKTYPY BEO-NPUIIOKESHHUIA U TIPUBEIEM

THUIIBI aTaK JUTIsl HCCIICIOBAHUS JaTbHEHIIeH paOoTHl.

UroObl MOHATH cNabOCTh BeO-Cpelbl, MBI TakKe JIOJDKHBI 3HATH
KOMITOHEHTHI BeO-TIpuiio’keHHs. BeO-pUIoKeHusI COCTOST U3 TPEX OCHOBHBIX
qyacTell, Kak MOKa3aHo Ha pucyHke 3. SI3bIK MPOrpaMMUPOBAHUS UCIIONb3YETCS
JUIsL pa3pabOTKU KIMEHTCKOM 4acTu M AJIs CO3JIaHUs 3alpocoB K 0a3e JaHHBIX.
[Iporokon mepemaun runeptercta (http), KOTOPHI UCHONB3yeTCS IS CBS3H
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SIBJISIETCS. OTJIMYUTEIHHOM YaCThIO JIFOOOT0 BEO-TIPUIOKEHHUS.

{ Web Application A
( ) |
: Javasenpt Stanc Dxecutable, eg., DynomicHTML !
Flash, HTML JavaServiet, 1
b 2 page Gl page, eg. PHRSP. |,
. A y .
Runtme/interpreter, e.g., VW, Zend
Webbrowser Database
Webserver
HTTP )
Client Side Server Side

Pucynok 3. KomnoneHTs! BeO-npunoxenus [16]

Fme opna rnaBHas yrpo3a B HWHTEPHET-O0E30MACHOCTHM M BeO-
MPUIOKEHUSAX, KOTOPYIO II0JIb30BAaTE€IN MPOCMATPUBAIOT Yepe3 MOpPT IO
yMOT4aHu0 HOMep 80 ¢ UCTIOIb30BaHNEM MPOTOKOIIA http 1 HOMep mopTa 443 ¢
UCIIOJIb30BaHUEM MIPOTOKOJa Oe3omacHoro ypoBHA https. 310yMBIIIIEHHUK
HAuMHAET HCIOJIb30BaTh MHTEpHET Kak OOBIYHBIA KIMEHT WM IOJIb30BaTElb
BeO-caiiTa, 3aTeM 3TH MOPThHI UCHOIB3YIOTCS JUIsl aTaKd Ha CalT M JAOCTYH K
JAHHBIM U QaiilaM KIMeHTOB. Pa3Mep aTaku 3aBHCHUT OT BaKHOCTH JTAaHHBIX U
Ou3Heca KOMITAHUN, KOTOPBIE BIAJCIOT dTUMH caiTamu [16].

Jlanee mnpuBeneM camble pAacIpOCTpaHEHHbIE BHUIBI aTaKk B BeO-

HPUTOKEHUSAX !

1. DD0S-amaxu: DD0S-araku HalpaBJICHBI HA TTO/IaBJICHHUE IIEJICBOTO
BeO-TIpUIIOKEHUsI/ BeO-caiiTa/cepBepa JIOKHBIM TpaduKOM, CHIDKas
MPOIYCKHYIO CIIOCOOHOCTD CETH U JIeNasl €€ HEJAOCTYITHOM JIst
3aKOHHBIX MOJIb30BaTesei. Hekoropele pactpocTpaHeHHbIE, HO
omacHble Tumbl DDoS-atak Bimrouarot yeunenue DNS, Ping of death,
Smurf-ataku, HTTP-¢nyn, SYN-payx u 1. 1. [17].

2. Amaxu SQL-unvexyuti. B 3TUX aTakax 3JIOYMBIIIICHHUK BHEAPSET
BpeloHOCHBIH KoJ1 SQL B BHJIE 3alpOCOB WJIM 3aIIPOCOB B MOJIS BBOJIA
M0JIb30BaTeNIsl B BEO-NIPUIIOKEHUSAX, TaKUX Kak (OPMBbI OTIPABKH,
KOHTaKTHbIE (GOpMBI U T. 1. TakuM 00pa3om, OHH MOJIYYaIOT IOCTYI K
BHYTpeHHEH 0a3e MaHHBIX NPUIOKEHHUS, KyJa OHH TPOHHKAIOT
M3BJIEKaTh KOHPHUACHIIMATBHYIO0 HH(POPMAITUIO O KIIMEHTAX WM CaMOi
KOMITaHWH, TI0JIy4aTh HECAHKIIMOHUPOBAHHBIN aJMHHHUCTPATHBHBIN
JOCTYH, U3MEHATh WIN yJAIATh JaHHbIE U T.J. WIK JIaXe MOIy4aTh
MOJTHBIA KOHTPOJIb HaJl BeO-niprtoskeruem [17].
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3. Amaxku medccaiimosozo ckpunmunea (XSS). Ataku XSS HarpaBiieHbl
Ha TIOJIb30BATENCH YA3BUMBIX BeO-TIPHIIOKEHHI/BEO-CaliTOB, YTOOBI
MOJyYWTh JIOCTYl K Opay3epaM W yIOpaBIsATh HMH. 3]1€Ch
3NOYMBIIIJICHHUKH ~ WCHOJB3YIOT — YSI3BUMOCTH UM mpolenbl B
NPUJIOKEHUU Ui BHEAPCHHUS BPEIOHOCHBIX  CKPUITOB/KOJIOB,
KOTOpBIE  BBINOJHSIOTCA, KOTJa HHUYEro HE TOA03pPEBAIOIIUi
MOJIH30BaTENIb 3arpyXkaeT MpUIoKeHn/BeO-caliT. Ataku XSS craBsT
oJl yrpo3dy JHYHYI0O U KOH(PUACHIMAIbHYIO HH(OpMAIIIO
MOJTL30BATEJIS M YaCTO IPUBOJIAT K KPAXKE JIMYHBIX IAHHBIX, TIEPEXBATY
ceaHcoB u T.n1. [17].

4. Amaxu nynesozo oms (Zero-day Attacks). Ataku HyJ€BOTO IHS - 3TO
T€, B KOTOPBIX OpPTraHU3aIMsl 3HAET O CYIIECTBOBAHUM YSI3BUMOCTEH B
anmapaTHOM/IIPOrPaMMHOM O0ECIICUEHUH TOJBKO TOT/A, KOTJa aTaka
IPOUCXOTUT. ITO HEOKHUIAHHO H, CIIEOBATEILHO, OYCHb BPEIHO IS
Ou3Heca, TIOCKOJIBKY Y HHUX HET OBICTPBIX HCIPABICHUNA WU
UCIIPABJICHU JUIs 3AIUTHI CBOETO mpuiioxeHus [17].

5. Amaxu 6usnec-nocuxu (Business Logic Attacks). busnec-noruka

SBIISICTCS KPUTHYECKUM 3JIEMEHTOM, COCIUHSIONIMM U TepeNalolIiM

UHPOPMALIMIO MEXIYy IOJB30BaTeIbCKUM HHTepdeiicom u 0Oazamu

JaHHBIX W CHUCTEMaMH IPOTPaMMHOTO OOECHEeYeHUs, ITO3BOJISA

noJib30BaTesIM 3 (PEeKTHBHO UCTIOIB30BATh BEO-TIPUIIOKEHNE/Be0-CaiT.

Korga B 6usHec-1oruke ectb npooOesbl, OIMMOKNA UJIH COBMAJACHHS, 3TO

CO3/1aeT  YSA3BUMOCTH, KOTOpPbIE€ 4YacTO MCIHOJB3YIOTCA  KHOep-

ATaKYIOIIMMH JUTS TIOJIYYEHHUS JICHSXKHBIX M JPYTUX IMPEUMYIIECTB.

3MOYMBINIJICHHUKHA HE  HWCIONB3YIOT HMCKaKEHHBIE 3allpochl U

BPEJIOHOCHYIO Harpy3Ky /IS OpraHu3aliuu aTak Ou3Hec-ioruku. OHu

UCTIONB3YIOT 3aKOHHBIE IIEHHOCTH U TPABOBBIE 3alpoChl IS

UCIIOJIb30BaHUs KOCBEHHBIX YSI3BUMOCTEH B mpuioxenuu [17].

6. Amaxu «uenosex nocepeoune» (Man-in-the-middle attacks). Dtu
aTaKW TPOMCXOJAT, KOTZA 3JIOYMBIIUICHHUKH TTO3UIIHOHUPYIOT Ce0s
MEXy MPHIOKEHUEM U 3aKOHHBIMU TOJIH30BATEISIMU JIJISI U3BJICUCHUS
KOH(HUICHIIMATLHOW HHPOPMAITHH, TAKOW KaK apOJIH, YICTHBIC JTaHHBIS
JUTSL BXOJ1a, TaHHbIe KpeAUTHOM KapThl U T. /1., BeinaBast ceOs 3a ogHy U3
JIBYX CTOPOH. ATaka MOXET OBITh OpPraHM30BaHa C MIOMOMIBIO MPOCTHIX
CPEIICTB, TAKUX KaK MPeI0CTaBlIeHNnEe OECIITIaTHBIX, BPEJOHOCHBIX TOYECK
JIOCTyTa B OOIIECTBEHHBIX MECTaX, KOTOPbIe HE 3aIIUIICHBI MapoJIeM.
Korma >kepTBBI MOAKIIOUAIOTCS K OTHM TOYKAM JOCTyMa, OHH
NPEJOCTABIISIOT 3JIOYMBIIUICHHUKY TIOJIHYI0 IPO3pavyHOCTh OOMEHa
nanabiMu B HTEpHETE [17].

130



SDU Bulletin: Natural and Technical Sciences. 2020/1 (52).

7. Bpemonocuele mnporpammbl (Malware). ATakum BpEIOHOCHBIX
OporpaMM  OPraHU3yIOTCS IyTeM HCIOJb30BAaHUS  YSA3BUMOCTEH
MPUIOKEHUH UITU ¢ TIOMOILBbIO METOJIOB COIIMANIbHOM MHKEHEPUH, TAKUX
KaKk (DUIIUHT, O BHEIPEHHUS BPEIOHOCHBIX MPOTPaMM, TaKUX Kak
TPOSIHBI, BbIMOrarenu, mmuoHckoe I1O, pyrkutel u T.A4., Ha BeO-
caiiT/BeO-npriioxkeHue/cepBep. TeM caMbIM 3JI0yMBIIICHHUK MOJIy4aeT
IoCcTyn K KoHpuIeHuanbHOl wuHpopManuu, KOHPHUAESHIHATHHBIM
YaCTSAM MPHIIOKEHUS, U3MEHCHHUSIM KOH(pUTrypamuu cucremsl [17].

8. Ilopokm (Defacements). Ilpm arakax ¢ HCIOIBL30BAaHHEM
danpcudukanuy, caMOd  TPOCTOM M3 BceX  KubOeparax,
3MOYMBIIICHHUKH HM3MEHSIOT KOHTEHT BeO-caliTa M 3aMEHSIOT €ro
CBOMM COOCTBEHHBIM KOHTEHTOM, 4YTOOBI OTPa3UTh MOJUTUYECKYIO
U7COJIOTHIO/TIOBECTKY MJHS, LIOKHMPOBaTh TMOJb30BaTeNiel CHOPHBIMU
coobuieHnsaMu wim odpazamu. 1o ycTpaHeHUs! IOPUM BEO-TIPHIIOKEHHE
MOXET CTaTh HEIOCTYIHBIM JIs ToJib30Batesei [17].

Hccnenyst BbllleyKa3aHHbIE pa0OThl  BBISIBIJIM KAaKHE €CTh YIPO3bI
0€30IaCHOCTH B OPTaHU3AIMIX, H PACCMOTPEIN CTPYKTYPHI BEO-TTPHIIOKEHHIA C
pacnpocTpaHEHHBIMU BUJAMH aTakK.

TpaguunoHHble pemieHusi 0€30IacHOCTH, TakWe Kak CeTeBbIE
Opanamayspbl, cucTeMbl oOOHapyxeHus Bropxkenuit (IDS) u cucremsl
npenorBpauienuss Bropxkenuit (IPS), xopomm g nmpepoTBpalleHus
HE3aKOHHOTO0 Tpaguka 1 odecrieueHus: 6€30MacHOCTH Ha ypoBHe ceT. Ho y Hux
HET BO3MOXKHOCTH OOHapy>KUBaTh U OCTaHABIMBATh BHenpeHue SQL, mepexsar
CEaHCOB, MEXCANTOBBIA CKpUNTHHT (XSS) M Ipyrue ataku, BO3HUKAIOIINME B
pe3yabTaTe ySA3BUMOCTEH, MPUCYIINX BEO-TIPHIIOKEHHUSIM, OJTHIUM W3 PEIICHHHA
seistercst koHduryparst WAF (Web application firewall).

Obocnosanua WAF (Web application firewall) u eco npeumywecmea

daiipBoi BeO-IPUI0KEHUN TPEOCTABIISAIOT 3 (HEKTUBHOE PELIeHHE IS
oOHapyxeHus yrpo3 mytem npoBepku Bxoasmux HTTP-3anpocos ermie 1o Toro,
Kak oHM JocTUTHYT cepBepa. WAF (Web application firewall) o6HapyxuBaet u
OJIOKMpYET 3JI0HAMEPEHHBIC aTaKH, CBSI3aHHBIE C O€30MacHBIM Tpadurom BeO-
caifiTa, KOTOPBII MOI' TIPOCOYMUTHCS 4Yepe3 TPAAULMOHHBIE pEIIEeHUs
6e3omacHoct. WAF Takke HCHONB3YIOTCS, YTOOBI MOMOYL OpraHU3alUsM
coomonath TpeboBanus HIPAA u PCI-DSS [20].
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Pucynok 4. Ctpyxrypa 3ammrsr WAF

Pabora WAF  o00blYHO OCHOBaHa Ha OJHOM H3 TpeX Mojelei
0€30MacHOCTH:

1. YepHblii CIUCOK WJIM MOJIENIb C OTPULIATEIIBHOM 3aIlIMTON - MPH 3TOM
WCIIOJIB3YIOTCSL OOIIME TOMAMUCH JJisi 3allUThl CalTa OT W3BECTHBIX aTak M
CHelualbHble TOMAMUCH JUIsi TPEJOTBpPAICHHs] aTaK, KOTOpPhle MOTYT
UCIIOJIb30BAaTh YSI3BUMOCTH B BEO-TIPHUIIOKEHUY;

2. Benblif ciMcOK WM MOJENb MO3UTUBHON OE30MaCHOCTU - MPHU ITOM
WCIIOJIB3YIOTCSL CUTHATYPhl, @ WMHOTJA W JOINOJHHUTENbHAs JIOTUKA, YTOOBI
pa3peuuTh TONBKO TpadHK, COOTBETCTBYIOUIUI OMpPENEICHHBIM KPUTEPHSIM.
[Ipumepom  sBinsercs paspewmenue Ttosnbko HTTP-zanmpocoB GET ¢
onpenenenHoro URL-aapeca u 610KkupoBaHUE BCETO OCTAIBHOTO;

3. 'mbpunnas mMojens 6€30MacHOCTH - 9TO KAacaeTcsl KaKk HeraTUBHBIX,
TaKk ¥ TO3UTUBHBIX Mojeneil. HexoTopple M3 HacTpanBaeMbIX MapaMeTpoB
BKJTFOYAIOT OJIOKMPOBKY 3ampoca, OJOKHPOBKY ceaHca, 01mokupoBKy [P-anpeca,
OJIOKMPOBKY IMOJIb30BATENS MIIM BBIXO/ MOJIb30BaTENsl U3 cUcTeMHI [20].

Beb-npunooicenus u SQL-unvexkyus

Cs3p Mexay 0a3o0i JaHHBIX U BEO-TIPUIIOKEHUSMHU OUYEHBb TPOYHA,
MOCKOJIBKY OOJIBITMHCTBO BEO-MIPUIIOKEHUM TTpeAHA3HAYEHBI JIJIS1 U3BJICUEHUS U
XpaHEHHUs NaHHBIX KJIMEHTOB B 0a3zax naHHBIX. [loaromy SQL-uHBEKIHS
CTAaHOBUTCS CEPbE3HOM aTakoil Ha BeO-TIPUIIOKEHHUE ISl HM3BJICUEHUS WIH
XpaHEHUs TaHHBIX 0€3 aBTOpU3AINH WIH pa3penieHus qoctyna. SQL-uHbeKus
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- 9TO METOJ] BHEJIPEHHUsI BEO-TPUIIOKEHUS ¢ TapaMeTpoM ook yepe3 SQL-
COOOIIEHUS ISl TOJTYyYEHUS HECAHKIIMOHUPOBAHHOTO JToCcTyTma [ 16].

Y WAF ecTb HEKOTOpbIE HETOCTATKU U3-3a OTCYTCTBUS aBTOMATU3aLlUU,
MacITabupyeMOCTH ¥ 0XBaTa BO3HHKAIOIINUX YIpo3, MOCKOJIBKY COBPEMEHHBIE
00T-ceTu cTaHOBATCS Bce Oosee u 6osee 3(hPeKTUBHBIMU U arpECCUBHBIMU. DTH
OOTHETHI TETIEPb CO3AIOTCS C TOMOIIBIO (PYHKITMH HCKYCCTBEHHOTO HHTEIICKTA
(M) moepx «ctapbix» 6otHeToB MHTepHET Bemel (IoT), koTopbie cTaHOBSITCS
Bce OoJyiee YHUBEPCAIBHBIMU B CBOCH CIIOCOOHOCTH aTaKOBaTh C Pa3IMYHBIMHU
BeKkTOpaMu. DYyHKIIMOHATBHOCTh, KOTOPYIO Mpemiaraer kinaccuueckuii WAF,
cTaja MpPEeIMETOM HEAOBOJILCTBA, B TO Bpems kak WAF cruenyromero
MOKOJICHUS, KOTOpble OBUIM POXAEHBI KaK CHUCTEMBI HCKYCCTBEHHOTO
MHTEJUIEKTa, KOTOPBIE MOTYT CHPABUTHCS C TAKOH MHOTOMEPHOHN CIIOKHOCTHIO
yrpo3, BCTPEYAIOTCSI TOBOJIBHO PEAKO.

B cermenTte kubep3ammuThl CETH U 3alIUTHI IPUIOKEHUA HE TaK MHOTO
pelIeHui M0 UCKYCCTBEHHOMY HMHTEJIEKTYy/MalIMHHOMY oOyuyeHuto (AI/ML).
Opnnako Bce O6onpme u 6onpme pemennii Al 1 ML HaunHAIOT TPOSIBIATHCS B
KayecTBE OCHOBHOTO YycIiexa MPOTHB aTaK paclpeielieHHOro OTKa3a B
o0ciyxuBanuu (DDoS) u, 6onee KOHKpeTHO, MPOTUB MUpa IpuiiokeHuit DDoS
(Distributed Denial of Service), uro 6110 mpoaemoncTpupoBano L7 Defense ¢
€ro HEKOHTPOJIMPYEMBIM TOJXOIO0M K oOydeHmio. Takash TEXHOJOTHS TaKkKe
MOJKET UTPaTh PEIIAIOIIYI0 POk B pemeHussx WAF, Takux kak 3amura oT Tex
’K€ MHOTOIIEJIeBBIX OOTHETOB [18].

3axnouenue

Uro KacaeTcst 3alIUThI, TPAIUITHOHHBIE METOBI UCTIONB3YIOT HEKOTOPHIHA
CJIOBaph WK 0a3y JaHHBIX U3BECTHBIX YS3BHUMOCTEH.

WAF gpomkeH ObITb B COCTOSHUM OOpOTbCS C MHOXECTBOM
MHOTOBEKTOPHBIX aTak, TakuX Kak BHeapeHue SQL, ymaneHHOe BBITOIHEHUE
KOMaH/I, BKJIIOUEHHE YIaJICHHBIX (ailyioB, BKIIOYCHHE JIOKAIBHBIX (HailsioB,
BHeapenue PHP, Buenpenne LDAP, BHenapenne Memcache u mexxcalTOBBIN
ckpunTHHr (XSS); Bce BMecTe. HaM Hy»eH onbIT, 4T0ObI MIEHTU(DUIUPOBATH
OTH TUIIBI aTaK U KIACCUPUIIMPOBATH UX C MAKCUMAaTIbHOW TOYHOCTHIO C TIEPBOTO
3ampoca. OOBEKTUBHO, 3TO KPUTHUYECKH BaKHAS YaCTh IS OINPEICIICHUS T10
«caMoMy nepBoMmy 3ampocy» [18].

Jloxxnple cpabaThlBaHUS W JIOXKHBIE OTPHIAHUS JIOJDKHBI  OBITh
OTpaHUYEHBI, YTO OBLIO ObI OJM3KO K HYJIO HA YPOBHE BEO-CTPAHUIIBI.

Hawm HyXHO HailTu perieHue, KOTOpoe UCIOJIb3YeT Te ke KoHIenuu Al
u3 Applicative DDoS n Heo6x01uMo 00aBUTh KOHKPETHBIE KiIacCU(UKALUU B
JIOTIOJTHEHHE K BO3MOKHOCTH QITOPUTMUYECKH JITHAMUYCCKH
uaeHTuGUIUpOBaTh BCe TUNBI aTak Ha Jnety. WAF gomkna ObITh
NPeJOCTaBlIeHa JIOTIOJIHUTENbHAsT BO3MOXKHOCTh, YTOOBI OH MOT TOYHO
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OIIpEIeTINTh, €CTh JIM KaKas-To arperamus Tpaduka B Bamem BeO-uHTEp(Eiice,
UAYIIEM K BaM, HCIHOJb3yd MallMHHOE O0ydeHue, KoTopoe OyneT Haiei
JnanpHenei padotoii [ 18].

JInsi KaueCTBEHHON OpraHHU3alliH JIESTEIBHOCTH 110 MPEAYIPEKICHUIO
yrpo3 HH(POPMALMOHHOH 0€30MaCHOCTH MPENPHATHIO HEOOXO0IMMO:

— Ka4eCTBEHHOE IIPOTHO3UPOBAHUE YTPO3;

— pa3paboTKa NPEeBEHTUBHBIX MEP 3aLUTHI IPEANPUATHS.

B opraHmzanum = JeSTENFHOCTH 1O  MPEIYNPEKICHHIO  yrpo3
UH()OPMAIIMOHHON Oe3omacHoCTH OCHOBHOM 3amayeit SBIISICTCS
IPOTHO3UPOBAHUE U OL[CHKA BO3MOXKHBIX YIPO3 MPEINPHITHH.

Takum o00pa3oM, OYEHb BaXKHO, YTOOBI MPEANPHATHE IPHUHSIIO
CTPYKTYPHPOBAaHHYIO METOJOJIOTHIO JUIS OIPEACICHHS COOTBETCTBYIOIINX
yIpo3, NEPEOIIEHKH OCTATOYHBIX ySI3BUMOCTEH U BBISIBICHUS HOBBIX YIPO3.
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B.B. Bep6ogckuii*
'yuupepcuter nmenn C. Jlemupens, Kackenen, Kasaxcran

0] .JIQKAJII)HOf[ MOHOTOHHOCTHU OJHOMECTHBIX
O YHKIIUU OITPEAEJIMMBIX B KOHEYHO ITPOCTEI'AHHbBIX
YHOPAAOYEHHBIX CTPYKTYPAX

Annotanus. Kak Owpuio gokazano b. KynmemoBeiMm, n1ro0oe ceueHue B
¢J1a00 0O-MUHUMAJIBHOM CTPYKTYpE MOXKET UMETh MAKCUMYM JIBA PACIIUPEHUS 10
IOJIHBIX THUIIOB, IPUYEM MHOKECTBA BCEX pEAM3alUi 3TUX THUIIOB SBIISIFOTCS
BBIIYKJIBIMM B JIIOOBIX 3JIEMEHTApHBIX paclIMpeHusX. B naHHON craTthe Mbl
0000111aeM MTOHATHE CJ1a00H 0O-MUHUMAIBHOCTH U MOJIYYaeM CIIEIYIOIIEe TOHATHE
N-CTEraHbIX CTPYKTYp: JIMHEWHO YIOPSIOYEHHAs CTPYKTypa HasbIBaeTcs N-
CTEraHoM, eciau Jit00oe ceuyeHue MMeeT He Oojiee N pacUIMpeHUui 10 IOJIHOTO
tunoB. O6paTuTe BHUMaHUE, YTO MbI 3[I€Ch OITyCKAEeM YCIIOBHE, YTO MHOXECTBO
BCEX peaju3aluil Tuna J0HKHO OBITh BBITYKIIBIM. B 3T0i cTatbhe Mbl Hcciaenyem
CBOWCTBO JIOKQJIbHOM MOHOTOHHOCTH JUIsl OJTHOMECTHBIX (DYHKIM, OIIpeaeTuMbIX
B KOHEYHO IPOCTETaHHBIX CTPYKTYpax.

KiroueBble ciioBa: MareMaTHdecKas JIOTMKA, TEOpUsS MOJENEH, O-
MUHUMAaJBbHOCTh, YIOPSA0UYEHHBIE CTPYKTYphI, CEYEHHE, TTOJHBIA TUII.

***k

Abstract. As it was proved by B. Kulpeshov, any cut in a weakly o-minimal
structures can have at most two extensions up to complete types, and the sets of
realizations of these types are convex in any elementary extensions. In this paper
we consider a generalization of weak o-minimality, namely notion of an n-quilted
structure: a totally ordered structure is said to be n-quilted if any cut has at most n
extensions up to complete types over the structure. Note that we omit here
condition that the set of all realizations of a type must be convex. In this article we
investigate the property of local monotonicity for unary functions definable in
finitely quilted ordered structures.

Keywords: mathematical logic, model theory, o-minimality, ordered
structures, a cut, a complete type.

***k

Anpatna. b, KynmemoB — momenpereHaeil, onci3  MUHUMAIIBI
KYPBUIBIMIAFbI K€3-KEJITEeH KMMa TOJIBIK THIIKE JACHIH €H K001 Kl KeHEUTIMTe ne
0oma anajbl, aln OChl THNTEPIH OapibIK iICKE aChIPBLTY YKUBIHTBHIFBI K€3-KEeITeH
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KapanaiiblM KeHelTynepae neHec Oonansl. bynm makanmaga onci3 MHHHMAIN3M
YFBIMBIH KOPBITHIN, N-KaOYJbl KYPBUIBIMAAP TYpPaJbl Kelieci YFhIMIBI allaMbl3:
CBI3BIKTHI PETTEJITEH KYPBUIBIM, erep KaHiai na Oip KMMajaa TOJBIK THIITEpPre
KeHelTinren N Oosica, N-kabynbl nen atanaabl. MyHIa THNOTIH OapibIK icke
achIpyJIapbIHBIH KHUBIHTBHIFBI JOHEC OOJTybl KePeK JEreH MapTThl eCKepMenMis.
Byn makanana 6i3 OiprexTec (yHKUMSUIAp YLIH SKEPriTIKTI MOHOTOHJIBLIBIK
KaCHeTiH aKbpIpFbl KaOynap KypbUIBIMBIHIA AHBIKTayFa OOJaTBHIH/ABIFBIH
KapacTbIpambI3.

Tyiiin ce3mep: MaTeMaTHKaJBIK JIOTWKa, MOJEIBICP TEOPHSCHI, O-
MHHUMYM, PETTEIreH KYPbUIBIMIAP, KUMa, TOJBIK THII.

Ilycte M = (M,<,..) Oymer JHUHEHHO YHMOPSIOYCHHOW CTPYKTYpOH.
Omxkpoimoiii unmepsan 1 B ctpykrype M ecTh mapaMeTpudecKu OMpeieTuMoe
NOIMHOXKECTBO CTpYKTypel M Buma [ ={cE€EM:M Fa <c<b} s
HEKOTOPBIX a, beMU {—00, 00}, rae a < b. AHaJIOTMYHO, MBI MOXKEM
OTIPEICITUTD 3AMKHYMble, NOLYOMKPbLMble-NONY3AMKHYmMble N TOMY TIOJJOOHBIC
WHTEpBajJbl B M, Tak 4TO, HalmpuMep, MPOU3BOJIbHAS TOYKA CTPYKTypbl M
ABIIIETCS caMa (TPUBHAIBHBIM) 3aMKHYTHIM HHTepBasioM. [lonMHokecTBO A
JUHEWHO YIOPSAOYEHHON CTPYKTYphl M Ha3BIBACTCS GbINYKAbIM, €CIH IS
mo0bIX a, b € A u ¢ € M Besikuit pa3, korjna a < ¢ < b Mbl UMeeM ¢ € A.

Buinykneim  komnomenmom mHodcecmea A Ha30BEeM MaKCUMaJbHOE
BBIITYKJIOE TTOJMHOXECTBO MHOKECTBA A. BBIMyKIIbIM 3aMbIKaHUE MHOXECTBA A
ABIISIETCSI HAaUMEHBIIIEE BBIITYKJIOE MHOECTBO, COJEpPKAIllee MHOXKECTBO A.
Bynem o603Hauats ero A€. 3anmuch A < B 03Ha4aeT, YTO KaK/bIH 3JIEMEHT U3 A
MEHBIIIE BCSIKOIO dJIeMEeHTa U3 B.

OnHO M3 OCHOBHBIX MOHSATUW B TEOPUU MOAENIEH — TOHSATHE O-
MHUHMMaJIbHON CTpYKTYyphl — Obl10 BBeZieHO A. [Tmnmaem u Y. CraitHxopHOM
[1]. Cnabas o-MuHUMAIBLHOCTE — €ro 00o00IIeHue, BBeaenHoe B [2]. Crabo o-
MUHUMATbHOU CMPYKMYpOoU HA3bIBAETCS JIMHEWHO YIOPSJAOYEHHask CTPYKTypa
M=(M,=,<,..) Takasi, 4YTO JIOOOE ompemenuMoe (C TMapaMeTpaMu)
MOJMHOKECTBO CTPYKTYpbl M sBHsieTCss OOBEIMHEHHEM KOHEYHOTO YHCia
BBIYKJIBIX MHOXECTB B M. Bcmomuum, 4to cTpykTypa M Ha3blBaeTcs o-
MUHUMATbHOU, €CTH KaXI0e ompenennMoe (C rmapaMmeTrpamMmu) MOJIMHOXKECTBO
CTPYKTYpbl M siBisieTcss 00beIMHEHHEM KOHEYHOTO YHCIIa UHTEPBAJIOB U TOUEK
B M.

Jnst nByx moaMHoOkecTB A u B MHOkecTBa M Oynem nucath A < B, ecnu
a < b npu moOeix a € A u b € B. 6yaeM roBOpUTh, YTO IJIEMEHT a JIEKUT
MEeXIy IByMs MHOcTBamu B u C, ecnm 6o B < a < C, mubo C < a < B.
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[Mapa mnoamuoxkectB (C,D) nHHEHHO YHNOPSAJOYCHHOH CTPYKTYyphl M
Ha3bIBaeTcs ceuenuem, eciii C U D = M u C < D. Cxaxewm, uro ceuenue (C, D)
onpeaenumMo, eciii MHoxkecTBo C ¢dopmynbHo. [lo ceyennro (C,D) MoxHO
IOCTPOUTh YAaCTHYHBIA THII S € S, (M), tne o(x;y,z) Ly<x<z, npu
IOMOIIH 3aKoHA: ¢ < X < d € s TOrjJa U TOJbKO Torna, korna ¢ € C ud € D.
Jlerko MOHATBH, 4TO M M000H <-TUN ompexessier cedeHue. IloaTomy Oymem
HA3bIBaTh TAKUE <-TUIIbI CEYCHUSIMH.

3aMeTHM, 4TO JII000€ ceueHne B Moaend M c¢mabo o-MHHHUMAaIbLHOU
TEOPHH HMEET camoe OOJbIlie J[Ba PACUIMpPEHHs A0 IMOJHBIX THIOB Hax M,
npuyYeM peanu3alud 3TuX TUnoB BeINykibl [3]. Eciu p € S;(M), To Oyzaer
nucath (Cp, Dp) ISl €AMHCTBEHHOTO CEYECHHMS, KOTOPOE COBMECTHO P, TO €CTh
JUIsL <-4aCTH THUIIA P.

Onpenenenue 1. Jluneiino ymopsimoueHHas crpykrypa (M, <, ...)
HA3bIBACTCS N-TIPOCTETaHHOM, eciu Jr0oe ceueHrue B M nmeer camoe Golbliiee
7 TOMOJHEHUI 10 MOJIHBIX TUMOB Haa M. 31ech, 1 — MOJIOKUTEIBHOE 1Ie]I0e
grcino. JIuHeiHo ynopsimoueHnas ctpykrypa (M, <, ...) Ha3bIBaeTCsi KOHEUHO-
MPOCTETaHHOM, ecu 100oe ceueHne B M nMeeT KOHEUHOE YMCIIO MOMOTHEHHMA
IO IMOJIHBIX THIIOB Hajy M.

DOneMeHTapHash TEOpUsl Ha3bIBACTCSl NM-IPOCTEraHHON  (KOHEYHO-
MIPOCTETaHHOI), ecliu JTI00ast ee MOJeb TaKOBa.

N3 paborts! [3] caexyet, 4To ¢1ab0 0O-MUHUMAJIbHBIE TEOPUH SIBIISIOTCS
2-poCTeraHHbIMH. HeKoTopble CBONCTBA KOHEYHO-TIPOCTETaHHBIX TEOpUi
OBLTH paccMOTpEHHI B pabdoTe [4].

BcnoMHMM Takoe TOHSTHE W3 TOMOJOTHHM, KaK POCTOK MHOXECTB,
NIEPEJIOKEHHOE JJIs1 TONOJIOTUH, MHAYIIMPOBAHHOM JIMHEHHBIM NTopsiakoM. ITycTs
B YIOPSAOYEHHON CTPYKTYpe naHo ceuenue s = (C, D). [lns 3a1aHHOTO ceUeHUs
OTIPENIETTUM POCTOK MHOXECTB CienyromuM odpa3om. /[Ba MmHOxecTB A u B
JeKaT B OJJHOM U TOM K€ POCTKE, €CJIHM CYIIECTBYIOT TaKHeE 3JIEMEHTHI ¢ € C u
d € D,uro (c,d)NA=(c,d)NB. Ectu D = @, To A u B nexar B OTHOM H
TOM K€ POCTKE, €CIIU CYIIECTBYET TakoW 3ieMeHT ¢ € C, 9to (¢,0) N A =
(c,2)NB. Eciu C = @, To A u B nexar B OHOM M TOM XK€ POCTKE, €CIIn
cymectByer Takoi odnemeHT d € D, uro (—oo,d)NA = (—o,d) NB.
OueBUHO, YTO IAaHHOE OTHOLLIEHHUE SIBJIIETCSI OTHOIIEHHEM 3KBUBAJICHTHOCTH.

Boo01ie roBopsi, MOHATHE POCTKA B TOTOJOTUM BBOJST I (PYHKITHH.
Ho Tak kak MOXHO pacCMOTPETh BMECTO MOJIMHOXKECTB UX XapaKTEPUCTUUECKUE
(GYHKIIUH, TO CTAHOBHUTCS TIOHSITHBIM, YTO MTOHSATHE POCTKA MOYKHO M TIEPEHECTH
Ha MO/IMHOKECTBA.

Onpenenenue 2. bynem Ha3pBaTh QYHKIUIO f 10KATbHO MOHOMOHHOU,
ecim A JI000ro a € dom f cymiecTByeT OECKOHEYHOE TIOMHOMKECTBO,
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coJepxallee 3JEMEHT d, Takoe 4YTO CyKeHHe (YHKIUMU Ha JaHHOE
HOJMHOXECTBO SBJISETCSI MOHOTOHHBIM.

Onpenenenue 3. [Ipeanonoxum, 4To aneMeHTapHas Teopus T TMHENHO
YIOPSI0UEHHON CTPYKTYpsl (M, <, ...) SBISETCS KOHEYHO-IIPOCTEraHHOH, a
cama mozenb (M, <, ...) nocratoyHo HaceleHHoU. Teoputo T Ha30BeM noumu
2Nao0Kou, eciau AJIs JII000ro MHTEepBajia CYIIECTBYET TaKOH mojablHTEpBan I u
TaKO€ KOHEYHOE MHOXKECTBO OJHOMECTHBIX TOMApHO HECOBMECTHBIX (hopmyn
Py, ..., B, , uto nro6oi 1-tum Hag M ompenensercs CEYCHHEM W BKIIOYEHUEM
POBHO O7HOM U3 hopmyn Py, ..., B,.

Bonpoc 1. SIBnsiercs mu Kaxaasi KOHEYHO-IIPOCTETaHHAsL TEOPHS TIOUYTH
rJ1agKon?

Teopema 1. Ilpeamnonoxum, 4YTO >3JI€MEHTapHas TEOpUS JIMHEWHO
YIOPAIOYEHHON JOCTaTOYHO HACBHIEHHON CTpykTypel (M, <, ..) sBIsercs
MOYTH TJIAJKOW KOHEYHO-TIPOCTETaHHOU, a f — ee (OpMYJIIbHON (DYHKIIHCH.
ITycte N Oyner 1OCTATOYHO HACBHILICHHBIM 3JEMEHTApHBIM PpacIIUpEeHUuEM
cTpykTypbl M. Torga mist moboro cedenus s = (C, D) u moboro poctka A u3
ITOTO CeueHHs cykeHue QyHKuuu f Ha MHOxectBO S(N) N A sBusercs
JIOKaJIbHO MOHOTOHHBIM.

JlokazarenbCTBo. Ilycte  syeMeHTapHas  TeOopus  JIMHEHWHO
yIopsI04eHHOH cTpykTyphl (M, <, ...) OyIeT KOHEYHO-IPOCTeraHHOH, a f ee
dbopmynsHO# GyHKIMEH. PaccmoTpum ceuenune s = (C, D). Jlerko mOHATH, 4TO
MHOXECTBO BCEX (OPMYIBHBIX ITOJMHOXECTB 3aJaHHOW YIOPSIOYESHHON
CTPYKTYpbI pa30HUBaeTCsi Ha KOHEYHOE YUCIO POCTKOB OTHOCHTEIBHO JTAHHOTO
ceueHus. Ilycte N OyzmeTr [OCTaTOYHO HACHIICHHBIM JJIEMEHTAPHBIM
pacuipeHreM CTpykTypbl M. Bo3bMeM HEKOTOpBIH pocTok A, 3aJaHHBIA Ha
CeUCHHH S M pPacCMOTPUM MoaMHOXecTBO B = s(N)NA crpyktypsl N.
OueBuIHO, YTO, HA CaMOM Jielie, B sABJseTCs MHOXKECTBOM BCEX peau3aliii B
cTpyktype N Hekoroporo l-tuma Hajx cTpykTypoid M. 3aMeTum, 4TO 3TO
MHOkeCTBO  HedopmynsHOe. Ilycte  a,f € S(N). MoxkeMm  3aMCHHT
paccMoTpeHne HeOpMYJIbHOTO MHOKECTBa B Ha paccMoTpeHue (GopMyIbHOIO
mHOXectBa E = (a, ) N B. Ero ¢opMynbHOCTh MOKHO HETPYJHO JTOKA3aTh.

Paccmotpum cyxenne ¢ynkmum f Ha E. 3aMeTHM, YTO eciH
paccMaTpuBaTh OIpeaeMMble MHOXKeCTBAa Hal M u MHoxecTBa Buaa f(x) >
f), fx) = f), f(x) < f(¥), rae y € E, 10 monydennas CTpykTypa Oyzer
¢J1a00 O-MUHHUMAJIBHOM, B CIIEAYIOIIEM CMBICIIE.

Paccmorpum  dopmyny f(x) > f(y) Ax € E. TIpeanonoxum, dYTO
MHO’KECTBO BCEX €€ peaju3aluil COCTOMT U3 OECKOHEYHOI'O YKCIa BBITYKIIBIX
KOMITOHEeHT. Torna cymecTByeT ceueHre, KOTOpoe COBMECTHO Kak ¢ (hopMysoi
f(x) > f(y)Ax €E, tak u ¢ ee orpunanuem. Ilycte untepsan (a,b) B M
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Oyznet TakuM, uto a < E < b. Toraa B cuity TOro, 4To paccMaTpruBaeMas Teopus
MOYTH TJajJKash MOXXHO TOHATh, YTO CYILIECTBYeT monabiHTepBal [ B M,
coaepxamuii E, B KOTOPOM BCE€ THUIIbI ONPEIEISIOTCS CEUCHUEM M TOMapHO
HecoBMeCTHbIMH (opmynamu Py, ...,P,. Ho Torma ™Mbl momydaem, dTO
KOJIMYECTBO (OPMYJI, OMPEACISIONUX THUIBI B CEYCHUHU, BbIpocio. Ho srta
dbopMyna UMeeT mapameTpsl U3 IeMEeHTapHoro pacmmpenus. Ho B cuiy toro,
YTO CTPYKTypa M sIBisieTCs JOCTATOYHO HACHIIIEHHOW, MOJIy4aeM, YTO MOXKHO
HaWTH mapaMeTpsl yxe u3 M, tak uro popmyinsl Pj, ..., B, y’Ke HE ONpeacisoT
MOJIHOCTBIO  THUI, COBMECTHBI C HEKOTOpbIM cedeHueM. llomyuaem
npotuBopeure. MHaue roBopsi, €CiiM MHOXKECTBO BCEX peanu3anuil GopmyIibl
f(x)>f(y)ANx €EE He sBIsSETCS KOHCYHBIM OOBEANHCHHUEM BBIMYKIIBIX
MHOKECTB, TO MOXKHO HalTH ceueHue B E, koTopoe umeeT nBa pacmmperus. Ho
camo E ObuIO MOJIy4eHO, KaK OJHO W3 M BO3MOXKHBIX PACHIMPEHUN CEYCHHIA.
CrnenoBaTeibHO, B HOBOM HAWJECHHOM CEUYEHUM KOJMYECTBO PpaACIIUPEHUI
BbIpociio. Ilockonbky Teopusi sIBIseTCS KOHEUHO-TPOCTETaHHOM, MOJ00HOE
BO3MOYKHO JIUIIIb KOHEYHOE YUCJIIO Pas.

Dopmybl f(x)=fy)Ax€E u fxX)<fly)Ax€EE
paccMaTpuBaeM aHAJIOTUYHO.

A Ternepb MOKHO IIPOBECTH OJIMH B OJIUH J0KA3aTEIbCTBO O JIOKAJIbHON
MOHOTOHHOCTH OJJHOMECTHOU ()yHKITMH, KaK 3TO ObLIO MpOoAeNaHo AJis cliabo o-
MUHHUMAJIbHBIX T€OpUH. J[eCTBUTENBHO, IS C1a00 O-MHUHUMAIBHBIX CTPYKTYP
BEpHA TeOpeMa O JIOKAIbHOH MOHOTOHHOCTH ()OPMYIBHBIX (PYHKIMI OJIHOM
nepemenHoi [2]. [Tockonbky hyHKIMS f ompenenieHa Hax M, TO TOJTydaeM, 4To
cykeHue QyHKIUMHU f Ha MHOXKECTBO E OyJeT nmokanbHO MOHOTOHHBIM. Tak Kak
BBIOOp @ M 8 OBLI MPOU3BOJILHEIM, TO TIOJy4aeM, UTO CY)KeHHE QYHKIUU f Ha
MHOXECTBO B Tak ke ABIIseTcs JIOKATbHO MOHOTOHHBIM.

TakuMm oOpa3om, Teopema JI0Ka3aHa.

PabGora Opima momnmepxkana rpantom AP05132688 «OtHOCuTENBHAS
crabmipHOCTE» KH MOH PK.
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